Attribute-Based Group Signature Schemes with
Attribute Anonymity and Constant Size Signature

Submitted in partial fulfilment of the requirements
for the award of the degree of
DOCTOR OF PHILOSOPHY

by

Syed Taqi Ali
Roll No. 700969

Under the guidance of
Prof. B. B. Amberker

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

NATIONAL INSTITUTE OF TECHNOLOGY
WARANGAL-506004, TELANGANA, INDIA

NOVEMBER-2014



DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
NATIONAL INSTITUTE OF TECHNOLOGY WARANGAL
TELANGANA-506004, INDIA

November 25, 2014

THESIS APPROVAL FOR PhD

This is to certify that the thesis entitled, Attribute Based Group
Signature Schemes with Attribute Anonymity and Constant
Size Signature, submitted by Mr. SYED TAQI ALI [Roll No.
700969] is approved for the degree of DOCTOR OF PHILOSO-
PHY at National Institute of Technology Warangal.

Examiner
Research Supervisor Chairman
Prof. B. B. Amberker Dr. K. Ramesh
Department of Head, Department of
Computer Science & Engg. Computer Science & Engg.

NIT Warangal NIT Warangal



DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
NATIONAL INSTITUTE OF TECHNOLOGY WARANGAL
TELANGANA-506004, INDIA

CERTIFICATE

This is to certify that the thesis entitled, Attribute-Based Group
Signature Schemes with Attribute Anonymity and Constant
Size Signature, submitted in partial fulfilment of requirement for the
award of degree of DOCTOR OF PHILOSOPHY to National Insti-
tute of Technology Warangal-506004, is a bonafide research work done
by Mr. SYED TAQI ALI [Roll No. 700969] under my supervi-
sion. The contents of the thesis have not been submitted elsewhere for

the award of any degree.

Prof. B. B. Amberker
Date:
Research Supervisor
Place: Warangal
Dept.of Computer Science & Engg.

National Institute of Technology
Warangal-506004

i



Dedicated

to

My Parents



Abstract

Attribute-Based Group Signature (ABGS) scheme is a kind of group sig-
nature scheme where the group members possessing certain privileges
(characterized by attributes) only are eligible for signing the document.
In a dynamic ABGS scheme the number of members and attributes are
not fixed or known in the setup phase. In this thesis, we address vari-
ous issues that arise in the design of efficient and secure dynamic ABGS

schemes.

There are ABGS schemes proposed in the literature which do not
provide attribute anonymity feature - the verifier should be able to verify
whether the signer possess a valid set of attributes without learning which
set of attributes he used in signing the document. We propose ABGS
schemes with attribute anonymity in the random oracle model as well as in
the standard model. These schemes also achieve constant size signature.
We then propose an enhanced ABGS scheme by adding a new feature
called attribute tracing - which reveals with what privilege the signer has

produced the signature.

A prominent issue is membership revocation which is needed when
there is a key loss, a member leaves or a member is expelled from the
group. After revocation no more group signatures be allowed to pro-
duce with that revoked member’s private key. This makes the ABGS
scheme practical as the users can join or leave the group at any time. In
Verifier-Local Revocation (VLR) schemes, only verifiers are involved in
the revocation of a member, while the signers are not. Backward unlink-
ability ensures that even after a member is revoked, the signatures pro-
duced by the member before the revocation remain anonymous. There

is an ABGS scheme with VLR feature in the literature but it neither



supports backward unlinkability nor attribute anonymity and moreover
its signature size is not constant. We propose ABGS schemes with VLR
and backward unlinkability feature in the random oracle as well as in
the standard models. Further, we add one more security feature namely,
attribute unforgeability. The attribute unforgeability is a special case of
collusion resistance security feature which means that it should be impos-
sible for any individual member to satisfy the predicate with invalid set of
attributes. Moreover, these schemes have signatures of constant size. We
prove security of all the proposed schemes under well known complexity

assumptions.



Contents

1 Introduction 1
1.1 Problem Description . . . . . . ... ... ... L 4
1.2 Related Work . . . . . . . .. 6
1.3 Contributions . . . . . . . ... 7
1.4 Organisation of Thesis . . . . . . . . . . ... ... ... ... .... 12

2 Preliminaries 13
2.1 Groups . . ..o 13
2.2 Bilinear Pairings . . . . . . . ... .. 14
2.3 Complexity Assumptions . . . . . . . . . . ... 14
2.4 Cryptographic Primitives . . . . . . . . . .. ... ... ... 18
2.5 Provable Security . . . . . . .. .. 50
2.6 Summary . ... 54

3 An ABGS Scheme with Attribute Anonymity and Attribute Tracing
in the Random Oracle Model 55
3.1 Introduction . . . . . . . . ... 55
3.2 Proposed Scheme . . . . . .. . ... . 56
3.3 Construction . . . . . . . . ... 63
3.4 Security Analysis . . . . . ... 70
3.5 Short ABGS . . . . . . . 84
3.6 Comparison . . . . . . . . . ... 86
3.7 Summary ... 86

vi



Contents

4 A VLR-ABGS Scheme with Backward Unlinkability and Attribute

Anonymity in the Random Oracle Model 87
4.1 Introduction . . . . . . . ... 87
4.2 Proposed Scheme . . . . . . ... 88
4.3 Construction . . . . . . ... 96
4.4 Security Analysis . . . . . . .. L 102
4.5 Comparison . . . . . . ... 111
4.6 Summary . ... ... 114

5 ABGS Schemes with Attribute Anonymity without Non-frameability

in the Standard Model 115
5.1 Imtroduction . . . . . . . ... 115
5.2 Proposed Scheme . . . . . . ... Lo 116
5.3 Construction - 1. . . . . . . ... 122
54 Construction - 2. . . . . ..o 132
5.5 Summary ... .o 146

6 An ABGS Scheme with Attribute Anonymity and Attribute Tracing

in the Standard Model 147
6.1 Introduction . . . . . . . ... 147
6.2 Proposed Scheme . . . . . . . ... ... Lo 148
6.3 Construction . . . . . . ... 156
6.4 Security Analysis . . . . . ... 161
6.5 Comparison . . . . . . . ... 168
6.6 Summary . . ... 170

7 A VLR-ABGS Scheme with Backward Unlinkability and Attribute

Anonymity in the Standard Model 171
7.1 Introduction . . . . . . .. ... 171
7.2 Proposed Scheme . . . . . . .. ... 172
7.3 Construction . . . . . ... 180

vii



Contents

7.4  Security Analysis . . . . ... 188
7.5 Comparison . . . . . . . . ... 197
7.6 SUMMAary . . ... 199
8 Conclusion 200
Bibliography 203
Publications 213
Index 215

viii



List of Figures

1.1 Predicate example in Tree Structure. . . . . . . . .. ... ... ...

2.1 Attribute-Based Group Signature

ix



List of Tables

2.1
2.2

3.1

4.1

5.1

5.2

6.1

7.1

8.1

Notations for group signature scheme . . . . . . . ... .. ... ... 32
Notations for ABGS scheme . . . . . . . ... ... ... ... ... 47
Comparison of ABGS scheme with other schemes . . . . . ... ... 86
Comparison of VLR-ABGS scheme with other schemes . . . . . . .. 113

Comparison of ABGS scheme without non-frameability in standard
model with other schemes . . . . . .. ... ... ... ... ..... 132
Comparison of short ABGS scheme without non-frameability in stan-

dard model with other schemes . . . . . . . . ... ... .. ... .. 145
Comparison of ABGS scheme in standard model with other schemes . 169
Comparison of VLR-ABGS scheme in standard model with other schemes198

Comparison of all the proposed schemes with other schemes . . . . . 202



Abbreviations and Symbols

Symbol Meaning

ABGS Attribute Based Group Signature

ABS Attribute Based Signature

VLR Verifier Local Revocation

NIZK Non Interactive Zero Knowledge

NIWI Non Interactive Witness Indistinguishability

k security parameter

PPT Probabilistic Polynomial Time algorithm

params system parameter

GM group manager

U; user %

Att universal set of attributes

¢ attribute set (C Att)

T access structure

T predicate

Ty access tree representing the predicate YT

Tr public values associated with Ty

gpk group public key used to verify the validity of the group signature

ik issuing key used for issuing private keys to the users

okyrser opening key used for opening the signer’s identity from the given group signature

th A attribute tracing key used to trace the attributes of the group signature

(upk;, usk;) verification /signing key of a signature scheme DSig for user U;

A; C Att set of attributes assigned to the user U;

A; The membership certificate for U;

T ; The attribute certificate of att; € Att to U;

sk; group private key for the member U;

rég registration table with the group manager where the current group members
information are stored

T The number of time intervals

RL; A set of revocation tokens of the revoked users at the interval ¢

RL = {RL;}},
gri[i][t]

Revocation List

The token of member U; at interval ¢

null set

The attribute set ( satisfies the predicate T
Randomly picking an element from X

A set of integers

A set of integers {0,1,...,p — 1}

Logical AND

An empty element




Chapter 1

Introduction

Integrity of the data communicated over the Internet is ensured with the help of
digital signature. A digital signature is a block of data sent along with the message
that attests the origin of the message and the integrity of the message. User executes
the signing algorithm with his private key to produce a digital signature. The verifier
verifies the signature by executing the verification algorithm with the signer’s public
key. The first digital signature scheme was proposed by Rivest, Shamir and Adleman
[95] in 1978. Group Signature allows a member of a group to anonymously make a
digital signature on a message on behalf of the whole group. However, later in case of
any dispute the designated opener or the group manager can reveal the identity of the
signer. This we call as signer tracing. Chaum and van Heyst have first introduced the
group signature [43] in 1991. The group signature has applications like keycard access
to restricted areas, where it is necessary to secure the areas to only the employees of
the group without tracking individual employee’s movements. Other applications are
company authenticating pricelist, press releases, digital contracts [40], anonymous
credit cards, access control [75], e-cash [71], e-voting, e-auction [100]. The basic
security requirements of group signature scheme according to [43] are anonymity -
the group signature should not reveal the identity of the signer, and traceability - with
the help of group opening key it should be possible to extract the identity of the signer
of the group signature. Since the publication of [43], many schemes were proposed
[6; 7; 16; 28; 40; 44] and more security requirements were added viz. unlinkability,

unforgeability, collision resistance [9], exculpability [9] and framing resistance [44].



Bellare et al. [16] have given the formal definitions of the security properties of the
group signature scheme by combining all the above security requirements into two,
namely full-anonymity and full traceability. Later, Bellare et al. [20] have extended
the formal definitions to dynamic group setting, where the number of group members
are not fixed or known in the setup phase. The basic security requirements of a
group signature scheme in the dynamic group setting are anonymity, traceability and
non-frameability. Non-frameability means that even if two or more members collude
including group manager, they should not be able to generate a signature which trace

back to a non-colluded member.

Group signature schemes with membership revocation feature are proposed to
make the scheme practical [8; 31; 90]. The membership revocation feature is needed
when there is a key loss, a member leaves or a member is expelled from the group.
After revocation no more group signatures are allowed to produce with that revoked
member’s secret key. Boneh and Shacham [31] have suggested that the best method
of revocation is where a revocation messages are only sent to signature verifiers, so

that there is no need to communicate to signers. This is known as Verifier-Local

Revocation (VLR).

A well-known feature which combined with VLR is backward unlinkability. The
backward unlinkability means that even after a member is revoked the signatures
produced by the member before the revocation remain anonymous. This property
was first introduced by Song in [100]. It also allows a user to come back into the
group after having been revoked and use the same keys as before while remaining
anonymous, i.e. there is a provision to suspend a group member for a certain period.
The VLR feature is useful where signers are often offline or are computationally weak
devices (mobile devices, smart cards, etc.). Some applications of VLR schemes are
Direct Anonymous Attestation (DAA) in the context of Trusted Computing [35; 36,
Vehicular Ad-hoc NETworks (VANETSs) [101] and anonymous authentication [37].
Many group signature schemes are proposed with VLR feature either in random
oracle model [31; 38; 90] or in the standard model [82].

Maji et al. [85] in 2011 have introduced an Attribute-Based Signatures (ABS),

where a signer can sign a message with any predicate that is satisfied by his attributes.



Here, the signature reveals no information about the signer’s identity or the attributes
he holds but guarantees that the signer possesses the required attributes. There
are many applications of ABS such as attribute-based messaging, trust-negotiation,
attribute-based authentication and leaking secrets [84; 85]. Many ABS schemes in
the standard model have been proposed [53; 70; 85; 92] among which the scheme
presented by Herranz et al. [70] has constant length signature but for the threshold
predicates. For monotone predicate Escala et al. have given the ABS scheme whose
signature size is linear in terms of the size of the predicate and also it has an additional
property of revocability which revoke the anonymity of the signer. [53]. For non-
monotone predicate Okamoto et al. have proposed an ABS scheme but its signature

length is not constant [92].

Attribute-Based Group Signature (ABGS) scheme is a kind of group signature
scheme where the group members possessing certain privileges, characterized by at-
tributes, only are eligible for signing the document. In ABGS scheme, each member
is assigned a subset of attributes. Verifier accepts the signed document only if the
associated signature proves that it is signed by the member who possess sufficient at-
tributes that satisfy the given predicate. The security requirements of group signature

scheme is also applicable to ABGS scheme.

The predicate, in terms of attribute relationships (the access structures), is repre-
sented by an access tree. For example, consider the predicate T for the document M:
is (Institute = Univ. A) AND (TH2((Department = Biology), (Gender = Female),
(Age = 50s)) OR (Position = Professor)), TH2 means the threshold gate with thresh-
old value 2 and OR gate implies the TH1 - a threshold gate with threshold value 1.
Attribute A; of Alice is ((Institute := Univ. A), (Department := Biology), (Position
:= Postdoc), (Age := 30), (Gender := Female)), and attribute A, of Bob is ((Insti-
tute := Univ. A), (Department := Mathematics), (Position := Professor), (Age :=
45), (Gender := Male)). Although their attributes, 4; and As, are quite different,
it is clear that T(A;) and Y(A2) hold, and that there are many other attributes
that satisfy Y. Hence Alice and Bob can generate a signature on this predicate,
and according to anonymity requirement of ABGS, a signature should not reveal any

information except that the attributes of the signer satisfy the given predicate Y.



1.1 Problem Description

YO

I Threshold Value = 2

I Threshold Va\ue 1

Threshold Value = 2

Position = Institue = Univ. A

Professor

Department = Gender = Age 50's
Biology Female

Figure 1.1: Predicate example in Tree Structure.

Thus the ABGS scheme is a kind of group signature scheme where a user with a
set of attributes can prove anonymously whether he possess these attributes or not
[51]. The first ABGS scheme was proposed by Dalia Khader [73] in 2007. Khader has
listed attribute anonymity - the verifier should be able to verify whether the signer
has required attributes without learning which set of attributes he used for signing,
as a desirable feature to achieve. Later Khader proposed an ABGS scheme [72] with
membership revocation feature without addressing attribute anonymity. Thereafter,
Emura et al. in [52] have proposed a dynamic ABGS scheme, which is efficient when
there is a frequent change in attribute relationships, achieved non-frameability over

the Khader’s schemes but it does not address the attribute anonymity issue.

1.1 Problem Description

Attribute anonymity is as necessary as anonymity property and in certain cases it is
mandatory. Consider the case where there is a unique attribute which belongs to only
one group member along with other attributes and whenever the verifier finds that

attribute in the signature then he can conclude that the signature is signed by that
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particular group member who alone owns that attribute. Thus anonymity itself is

not preserved which is the basic security requirement in any group signature scheme.

Suppose Alice wants a document to be signed by an employee in Bob’s company.
Alice requires that the employee should have certain properties such as being part
of the IT staff and at least a junior manager in the cryptography team or a senior
manager in the biometrics team [73]. Now if group member with attributes IT staff,
biometric team, senior manager sign the document and if there is only one senior
manager in biometric team then the signature implies his identity. Many similar
cases exist. Thus attribute anonymity is as important as anonymity property and we

name anonymity property as a user anonymity property.

Attribute tracing feature allows a user to know with what privilege (an attribute
set) the signer has signed the document regardless of who did it. A user has choice to
query either to reveal the signer identity or the attributes of the signature. Consider
the scenario where a user has multiple ways to satisfy the predicate from his attribute
set. Then in some cases it is necessary to know with what attributes (privileges) the
user has produced the signature and this cannot be known if the scheme possess
attribute anonymity feature. We emphasize that with attribute anonymity feature
the attribute tracing feature is also needed to avoid any denial by the signer. This

scenario is illustrated with the following example.

Suppose there is a group member Carol with the attribute Az as ((Institute :=
Univ. A), (Department := Biology), (Position := Professor), (Age := 55), (Gender
:= Male)). Obviously the YT(Aj3) holds and moreover Carol can satisfy the predicate
T either with the attribute ((Institute := Univ. A), (Position := Professor)) or with
attribute ((Institute := Univ. A), (Department := Biology), (Age := 55)). In ABGS
scheme with attribute anonymity, it is difficult to know with what attribute set the
Carol has produced the signature and therefore there is a need for attribute tracing
feature as well. This requirement is needed for the applications like keycard access
to the restricted areas, where it may be necessary to know with what authority the
employee has visited the area. Similarly in an educational institute the Director can
also be a Professor in some department. He may sign a document as Director or as

a Professor. Thus the attribute tracing feature should also be included along with
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attribute anonymity feature in the ABGS scheme. Surely this will be a good feature
for many applications. There is no ABGS or ABS scheme with this feature in the

literature.

All the security requirements of group signature scheme are also applicable to
ABGS scheme. Apart from these, collusion resistance of attributes [52] is needed.
Collusion resistance of attributes means that a group of users with each possessing
a invalid set of attributes should not be able to collude with each other to pool
a valid attribute set for producing a valid group signature. This is similar to the
non-frameability feature with respect to attributes. We add two more necessary
security features namely, attribute anonymity and attribute unforgeability. Attribute
unforgeability is the special case of collusion resistance of attributes security feature
of [52], here attribute unforgeability means that it should be impossible for any
individual member to satisfy the predicate with invalid set of attributes, which is
similar to traceability feature in terms of attributes. Thus the attribute unforgeability
in ABGS scheme is as important as traceability in group signature scheme. With
these an ABGS scheme with attribute anonymity can be apply to applications of

ABS scheme with an addon feature of revealing the signer’s identity [53].

1.2 Related Work

Khader has proposed two ABGS schemes in random oracle model, one is without
revocation [73] and another is with VLR feature [72]. In both the schemes the author
makes use of Goyal’s Attribute-Based Encryption (ABE) [66] and Boneh’s group
signature [28]. Emura et al. [52] have proposed the dynamic ABGS scheme with
CCA-user anonymity in which they introduce the bottom-up approach for the con-
struction of access tree in contrast to top-down approach of Goyal et al. [66]. All
these schemes does not provide attribute anonymity and therefore no attribute trac-
ing feature were introduced. Moreover, their signature length is not constant, it is
linear in terms of the number of attributes, and are proven secure in the random or-
acle model. We note that one can design an ABGS scheme with attribute anonymity
by combining an ABS scheme [70] with any group signature scheme [34; 79; 82], but
it incurs cost of both the schemes. For example, to get an VLR-ABGS scheme in
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standard model one can combine Herranz et al. ABS scheme [70] with Libert et al.
VLR-GS scheme [82].

Following are some research questions that arise based on the above related work:
e Can we design an ABGS scheme with attribute anonymity and attribute tracing
feature?

e Can we devise an ABGS scheme with VLR feature and backward unlinkability

to handle the problem of key loss or a member leaves?
e Can we design a constant signature length ABGS scheme?

e Can we design an ABGS scheme which is provable secure in the standard model

with the above features?

e [s it possible to add attribute revocation feature to an ABGS scheme?

1.3 Contributions

In this thesis, we address various issues in attribute-based group signatures in dy-
namic setting where the number of members and attributes are not fixed or known

in the setup phase. The highlights of the contributions are given below:
e Introduced formal definitions of the security features viz. attribute anonymity,
attribute unforgeability and collision-resistance of attributes.

e Proposed an ABGS scheme with attribute anonymity and attribute tracing in

the random oracle model.

e Proposed a VLR-ABGS scheme with attribute anonymity and backward un-

linkability in the random oracle model.

e Proposed an ABGS scheme with attribute anonymity in the standard model

without non-frameability.
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e Proposed an ABGS scheme with attribute anonymity and attribute tracing in
the standard model.

e Proposed a VLR-ABGS scheme with attribute anonymity and backward un-
linkability in the standard model.

The details of each scheme is given below:

1.3.1 An ABGS Scheme with Attribute Anonymity and At-
tribute Tracing in the Random Oracle Model

There is no ABGS scheme in which signature hides the attribute details. We propose
a constant size ABGS scheme with attribute anonymity [2] by using the Emura
et al’s [51] ABGS scheme as a base scheme. We prove that the proposed ABGS
scheme is secure under random oracle model with DL, ¢-SDH, DLDH and XDH
assumptions. We use the membership certificate format of [48] that makes the scheme
non-frameable (unforgeable even when the group manager colludes with the members)
and thus the proof of traceability and non-frameability are similar to one presented
in [48]. For generating the public values of the access tree we use the bottom-up
approach technique introduced by Emura et al. [51]. We make use of Lagranges
interpolation property to achieve the attribute anonymity. We consider the knowledge
of corresponding attribute certificates combinely instead of separately as in [51]. The
proposed ABGS scheme’s signature length is independent of the number of attributes.
We have also provided independent opening of the signer’s identity known as signer
tracing feature and opening of the attribute set identity from the signature known
as attribute tracing feature. Thus these tasks can be assigned to two independent
authorities and it is also useful when anyone wants to know the privileges of the signer
rather than its identity. We adapt membership revocation mechanism from [48] and
it allows group manager to revoke multiple members from the group at anytime.
We have also given a short ABGS scheme whose signature length is extremely short
irrespective of the number of attributes. Further, the verification cost of the proposed

scheme construction is constant when compared to other ABGS schemes [51; 72] in the
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random oracle model. Also the user’s secret key length is shorter, achieves attribute

anonymity, has attribute tracing feature and the signature length is constant.

1.3.2 A VLR-ABGS Scheme with Backward Unlinkability
and Attribute Anonymity in the Random Oracle Model

To the best of our knowledge there is only one ABGS scheme with VLR feature
proposed by Khader [72] but this is not dynamic and does not address backward
unlinkability feature nor attribute anonymity. Moreover, in this scheme the signature
length is linear in terms of the number of attributes and it is proven secure in the
random oracle model. We propose a VLR ABGS scheme with backward unlinkability
and attribute anonymity. We prove that the proposed scheme is secure under random
oracle model with DL, ¢-SDH, DLIN and KEA1 assumptions. To build our scheme
we use VLR-GS scheme of Nakanishi et al. [91] as the base scheme. We use the
membership certificate format of [48] to make the scheme non-frameable i.e. even
the group manager cannot forge signature of a trusted member. We use the bottom-
up approach technique, introduced by Emura et al. in [52], for generating the public
values of the access tree representing a predicate. We device an BuildTree-Validity
algorithm which enables to verify publicly the correctness of the generated public
values of the predicate and with this we reduce the trust on the group manager
in producing public keys of the predicates. We device an idea to achieve attribute
anonymity and we formally define the security definitions of attribute anonymity
and attribute unforgeability. The proposed VLR-ABGS scheme achieves the better
efficiency than the other schemes [52; 72] in terms of signing cost, verification cost,
secret key length and signature length. Under special case with a single attribute
the proposed scheme can be used as VLR-GS scheme. Further, when compare to
VLR-GS scheme in standard model by Libert et al. [82] we observe that our scheme

achieves additional features viz. non-frameability and has shorter signature length.
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1.3.3 ABGS Schemes with Attribute Anonymity without Non-
frameability in the Standard Model

An ABGS scheme in the standard model can be constructed with the combination
of ABS [70] and group signature scheme [34; 79] in the standard model but it incurs
cost of both the schemes. We propose a constant size ABGS scheme with attribute
anonymity and proven that it is secure in the standard model [4]. Our construction
is based on the two-level signature scheme from [34] and the technique to build the
access trees from [51]. We use non-interactive proof system technique of Groth and
Sahai [68] to generate the NIWI proofs for the relations in the group signature which
helps to preserve the user anonymity. We prove that our scheme preserves attribute
anonymity unconditionally, user anonymity in CPA attacks under subgroup decision
assumption, traceability under -HSDH assumption and attribute unforgeability un-
der DL and KEA1 assumptions, in the standard model. In contrast to other existing
ABGS schemes [51; 72; 73] our scheme is built in the standard model with attribute
anonymity and achieves a constant size signature independent of the number of at-

tributes.

We also propose a constant size ABGS scheme with attribute anonymity in the
standard model as above but its signature length is shorter [3]. This construction
is based on the two-level signature scheme from [79] and the technique to build the
access trees from [51]. We use non-interactive proof system technique [68] to hide
the values in the group signature. We prove that our scheme preserves attribute
anonymity unconditionally, user anonymity in CPA attacks under subgroup decision
assumption, traceability under -MOMSDH and attribute unforgeability under DL

and KEAT1 assumptions, in the standard model.

We compare both the proposed schemes [3; 4] with the other ABGS schemes in
the standard model (the combination of ABS scheme with group signature scheme in
the standard model). We observe that the signing cost and verification cost is lesser.
Also the size of the signature length and user’s secret key length is reduced. Further,
note that the efficient ABS scheme in the literature supports threshold predicates

whereas our proposed schemes supports monotone predicates.

10
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1.3.4 An ABGS Scheme with Attribute Anonymity and At-
tribute Tracing in the Standard Model

In the literature, there is no ABGS scheme in the standard model. However, one
can get it with the combination of ABS [70] and group signature scheme [34] in
the standard model. We propose an ABGS scheme with attribute anonymity and
attribute tracing feature with constant size signature [61]. For our construction we
use the membership certificate format of [24; 48] to achieve non-frameability and
the technique to build the access trees from [51]. We use Groth-Sahai non-interactive
proof system [68] to generate the NIWI proofs for the relations in the group signature.
We use existing constructions [24; 51] as a base to build our scheme which addresses
the said issues and proven that the construction is secure in the standard model. We
observe that in contrast to other existing ABGS schemes [51; 72; 73], our scheme
[61] is built in the standard model with attribute anonymity, achieves a constant size
signature i.e., independent of the number of attributes, and has constant verification
cost. One can also use our scheme as a group signature scheme in the standard model
by distributing single attribute to all the members. When compared to other group
signature schemes [80; 81], our scheme is efficient in terms of signature length and
user’s secret key length, but does not have revocation feature. One can also use our
ABGS scheme as a ABS scheme in the standard model with the addon feature called
signer tracing and attribute tracing. When compared to other ABS schemes [70; 85],

our scheme achieves constant signature and it is for monotone predicates.

1.3.5 A VLR-ABGS Scheme with Backward Unlinkability
and Attribute Anonymity in the Standard Model

There is no VLR-ABGS scheme in standard model in the literature. However, one
can construct such a scheme with the combination of ABS [70] and VLR-GS scheme
[82] in the standard model but it will not preserves non-frameability and incurs cost
of both the schemes. We propose a VLR-ABGS scheme with attribute anonymity

and backward unlinkability [5] which achieves constant signature size, and prove that

11
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it is secure in the standard model. We give formal definition of VLR-ABGS scheme
with attribute anonymity and extends the security definitions to include attribute
anonymity and attribute unforgeability. For our construction we use the membership
certificate format of [24; 48] to achieve non-frameability and the technique to build
the access trees from [51]. We use Groth-Sahai non-interactive proof system [68] to
generate the NIWI and NIZK proofs under SXDH settings for the relations in the
group signature. We make use of VLR-GS scheme of [82] as a base construction. Sim-
ilar to [51] we generate the public values of the access tree representing a predicate.
We device an BuildTree-Validity algorithm which enables to verify publicly the
correctness of the generated public values of the predicate and with this we reduce the
trust on the group manager in producing public keys of the predicates. We observe
that when compared to other existing ABGS schemes [51; 72; 73], our scheme [5] is
built in the standard model with attribute anonymity, achieves a constant size signa-
ture i.e., independent of the number of attributes and has constant verification cost.
This scheme can also be used as VLR-GS scheme since it preserve non-frameability
when compared to Libert et al’s VLR-GS scheme [82].

1.4 Organisation of Thesis

Chapter 2 gives the preliminary details regarding complexity assumptions and cryp-
tographic primitives. In Chapter 3, we describe an ABGS scheme with attribute
anonymity and attribute tracing in the random oracle model. Chapter 4 contains
a VLR-ABGS scheme with backward unlinkability and attribute anonymity in the
random oracle model. In Chapter 5, first we describe an ABGS scheme with attribute
anonymity. Next we describe another ABGS scheme with attribute anonymity but
having shorter signature length. Both the schemes are in standard model. Chapter
6 describes an ABGS scheme with attribute anonymity and attribute tracing in the
standard model. Chapter 7 contains the ABGS scheme with VLR feature in the
standard model. We conclude the thesis in Chapter 8.
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Chapter 2

Preliminaries

In this chapter, we explain the complexity assumptions and cryptographic primitives

used in the construction of the proposed schemes.

2.1 Groups

A group is set G of elements with operation * defined on it. A group has the following

properties:

If a,b € G thenaxbeG.

The operation is associative: (a *b) *xc = a* (b* c).

There is an identity element I such that I xa =a* I = a for all a € G.

For every a € G there exists an inverse, denoted a~!, such that a * a™! =

alxa=1I.

If % is commutative i.e., a b = bxa, then the group is called abelian or commutative.
The number of elements of a group, |G|, is called its order. A group is cyclic group
if there exists an element a € G such that every element b € G can be written in the

form a® for some x € Z. Then the element a is called the generator of G.



2.2 Bilinear Pairings

2.2 Bilinear Pairings

Let k be the security parameter. Let Gy, Gy, and G be cyclic groups of prime order
p, where |p| = k. Let g and go be generators of G; and G, respectively.

Definition 2.2.1 (Bilinear Map) A bilinear map or pairing e is an efficiently com-

putable function, e : G; X Gy — G with the following properties.

e Bilinearity : Yu,u' € Gy and Yv,v' € Gy, e(uu/,v) = e(u,v)e(v,v) and

e(u,vv’) = e(u,v)e(u,v').

o Non-degeneracy: e(g1,g2) # le,(lg, is the Gls identity element).

We assume the existence of an efficient randomized procedure G that, on input the se-
curity parameter k, outputs a bilinear instance G= (p, G, Go, Gr, g1, g2, €) & G(k),
such that |p| = k. In practice, bilinear instances may be realized on certain alge-
braic varieties or curves over finite fields [14; 21; 58|, by computing Weil, Tate, or a
related pairing using Miller’s efficient algorithm [87] or variants [13; 83]. Additional

information can be found in [22; 45].

There are 3 types of bilinear maps depending on whether the group isomorphism
Y : Gy — G, and its inverse ¥ ™! : G; — G are efficiently computable. Using the
terminology from [59], we say that (Gq, Gy) is of:
“type 1” - if both ¢ and 1)1 are efficiently computable (this includes the case where
G, = G2);
“type 2” - if 1 is efficiently computable, but not ¢~
“type 3” - if neither ¢ nor ¢! is efficiently computable.

2.3 Complexity Assumptions

Let k be the security parameter. Unless otherwise indicated let (p, G1, Ga, Gr, g1, g2, €)
be a bilinear instance of “type 2”7 as defined above. Let x €g X denote randomly

picking an element z from X.
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2.3 Complexity Assumptions

Definition 2.3.1 (Discrete Logarithm (DL) Assumption) For all Probabilistic
Polynomial Time (PPT) algorithm A, the probability

Pr(A(g,¢%) = ¢

is negligible function in k, where g €g G and § €g Z,,.

Definition 2.3.2 (Decision Diffie-Hellman (DDH) Assumption) For all PPT
algorithm A, the probability

|PrlA(u, h,u”  h*) = 0] — Pr[A(u, h,u®, h¥) = 0]|

is negligible function in k, where u,h €g Gy and d',V' €r Z;.

Definition 2.3.3 (eXternal Diffie-Hellman (XDH) Assumption [28]) The XDH
assumption states that the DDH assumption holds in Gy even if DDH assumption does
not hold in Gy.

Definition 2.3.4 (Symmetric eXternal Diffie-Hellman (SXDH) Assumption
[28]) The SXDH assumption states that the DDH assumption holds in both G, and

Go. Here the bilinear instance is of “type 3”.

Definition 2.3.5 (¢-Strong Diffie-Hellman (¢-SDH) Assumption [27]) For all
PPT algorithm A, the probability

Pr(A(g.g',91 = (9)% . gy = (¢)F") = (¢ 2) N2 € Z,)

is negligible, where g’ €r Go, g = Y(g') and § €r Z;.

Definition 2.3.6 (Subgroup Decision Assumption [29]) Let G’ be a random-

ized procedure which on input a security parameter k outputs a tuple (p,q, G, G, €) &

15



2.3 Complexity Assumptions

G'(k), such that |p| = |q| = k, G, Gy are groups of order n = pq and e : GXG — Gr is
a bilinear map. Then Subgroup Decision Assumption says that for all PPT algorithm
A, the probability

‘pT’ lA(n’G’GT’e’w) -1 (p7 Q7G7GT7€)<—Q (k‘)]

n=pqw+ G

— Pr|A(n,G,Gr,e,u?) =1 (1,4,G,Gr,e)<G (k)H

n=npq,w+< G

is negligible function in k.

Definition 2.3.7 (-Hidden Strong Diffie Hellman Assumption (-HSDH) [34])
For all PPT algorithm A, the probability

1
PT[A(gvu7gw7§ﬁ7§q7uq7 "‘7§w+%71 7§Ce,1’u6271) = (g%ﬂagcuuc) Ne 7£ Ci,
fori=1,...,¢0—1]

is negligible function in k, where §,u are the generators of prime order group G,,

w Er Ly and c,c; €g Ly fori=1,... 0 —1.

Definition 2.3.8 (/-Modified One More Strong Diffie-Hellman Assumption
(.-MOMSDH) [79]) Let G, be the prime order group. Let p and q be primes, and
n = pq. Then the (-MOMSDH assumption says that for all PPT algorithm A, the
probability

1 1 1 1 1
PriA(v,v", u, c1, v, co, votez L cp,vite ) = (06 vFte uctm m) A ¢ # ¢,

fori=1,...

is negligible function in k, where u,v are the generators of Gy, v € Z,,¢; € Z, and

m € Z,.

Definition 2.3.9 (¢-Decisional Diffie-Hellman Inverse (/-DDHI) in G,) For all

16



2.3 Complexity Assumptions

PPT algorithm A, the advantage of adversary A
|PrlA(g, g%, 9", g"") = 0] = PrlA(g, ¢", ...g" , D) = 0]

is negligible function in k, where g is the generator of Gy, D €r Gy and y € Z,,

Definition 2.3.10 (Decisional Tripartite Diffie-Hellman (DTDH) Assump-
tion [78]) For all PPT algorithm A, the advantage of adversary A

\PrlA(Zy = gi*, Z) = 95" Za = 97%, Zy = 952, Z3 = g7, n = g5" ™) = (]
- PT[A(ZD Zia ZQa Zéa Z37.gg) = 0“

is negligible function in k, where 21, 29, 23, u €r L,

This assumption perfectly holds similar to [78] under generic group model, as it is

not having efficiently computable isomorphism, ¢ : Gy — G.

Definition 2.3.11 (Decisional Bilinear Diffie-Hellman (D-BDH) Assump-
tion [32]) For all PPT algorithm A, the advantage of adversary A

‘PT{A(9179¥79279379576(91792)(%57) - O] - PT[A<gl7giY7927.g§éngﬁav> - O”

is negligible function in k, where v € Gr and «, B, €g Z,,

Definition 2.3.12 (¢-Hybrid Hidden Strong Diffie-Hellman (-HHSDH) As-
sumption in Gy, Gy [24]) For all PPT algorithm A, the probability

PT[A(gla h7 g2, g;» (gfza gglv Yi, (hgglh)1/(7+xi))i€[1,q]> = (gfv gga g%) gg? (hgll/)l/(’y+x))

/\(l’, y) 7é (xiv yi)ie[l,fﬂ]

is negligible, where h is the generator of Gy and v, x,y,;,y; € Z;, fori=1,....q.
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2.4 Cryptographic Primitives

Definition 2.3.13 (Advanced Computational Diffie-Hellman (CDH") As-
sumption [23]) For all PPT algorithm A, the probability

PrA(g1, 92, 9. 95, 97) = ¢i"]

is negligible function in k, where a,b €r Z,.

Definition 2.3.14 (Decision Linear (DLIN) Assumption [28]) For all PPT
algorithm A, the advantage of adversary A

|PrA(u, v, h, u®, v", h**?) = 0] — PrlA(u, v, h,u®,v", h%) = 0]]

is negligible function in k, where u,v,h €g G and a,b,c €r Z,,

Definition 2.3.15 (Knowledge of Exponent Assumption - 1 (KEA1) [17; 69])
For any adversary A that takes an input p,g,g* where g is a generator of a cyclic
group Gy and returns a pair of elements ¢', g from Gy, there exists an extractor A,

which given the same inputs as A returns & such that ¢* = ¢'.

2.4 Cryptographic Primitives

In this section, we describe the cryptographic primitives which are used in the con-

struction of the proposed schemes.

2.4.1 Digital Signature

A digital signature is a block of data sent along with the message that attests to
the origin of the message and to the integrity of the message. User produces the
signature on the message with his secret key and anyone can verify the signature

using the corresponding public key. It is required that it should be infeasible to
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produce a signature for any message without the knowledge of signer’s secret key.
The first digital signature scheme was proposed by Rivest, Shamir and Adleman [95]
in 1978.

Adversary attacks the digital signature scheme by producing a signature of a
message without knowing the secret key. Following are some attacks on the digital

signatures:[64]:
o Key-Only Attack: Adversary knows only the public key of the signer and there-
fore she can only check the validity of signatures of messages given to him.

o Known Signature Attack: Adversary knows public key and has seen message-

signature pairs chosen and produced by the legal signer.
o Chosen Message Attack: The adversary is allowed to ask the signer to sign

messages of her choice.

After providing one of the above mentioned facility the adversary has several

levels of success in forging a signature.
e Fuistential Forgery: The adversary succeeds in forging the signature of a mes-
sage, not necessarily of her choice.

e Selective Forgery: The adversary succeeds in forging the signature of some

message of her choice.

e Universal Forgery: The adversary is able to forge the signature of any message,

even though she is unable find the secret key.

e Total Break: The adversary can compute the signer’s secret key.

Clearly, the best digital signature scheme is that which is secure against ezistential

forgery under chosen message attack.
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2.4 Cryptographic Primitives

2.4.2 Public Key Encryption

In public key encryption scheme, a secret message is sent to the receiver by encrypting
it with the public key of the receiver and the encrypted message can only be decrypt
by the corresponding secret key which will be with receiver. A public key encryption
scheme is secure if it satisfies polynomial indistinguishability - given two plain text
messages and one cipher text which is the random encryption of one of the plain text
it should be impossible to relate the cipher text with its plain text without having
the knowledge of secret key, known as polynomial indistinguishability [64]. There
are different types of attacks on public key encryption scheme viz. Chosen-Plaintext
Attack (CPA), Chosen-Ciphertext Attack (CCA) and Adaptive Chosen-Ciphertext
Attack (CCA2) [86].

In CPA, adversary knows public key, has access to encryption oracle (through
which she can get encryption of messages of her choice) and allowed to choose two
challenge messages, after which she is given a challenge ciphertext (which is the
encryption of one of the challenge messages). We say public key encryption scheme
is secure under CPA if it is hard for an adversary to relate the challenge ciphertext

to its plaintext.

In CCA, in addition to the above facilities an adversary is given access to decryp-
tion oracle (through which she can get the decryption of ciphertext of her choice)
before the challenge ciphertext is produced. As in case of CPA, we say public key

encryption scheme is secure under CCA.

In CCAZ2, adversary has access to decryption oracle even after the challenge
ciphertext is given to her, but with the restriction that she cannot query challenge
ciphertext to the decryption oracle. As in case of CPA, we say that the public key

encryption scheme is CCA2 secure.

2.4.3 Interactive Proof System

Traditionally, a proof of a (target-) statement is a sequence of statements. When

interpreted, this sequence eventually leads to the validity of the target-statement.
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Anyone who is able to interpret the sequence can verify the proof. Such a proof is a
fixed object that, once obtained, can be passed on to other people to convince them
of the validity of the statement. For instance, to prove that a graph is Hamiltonian
it is suffices to exhibit a Hamiltonian cycle in it. And once that cycle is generated
by a prover then anyone who gets it can pass onto other verifier as a prover to prove

the same.

In contrast, an interactive proof of a statement is an interactive protocol between
two entities, a prover P and a verifier V. After the execution of the protocol, the
verifier is convinced of the validity of the statement. Interactive proof systems were
proposed by Babai et al. [11; 12] and by Goldwasser et at. [65] who also introduced
the notion of zero-knowledge. Zero-knowledge proofs are those interactive proofs that
convey no additional information other than the correctness of the target-statement.
Moreover, the proof system is considered to be zero-knowledge if whatever the verifier
can compute while interacting with the prover, the same can be computed by itself

without any such interaction.

2.4.3.1 Interactive Proofs of Knowledge

Let R C {0,1}*x{0,1}* be a binary relation. We say that R is polynomially bounded
if there exists a polynomial p such that |y| <= p(|z|) for all (z,y) € R. We let
Lr = {x : Jy such that (z,y) € R} the language defined by R. The definition of

interactive proof of knowledge [15] is as below:

Definition 2.4.1 Let R C {0,1}*x{0,1}* be a polynomially bounded binary relation
and let Ly be the language defined by R. An interactive proof of knowledge is a

protocol (P, V), an interactive turning machine, that has the following two properties:

o Completeness: If (x,w) € R then [V,P(w)](z) = accept.

o Validity: There exists a probabilistic expected polynomial-time machine K (knowl-

edge extractor) such that for every P, for all polynomials p(.) and all sufficiently
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large © € Lp,

Prob((z, Kp(w)) € R) > Prob([V, P)(x) = accept) —

p(lz])

The probabilities are taken over all random choices of V, P, P and K respectively.

Here (z,w) € R means w is a witness for z, P denotes any prover who does not know
the witness, K7 means that the knowledge extractor is given oracle access to P on

input x.

2.4.3.2 Indistinguishability of Families of Random Variables

We define the indistinguishability of families of random variables which is needed in

subsequent sections.

Definition 2.4.2 Let L C {0,1}* be a language and let A = {A(x)}rer and B =
{B(x)}ser be two families of random variables. We say that the families A and B

are

e perfectly indistinguishable if for all x € L the random variables A(x) and B(z)

are identically distributed.

e statistically indistinguishable if their statistical difference is negligible or more
technically, if for every polynomial p(.) and for all sufficiently large v € L it
holds that

ae%l}* |Prob(A(z) = o) — Prob(B(x) = a)| < o)

e computationally indistinguishable if no efficient algorithm exists that can distin-

quish them, i.e., for every probabilistic polynomial-time algorithm D, for every
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polynomial p(.) and for all sufficiently large x € L it holds that

[Prob(D(w, A(x)) = 1) = Prob(D(e, B(x)) = 1] <~

2.4.3.3 Zero-knowledge Protocols

According to the above defined three kinds of indistinguishability, there are three

different degrees of zero-knowledgeness of an interactive protocol.

Definition 2.4.3 [65] An interactive protocol (P,V) is said to be perfect/statistical/
computational zero-knowledge, if for every probabilistic polynomial-time verifier V
there exists a probabilistic expected polynomial-time simulator Sy so that the two
families

{IV, Pl(a)}ser and {Sp(2)}oer

are perfectly/statistically/computationally indistinguishable.

When a protocol is simply said to be “zero-knowledge”, it means that it is com-
putational zero-knowledge. The parallel composition of zero-knowledge protocols is
in general no longer zero-knowledge, sequential compositions can be shown to be
zero-knowledge, when the definition is slightly modified [63], i.e., the verifier and
the simulator are allowed an extra input z (which stores the history of interaction)
the size of which is polynomially bounded in the size of . This definition is called

auxiliary input zero knowledge.

To prove that a protocol is zero-knowledge according to Definition 2.4.3, one
would have to construct a simulator for every possible verifier. In practice, this is
often done by constructing a single simulator that works for all verifiers. To match this
situation, a third definition of zero-knowledge was proposed, black-box zero-knowledge.
Here, it is required that there exists a single simulator that works for all verifiers.
This single simulator is allowed to use a verifier as a black-box, i.e., the simulator
can choose the input and the coin tosses of the verifier. It has been shown [63] that

all protocols that are black-box zero-knowledge are a subset of all protocols that are
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auxiliary-input zero-knowledge, which in turn are a proper subset of the protocols

that are zero-knowledge according to Definition 2.4.3.

2.4.4 Signature Proof of Knowledge

Signature proof of knowledge (SPK) is basically a signature which proves the knowl-
edge of the secret keys (which also obeys some relation). It is obtained by converting
zero knowledge proofs of knowledge (PK) into a signature scheme by replacing the
verifier by a hash function. This approach of conversion is introduced in [55] and
formalised by Bellare and Rogaway in [18], called as Random Oracle Model where
the hash function is replaced by an oracle. Camenisch et al. [40] gave the technique
for constructing a signature of the knowledge of a discrete logarithm which can be
used to build a signature that involves more complex statements. We denote it as,
SPK{(x1,...,x,) : R(z1,...,x,) }(M), which means a signature on message M by a
signer who knows secret values xy, ..., x, satisfying a relation R(z1,...,z,). As an
example we define the signature of the knowledge of the discrete logarithm of y to

the base g. This is basically the Schnorr signature scheme [97].

Definition 2.4.4 (SPK {(z) : y = ¢°}(M)) A pair (c,s) € {0,1}* x Z, satisfying
c =H(S||R||M) with S = g|ly and R = g°y°, is an SPK of the discrete logarithm of
a group element y to the base g of the message M € {0,1}*.

Such a signature can be computed if the secret value z = log,y is known, by choosing
a random integer r € Z, and computing R = ¢" and then ¢ = H(g||y||R||M) and

s =1 — cx mod p. Here c is challenge, s is response and R is called commitment,

2.4.5 Commitment Schemes

Commitment scheme is a basic ingredient in many cryptographic protocols that are

used to enable a party to commit itself to a value while keeping it secret. In a latter
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stage, the commitment is “opened” and it is guaranteed that the “opening” can yield
only a single value determined in the commit phase. Commitment schemes are the
digital analogue of non-transparent sealed envelopes. By keeping the note in such an

envelope a party commits itself to the contents of the note while keeping it secret.

A commitment scheme is an efficient two-phase two-party protocol. The first
phase is called the commit phase and the second phase is called the reveal phase, by
which one party, called the sender, can commit itself to a value so that the following

requirements hold [62].

(i) Secrecy (or hiding): At the end of the first phase, the other party, called the
receiver, does not gain any knowledge of the sender’s value. This requirement

has to be satisfied even if the receiver tries to cheat.

(ii) Unambiguity (or binding): Given the transcript of the interaction in the first
phase, there exists at most one value that the receiver can later (i.e., in the
second phase) accept as a legal “opening” of the commitment. This requirement

has to be satisfied even if the sender tries to cheat.

It is required that the commit phase yields no knowledge (at least no knowledge of
the sender’s value) to the receiver, whereas the commit phase does “bind” the sender

to a unique value (which is accepted by the receiver in the reveal phase).

2.4.5.1 Single Bit Commitment - Construction Based on any One-Way

Permutation
Let f:{0,1}* — {0,1}* be a function, and let b: {0,1}* — {0,1} be a predicate.
(i) Commit Phase: To commit to value v € {0,1} (let k be a security parameter),

the sender uniformly selects s € {0,1}* and sends the pair (f(s),b(s) ® v) to

the receiver.
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(ii) Reveal phase: In the reveal phase, the sender reveals the bit v and the string
s used in the commit phase. The receiver accepts the value v if f(s) = o and

b(s) ® v = o, where (a, 0) is the receiver’s view of the commit phase.

Commitment schemes are designed using Common Reference String (CRS) model
[1]. Informally, the CRS model assumes that the parties executing the protocol have
access to a common string that is guaranteed to be taken from some pre-defined
distribution. A commitment is extractable if there exists an efficient algorithm, called
an extractor, capable of generating a new set of common parameters (i.e., a new
CRS) whose distribution is equivalent to that of an honestly generated CRS and
such that it can extract the committed value z from any commitment C'. This
is possible for computationally hiding commitments, such as encryption schemes:
the decryption is the extraction trapdoor. We called such commitment schemes as

extractable commitment schemes (Ezt-Commit).

A commitment is equivocable if there exists an efficient algorithm, called an equiv-
ocator, capable of generating a new CRS and a commitment with similar distribution
to those of the actual scheme such that the commitment can be opened in different
ways. This is possible for computationally binding commitments only, such as the
Pedersen commitment: the knowledge of the discrete logarithm is a trapdoor that

allows the opening of a commitment in more than one way.

2.4.6 Non-Interactive Proof System

Non-Interactive Zero-Knowledge (NIZK) proofs were introduced by Blum et al. [25].
Their paper and subsequent work [47; 54; 74; 96] shows that NIZK proofs exist
for all of NP. But, unfortunately all these NIZK proofs are very inefficient. Later,
Groth and Sahai [68] have developed an efficient techniques for proving statements
involving bilinear maps. We call it as Groth-Sahai proof system. They first give an
efficient non-interactive witness-indistinguishable (NIWTI) proofs for the simultaneous
satisfiability of a set of equations involving bilinear groups. Then they show how to,

under certain conditions, transform these into zero-knowledge proof systems.
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2.4.6.1 Witness-indistinguishability and Zero-Knowledge

A statement may have many possible witnesses. A non-interactive proof is witness-
indistinguishable if the proof does not reveal which of those witnesses the prover
has used. The standard definition of witness-indistinguishability requires that proofs
using different witnesses for the same statement are computationally indistinguish-
able. In contrast, zero-knowledge proof is a proof that shows the statement is true,
but does not reveal anything else. Traditionally, zero-knowledge proof is defined by
having a simulator (S, S2) that can simulate respectively the Common Reference
String (CRS) and a simulation trapdoor 7, and the second part of the simulation
uses the simulation trapdoor to simulate proofs for statements without knowing the
corresponding witnesses. The standard definition of zero-knowledge then says that
real proofs on a real CRS should be computationally indistinguishable from simulated
proofs on a simulated CRS [68].

2.4.7 Groth-Sahai Non-interactive Proof Systems under Sub-

group Decision Assumption

Groth and Sahai gave an instantiation of their proof system under Subgroup Decision
assumption, Symmetric External Diffie-Hellman (SXDH) assumption and Decisional
Linear (DLIN) assumption. Here we describe the Groth-Sahai proof system under

Subgroup Decision assumption.

In [68], Groth and Sahai have given a non-interactive witness-indistinguishable
(NIWI) proof system for the pairing product equation of the form,

i

e(A;, X)) HH (X, X)) = tr (2.1)

=1

for the variables &, ..., X, € G and constants tp € G, A4, ..., Ay € G, € Zy,, for
ijed{l,.. ab.
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The prover in a Groth-Sahai proof system knows secret values {X;}? , and wants
to prove that these values satisfy the above pairing product equation. In the instantia-
tion based on the Subgroup Decision Assumption under the setup (n, G, Gr, ¢, 9), (p, q)
where n = pq, p and ¢ are primes, the common reference string (CRS) is h where for
soundness setting h = ¢'? and for witness-indistinguishable setting h = ¢", for ran-
dom r € Z;. The commitments to the group elements &}, ..., &X; € G are made as

follows

Ci = Aih"

for randomly chosen ¢ € Z7.

The proof for the pairing product equation (2.1) is

— HAt H H X i(vij+54) H H R titivis

i=1j=1 i=1j=1

Upon receiving C = {Cy, ...,Ca}, {m}o?, where N, is the total number of pairing
product equations, for each pairing product equation with proof 7, the verifier checks
that

e(A;, C) ﬁ ﬁ (C;,Cj)" = tTe(h r).
i=1 =1 j=1
In [68], Groth and Sahai have shown that the above NIWTI proof has perfect complete-
ness, perfect L.,-soundness and composable witness-indistinguishability. compos-
able witness-indistinguishability is the stronger notion of witness-indistinguishability,
which means that the adversary cannot distinguish a real CRS from a simulated
CRS. Here, the subgroup decision assumption implies that soundness and witness-

indistinguishability CRS’s are indistinguishable.

The size of the proof is 7 + N, group elements in G, where 7 is the number of

variables in X = {X1, ..., X} and N, is the total number of pairing product equations.

2.4.7.1 Groth-Sahai Non-interactive Proof Systems under SXDH settings

Here we show under SXDH settings how Groth-Sahai proof system [68] commit the

signature elements. The commitment key consists of @ = (uj,us = u;') € G¥*?
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and 7 = (07,5 = 01') € G¥*2, where i} = (g1,¢%) and v} = (g2, 9%’ ) for some
g1 € Gy, 90 € Gyand t,t',a, 0 € Zy. There exist two initializations of the parameters
either in the perfectly binding setting, or in the perfectly hiding one. And these
initializations are indistinguishable under SXDH assumption which will be used in the
simulation. We note that for equal dimension vectors or matrices A and B containing
group elements, A ® B denotes their entry-wise product. We note C(X) = (1, X) ®
u” ©up® € G? is a commitment of a group element X € Gy with a random r, s € L,
Similarly a group element of G, is committed using v; and v3 with 1/, s" €p Z;. An
element is always committed in the group (G; or Gs) it belongs to. If one knows
the commitment key in the perfectly binding setting, one can extract the value of X,
else it is perfectly hidden. We note CM(z) = ¢* ® @} € G? is a commitment of a
scalar embedded in Gy as g7, where ¢ =y © (1,91) and r €x Z;. If one knows the
commitment key in the perfectly binding setting, one can extract the value of g else
x is perfectly hidden. The same things can be done in G, if we want to commit a

scalar, embedding it in G, we denote it as C®(x) and @' = 05 ® (1, g2).

Using Groth-Sahai technique one can have Non-interactive Witness-Indistinguishable
(NIWTI) proofs for the committed variables that satisfy the set of equations (either
pairing-product equation or multi-exponentiation equation or quadratic equation).
The whole proof consists of one commitment per variable and two proof elements

© = (7,6) (each contains a constant number of group elements) per equation.

For the variables Xy, ..., X, € G, V1, ..., V0 € Go, %1, ..., Ty, Y1y - Ynr € Zy,.

e The pairing-product equations are of the form

He(Auyz) He(‘)(sz)H He(‘)(i?yj)%j = tr, (2'2)
=1 =1 i=1j5=1

for the constants A; € Gy, B; € Gy, tr € Gr and v;; € Z,. The proof cost 4
elements in each group. Linear pairing-product equation (when v;; = 0 for all

i,7) proof cost 2 elements of respective group.
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e The multi-exponentiation equations in GGy are of the form

HAyz HXb H HXy1'Y” =T, (23)
i=11=1
for the constants A;, 71 € Gy and b;,7;;Z,. The proof cost 2 elements in G; and
4 elements in G,. Linear multi-exponentiation equations of the type ]_[Z-il AV =
Ty (vesp. [I", XY = T1) demand 1 element in G, (resp. 2 elements in Z,) .

e Similarly for multi-exponentiation equations in Gs.

e And the quadratic equations in Z, are of the form

Z a;y; + Z x:b; + Z Z Vi %y = t mod p, (2.4)

=1 j=1

for the constants a;, b;, i, t € Z,. The proof requires 2 elements in each group.

Linear equation proof requires 1 element in Z,,.

The details on construction of proofs is given in [68]. Multi-exponentiation equation
allows zero-knowledge proofs with no additional cost. A trapdoor in the simulated
Common Reference String (as in WI setting) makes it possible to simulate the proofs
without knowing witness and the distribution of simulated proofs are indistinguish-

able to real proofs.

But for the pairing-product equations it is not known to always have zero-
knowledge proofs. To prove the equations of the form (2.2) in Non-interactive Zero-
knowledge (NIZK) needs auxiliary variables and the proof size is not independent
of the number of variables. If {7 = 1g, in equation (2.2), the NIZK simulator can
always use &X; = 1g,,); = lg, as witnesses. If tp = ;‘;1 e(gj, h;) for known group
elements g1, ..., g € Gy, hq, ..., hyy € Gy, the simulator can prove that
[T (A0 T el B TTIT el 23 = H e(9: Z5); (2:5)

i=1 i=1j=1 j=1

=1

and that introduced variables Z; satisfy the linear equations Z; = h; for j €

{1,...,n'}. Since NIZK proofs exist for linear equations and the proof of equation
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(2.5) can be simulated using witnesses X; = 1g,,V; = Z; = lg,. When ¢7 is an
arbitrary element of G, the NIZK proofs for pairing-product equations are currently

not known to exist.

2.4.8 Group Signatures

A Group Signature scheme allows a member of a group to sign anonymously on
behalf of the group. However, later in case of any dispute the designated opener or
the group manager reveals the identity of the signer. This is called signer tracing
feature. Chaum and van Heyst first introduced the group signature [43] in 1991.
Bellare et al. [16] in 2003 have formalized the definitions of the group signature
scheme and categorized the security requirements into two core requirements, namely

Full-Anonymity and Full Traceability.

Full-Anonymity: Adversary should have negligible probability in determining un-
der which of the two identities (which she knows) the target signature was produced.
Additionally the adversary may corrupt all the members of group, including the sus-
pected signers. Also, the adversary has privilege to query to get the signer’s identity
of the signatures (an analogy to the definition of the encryption scheme against CCA)

of her choice (except the challenge signature).

Full-Traceability: A group of colluding members should not be able to produce
a valid group signature such that the opening algorithm fails to trace a member
belonging to a colluding group, and this should hold even if the colluding group

knows the opening key, which is used to open the signatures.

Bellare et al. [20] have extended the definitions to dynamic group settings, where
the number of group members are not fixed or known in the setup phase, i.e. user
can join the group at any time. The basic security requirements of group signature
scheme in dynamic group settings are anonymity, traceability and non-frameability
[20].

Anonymity means that the signature should not reveal the identity of the signer.

Traceability means that the valid signature should always trace back to the valid
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Table 2.1: Notations for group signature scheme

Symbol Meaning

k security parameter

params system parameter

GM group manager

U; user 1

gpk group public key used to verify the validity of the group signature

ik issuing key used for issuing private keys to the users

okyser opening key used for opening the signer’s identity from the group signature

(upk;, usk;)

rég

verification/signing key of a signature scheme DSig for user U; (i = 1,2,...,n),

n = 0(k)

group private key for the member U;
registration table maintained by the group manager where the current group members

information are stored

null set

identity with the help of the group opening key. Non-frameability means that even if

two or more members including group manager collude, they should not be able to

generate a signature which trace back to a non-colluded member.

The formal definition of group signature scheme under dynamic group setting is

as follows. We assume that each user U; owns a pair (usk;, upk;) of secret and public

keys certified by the PKI.

Definition 2.4.5 (Group Signature) An group signature scheme consists of fol-

lowing algorithms. Unless otherwise mentioned, algorithms are randomized.

e params < Setup(1%) :

This algorithm takes the security parameter k as an

input and returns the system parameter params.

o (gpk,ik, ok,ser) < KeyGen(params) : This algorithm takes the system parame-

ter params, and returns a group public key gpk, an issuing key ik and a user

opening key okyser -

o sk; < Join((params, gpk, ik, upk;, A;) , (params, gpk, upk;, usk;)) : This is an

interactive group joining protocol between a user U; (using his secret key usk;)

and the GM (using the issuing key ik). In the protocol U; ends with a member

private key sk; and GM ends with an updated registration table reg.
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e 0 < Sign(params, gpk, sk;, M) : This algorithm takes params, gpk, sk; and a

message M as an input and returns a group signature o on M.

e 0/1 « Verify(params, gpk, M,o) : This is a deterministic algorithm verifies
the validity of the group signature o against gpk and returns 1 (a valid signature)

otherwise 0(invalid signature).

e i/l <+ Open(params, gpk, okyser, 0, M,réq): This is a deterministic algorithm
which takes as input params, gpk, okyser,0, M and rég, and returns either i > 1
or L. If i, specifies that the group member with identity i has produced o, and

if L, then no group member produced o on M.

Entities: There are several entities in group signature scheme:

e The group manager GM, also known as Issuer, has issuing key ¢k using which he
enrolls a user U; into the group by issuing a user’s private key sk;, after running

interactive Join algorithm with the user.

e The Opener has user opening key ok, by which he is able to open the signature

and reveal the user identity through OpenUser algorithm.

e Group members or signers who are having their private keys sk;. They run

Sign algorithm to produce a group signature on a document M.

e Outsider or verifier who can only verify the group signature using the group

public key gpk.

Remark Setup and KeyGen algorithms are run by some trusted party and he will

distribute the appropriate keys to the concerned entities.

Definition 2.4.6 (Correctness) Correctness requires that for all params < Setup(1%),

all (gpk, ik, ok,ser) < KeyGen(params), sk; < Join({params, gpk, ik, upk;) , (params,
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gpk, upk;, usk;)) and all M € {0,1}*,
if U; € rég and o = Sign(params, gpk, sk;, M) then

1 < Verify(params, gpk, M) /\ i < OpenUser(params, gpk, okyser, o, M, 7€g)
holds.
The adversary can run the following versions of Join protocol (similar to [24]):

e Either through the joinP-oracle (passive join), which means that it creates an
honest user for whom it does not know the private keys: the index i is added
to the HU (Honest Users) list;

e or through the joinA-oracle (active join), which means that it interacts with the
group manager to create a user under its control: the index i is added to the
CU (Corrupted Users) list.

Note that when the adversary is given the issuing key (the group manager is cor-
rupted) then the adversary does not need access to the joinA oracle since it can
simulate it by itself, to create corrupted users (that are not necessarily in CU). After
a user is created, the adversary plays the role of corrupted users, and can interact

with honest users, granted some oracles:

e corrupt(i), if i € HU, provides the specific private key of this user. The adversary
can now control it during the whole simulation. Therefore ¢ is moved from HU
to CU;

e sign(z, M), if i € HU, plays as the honest user i to generate a signature on

message M,;

e openusr(M, o), if (M, o) is valid, returns the identity i of the signer.

Definition 2.4.7 (User anonymity) We say that the group signature scheme pre-
serves user anonymity if for all PPT A, the probability that A wins the following

game is negligible.
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e Setup: The challenger C runs (gpk,ik, okyse.) < KeyGen(params). C gives
gpk,ik to A.

e Phasel : A is given access to the oracles: joinP, corrupt,sign and openusr.

e Challenge : A outputs M* and an uncorrupted users U;,, U;, (i.e. ig,i; ¢ CU).
C randomly selects k €r {0,1} and responds with a group signature o* <

Sign(params, gpk, sk;, , M*).
e Phase 2: A can make queries similar to Phase 1. However A cannot make
query to corrupt on iy and iy at any time.
Output: Finally, A outputs a bit k', and wins if k' = k.

The advantage of A is defined as Adv***"~"(A) = |Pr(k = k') — 3.

2

Thus there should not exists any PPT adversary to link a group signature to a signer

with non-negligible probability.

Definition 2.4.8 (Traceability) We say that the group signature scheme preserves
traceability if for all PPT A, the probability that A wins the following game is negli-
gible.

e Setup: The challenger C runs (gpk,ik,okyser) < KeyGen(params). C gives
gpk and ok, to A.
e Queries: A is given access to the oracles: joinP,joinA, corrupt and sign.
e Output: A outputs a message M* and a group signature o*.
A wins if
(1) Verify(params, gpk, M*,0*) =1 and

(2) OpenUser(params, gpk, okyser, 0*, M*, rég) = L.
The advantage of A is defined as the probability that A wins.
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Thus it should be impossible to produce an untraceable valid group signature by any

PPT adversary.

Definition 2.4.9 (Non-frameability) We say that the group signature scheme pre-
serves non-frameability if for all PPT A, the probability that A wins the following

game 1is negligible.

e Setup: The challengerC runs (gpk, ik, okyser, thkat) < KeyGen(params). C gives
gpk, ik and ok, to A.

e Queries: A is given access to the oracles: joinP, corrupt and sign.

e Output: Finally, A outputs a message M* and a group signature o*.

A wins if
(1) Verify(params, gpk, M*,0*) =1,
(2) OpenUser(params, gpk, okyser, 0, M* rég) = i*,
(3) i € HU.
The advantage of A is defined as the probability that A wins.

Thus even the group manager should not be able to forge a group signature which

trace back to a honest member.

2.4.8.1 Revocation

To make the scheme practical a membership revocation [8; 31; 90] feature need to
be incorporated, which is needed when there is a key loss, a member leaves or a
member is expelled from the group. After revocation no more group signatures are
allowed to produce with that revoked member’s secret key. The best known method of
revocation, among the methods listed by Boneh et al. [31] is Verifier-Local Revocation
(VLR) which require to sends a revocation message only to the signature verifiers, so

that there is no need to communicate with other members.
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Another well-known feature which is combined with VLR is backward unlinka-
bility. The backward unlinkability means that even after a member is revoked the
signatures produced by the member before the revocation remain anonymous. This
property was first introduced by Song in [100]. It also allows a user to come back into
the group after having been revoked and use the same keys as before while remaining
anonymous, i.e. there is provision to suspend a group member for a certain period.
There are group signature schemes proposed with VLR feature either in random
oracle model [31; 38; 90] or in the standard model [82].

2.4.9 Access Structure

Let Att = {atty,atts, ..., att,} be a set of attributes. For I' C 24\ {@}, T satisfies
the monotone property if VB,C' C Att,B € I" and B C C, then C' € T" holds. An
access structure (respectively, monotone access structure) is a collection (respectively,
monotone collection) I' of non-empty subsets of Att, i.e., I' C 24"\ {(} [66; 72].

A predicate T is a boolean function with literals as attributes. The notation
Y(¢) = 1,( C Att expresses the fact that a set of attributes ( satisfies the predicate
T. The access structure I' of a predicate T is a collection of non-empty subset of
attributes ¢ C Att such that Y(¢) = 1.

In threshold predicate, atleast a threshold number of attributes are needed to
satisfy the predicate. It is expressed using a Threshold gate. A monotone predicate
is a predicate which is expressed using AND, OR and Threshold gates, an example
is given in Chapter 1. It covers the threshold predicate as a special case. A non-
monotone predicate is expressed using NOT, AND, OR and Threshold gates. It
covers monotone predicate as a special case. We restrict our attention to monotone

predicates.

2.4.10 Access Tree

An access tree is used for expressing an access structure of a predicate T by using a

tree structure. An access tree Ty consists of threshold gates as non-leaf nodes and
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attributes as leaves. Let [, be the number of children of node z, and k, (0 < k, <)
be the threshold value on the threshold gate of node x. A threshold gate x is satisfied
if the number k, of [, children branching from the node x are satisfied. Note that if
the number of children of a node is equal to the threshold value then it is an AND
gate and if the threshold value is one then it is an OR gate. Satisfying a leaf means
owning an attribute. The notation Leaves |= Ty expresses the fact that a set of

attributes Leaves satisfies the predicate T.

2.4.11 Assignment of Secret Values to Access Tree Using
Bottom-Up Approach

To build an access tree for our ABGS schemes we use bottom-up approach introduced
by Emura et al. [51]. Here we give the description of the approach. Let indez be
a function which returns the unique identity number of a node. Let p be a prime
number. Let z represent any node in the access tree, then [, represents the number
of children of z and k, denotes the threshold value of the node x. Let T be an access

tree of a predicate.

AddDummyNode(7'): This algorithm takes as input an access tree T, and returns the

extended access tree Tt with dummy nodes on 7.

(i) For an interior node x of T, the number of dummy nodes (leaves) I, — k, is
added to z’s children.

(ii) Change the threshold value of z from k, to [,.
(iii) All nodes are assigned unique index numbers from Z;.

(iv) The resulting tree, called T, is output.

Let Dr be a set of dummy nodes determined by AddDummyNode. Let s; € Z; be

a secret value for an attribute att; € Att. Let S = {s;}aw;eau-
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AssignedValue(p, S,7°""): This algorithm takes as input p, S and T and returns
a secret value s, € Z;’; for each dummy node x € Dy and a secret value of the root
node of T¢*. Let {child}, be the set of node z’s children except the dummy nodes,

and {d}, be the set of node z’s dummy nodes.

(i) For the interior node x of T°** a polynomial g, of degree [, — 1 is assigned as

follows:

(a) g, is the polynomial of degree [, — 1 passing through (index(z’), s,), where
x' € {child},. Note that |{child},| = l., so we can easily construct the

unique polynomial.

(b) For the dummy node d; € {d}., the secret value sq;, = q.(index(d;)) is

assigned.

(c) For z,s, = q,(0) is assigned.

(ii) Repeat the above procedure up to the root node, sy = @.0t(0) is the secret

value of T
(iii) Output {s4,}4,ep, and sr.
MakeSimplifiedTree(Leaves, T"): This algorithm takes as input the set Leaves C
Att satisfying Leaves = T, where T is the original access tress of 7" and returns
the product of Lagrange coefficients A, .
(i) The set of attributes {att; }awt,caem Leaves are deleted from T

(ii) Interior nodes x having children less than the threshold value (namely, [,) are

deleted from T°** along with x’s descendants.

(iii) Let DLZe@es be the set of dummy nodes which have remained after the steps 1

and 2, and T be the access tree after 1 and 2.

(iv) We assume that the leaves are at depth 0. For each node x of T#¢*¢* except

root, define L, as follows:
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(a) Define the depth 1 subtree of T2 with x as leaf node. Let ¢, be the
set of indices of leaves of the subtree.
(b) Compute L, = Hkécz\{indem(:p)} m‘
(v) Let leaf € Leaves U DX@¢ be a leaf node of TFeaves,
For leaf, we define Ay, as follows:

= root} be the set of nodes
that appears in the path from leaf to root node.

(a) Let Pathie.s = {leaf,parenty, ..., parent

Nieaf

(b) Compute Aleaf = Hnodeepathleaf\{root} Liode-

Output Ay.p(Vieaf € Leaves U DEeaves).

Clearly,
Z Aatthj + Z Adde]. = ST (26)

att; € Leaves d].ED%eaves

holds. An example is given in [51].

2.4.12 Linear Encryption

Linear Encryption (LE) scheme is the natural extension of ElGamal encryption
scheme whose security depends on the DLIN assumption. In this scheme, a user’s
public key is a triple of generators u, v, h € Gy; private key is the exponents z,y € Z,

such that u* = oY = h.

To encrypt a message M € G, choose a random values a, b € Z,, and output the
triple (u®,v®, M.hot?).

To recover the message from an encryption (77, Ty, T3), the user computes T3 /(1. 15).

By a natural extension of the proof of security of ElGamal, LE is semantically
secure against a CPA, assuming DLIN holds [28].
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2.4.13 Boyen et al’s Two-level Signature Scheme

We use the two level hierarchical signature scheme proposed by Boyen and Waters
in [34] which is existential unforgeable against chosen message attacks. In the first
level the certificate is signed by the group manager and in the second level a short
signature on message M is produced. This signature is based on the short signature

proposed by Boneh et al. in [26].

2.4.13.1 Scheme

Let k be the security parameter. The user identities id € {0, 1}* and the message M
are taken as binary strings of fixed length m’ = O(k).

Setup(1¥): Let G and Gr be the groups of order n = pq for which there exists a
bilinear map e from G x G to Gy, where p and ¢ are primes of size k. Choose a
generator g € G,, where G, is a subgroup of G with order p. Thus all group elements
in the two-level signature scheme will have prime order p in G and Gr. Select secret
integers a, z € Z; at random. Compute Z = g* and A = e(g,9)*. Next, select two
integers y, 2’ € Z, and a vector Z= (21, ey Zmy ) € Z;”/ at random. Output the public

parameters PP and the master key M K as,
PP={g.Z=g"u=g" v =g" 01 =g" .om =g A=e(g.9)"} € G xGy

MK = (z,9%)

The public parameters, PP, also implicitly include k, m’, and a description of (p, G, G, €).
Extract(PP, M K,id): It outputs the private key for a user with identity id. Choose

a secret value siq € Z,. Output user private key,
i A
kia = (ki kia2, kiag) = (%) 774, g%, u*?) € G°

Sign(PP, kiq, M): To sign a message represented as a bit string M = (p1, ..., fp) €
{0,1}™, using a private key ki, select a random s € Z, and compute F(M) =
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U’Hﬁlvyj, and output
o = (01,02,03,04) = (kian, kia2, kias.-F(M)*,g7°) € G*

Verify(PP, M,o): The signature o is valid for a message M if the following equations
holds,

2

e(o1,007) = A

2

e(og,u) = e(os, g).e(o4, F(M))

Theorem 2.4.10 Consider an adversary A that existentially forges the hybrid two-
level signature scheme in an adaptive chosen message attack. Assume that A makes
no more than { — 1 < p signature queries and produces a successful forgery with
probability € in time t. Then there exists an algorithm B that solves the (-HSDH
problem with probability € ~ ¢/(4m/(?) in time t ~ t where m’ is the length of the

message.

Proof The proof is given in the paper [34].

2.4.14 Liang et al’s Two-level Signature Scheme

We use the two level signature scheme proposed by Liang et al. in [79] which is exis-
tential unforgeable against chosen message attacks. In the first level, the certificate
is signed by the group manager and in the second level a short signature on message
M is produced. This signature is based on the short signature proposed by Boneh et

al. in [26] and improvement over Boyen et al’s two-level signature scheme [34].

2.4.14.1 Scheme

Let k£ be the security parameter. User’s identity id and the message M are chosen
from {0, 1}*.
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Setup(1*): Select the primes p and ¢ of size k. Define the groups G and Gz of
order n = pq, for which there exists a bilinear map e from G x G to Gr. Choose
generators g,u € G,, where G, is a subgroup of G of order p. Generate master
key MK = z € Z,. Compute Z = g*. Define collision-resistant hash function
H : {0,1}* — Z,. Output the system parameters params, the public parameter PP
and the master key M K as,

params = {p,q,n,G,Gr,Gp, e, H}, PP = {g,u, Z}, MK = z

Extract(PP, MK, id): It outputs the private key for a user with identity id. Choose

a secret value siq € Z,. Output user private key,
1
kia = (Kia1, kia2) = (810, 97754 ) € Zy X Gy,
Sign(PP, kiq, M): The signature of message M with private key kiq is,
i
o = (01,02,03) = (g7, g7Fia  yHatHON)

Verify(PP, M,o): The signature o is valid if the following equations hold, else it is

invalid.
)

e(Zoy,02) = €(g,9)

?

H(M)UMU?)) =e(g,u)

e(g

Theorem 2.4.11 The Two-level signature scheme is (t, qe, qs, €)— secure against ex-
istential forgery under a chosen message attack provided that (t'.q,€,spn)—SDH
assumption and (t", 0, epromspr)—MOMSDH assumption hold in G,, where e <
2qs€qspn + 2€pmomspr and t &~ max(t',t"),q > qs + 1 and € > q. + ¢s.

Here, t is the time taken to forge the two-level signature, qs is the total number of
signature queries, q, is the total number of extraction queries, t' is the time take to

solve q-SDH problem, e,spu is the advantage of solving q-SDH problem, t" is the
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time required to solve {-MOMSDH problem and eyjonspu 1S the advantage of solving
(-MOMSDH problem.

Proof The proof is given in the paper [79].

2.4.15 Waters Signature

We use a slight variant of Waters signature [23; 102], in the SXDH setting: Given
three generators (g1, h, g2) € G? x Go, a public key pk = (gi, g5), the secret key ¢
to sign a message M, a user simply needs to pick a random scalar s and compute
o = (h".F(M)?*, g3). Here, F is the waters function defined as F(M) = v'IIv}*, where
(v',v;) are independent generators of Gy and M = (m;). The verification simply
consists in checking if e(oy, ga) = e(h, pka).e(F (M), 02). This scheme is proven to be

existentially unforgeable under CDH™ assumption.

2.4.16 Attribute-Based Signature

Maji et al. [85] introduced an Attribute-Based Signatures (ABS), where a signer
can sign a message with a predicate that is satisfied by his attributes. Here, the
signature reveals no information about the signer’s identity or the attributes he holds
and guarantees that the signer possesses the required attributes. Many ABS schemes
in standard model have been proposed [53; 70; 85; 92], among which the scheme
presented by Herranz et al. [70] has constant length signature but for the threshold
predicates. For monotone predicates Escala et al. have given the ABS scheme whose
signature size is linear in terms of the size of the predicate and with an additional
property of revocability, which revokes the anonymity of the signer [53]. For non-
monotone predicates Okamoto et al. have proposed an ABS scheme but its signature
length is not constant [92]. The revocability feature of ABS is same as signer trac-
ing feature of group signature scheme which reveals the signer’s identity from the

signature.

We give the formal definition of ABS scheme [85].
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Definition 2.4.12 (ABS) An ABS scheme consists of the following algorithms.

Unless otherwise indicated, algorithms are randomized.

e params + Setup(1¥) : This algorithm is run by signature trustee which takes
the security parameter k as an input and returns the public reference informa-

tion params.

o (APK, ASK) < KeyGen(params) : This algorithm is run by an attribute issu-
ing authority which takes the public reference information params, and returns

a attribute public key APK and an attribute secret key ASK.

o SK, < AttrGen(ASK, A C Att) : This is takes the ASK and attribute set A

as an input and returns the attribute keys SK 4.

e 0+ Sign(params, APK,SK 4, M,Y) : This algorithm takes params, APK, SK 4,
message M and the predicate Y as an input, where Y(A) = 1, and returns a

stgnature o on M.

e 0/1 < Verify(params, APK, M, Y o) : This is a deterministic algorithm ver-
ifies the validity of the signature o against APK and returns 1/0. If 1 then the

algorithm claims that the o is a valid signature, otherwise, o is invalid.
Entities: Following are the entities in ABS scheme:
e The signature trustee who setups the ABS scheme by generating the public

reference information params.

e The attribute issuing authority with attribute secret keys ASK issue an at-
tribute keys for the attribute set A to the user by running an algorithm AtrrGen.

e A signers who are having their attribute private keys SK 4. They run Sign
algorithm to produce a signature on a document M with predicate T if they

possess valid attribute set A which satisfies the predicate.
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e Qutsider or verifier can verify the signature using the public key, params and
APK.

Definition 2.4.13 (Correctness) Correctness requires that for all params < Setup(1%),
all (APK, ASK) < KeyGen(params), all A C Att, SK < AttrGen(ASK, A C
Att), all Y and all M € {0,1}*, all claim-predicate T such that Y(¢) = 1 and all sig-
natures o = Sign(params, APK,SK 4, M, Y), we have Verify(params, APK, M, Y, o) =
1.

Perfect Privacy: The signer privacy is only relies on the signature trustee and not
the attribute-issuing authority. Even a malicious and computationally unbounded
attribute-issuing authority cannot link a signature to a set of attributes or the signing

key used to generate it.

Unforgeability: Any signature which could not have been legitimately made by a

single one of the adversary’s signing keys is considered a forgery [85].

2.4.17 Attribute-Based Group Signature

ABGS scheme is a group signature scheme where the group members possessing cer-
tain privileges, characterized by attributes, are only eligible for signing the document
[51; 72; 73]. In ABGS, each member is assigned some subset of attributes. The
predicates in terms of attribute relationships (the access structures) are represented
by an access tree and it is associated to the document. The group members whose
attributes satisfy the access tree can sign the associated document.

Attribute anonymity means the verifier should be able to verify whether the signer
has required attributes without learning which set of attributes he used for signing.
Attribute tracing feature allows a user to know with what privilege (an attribute set)
the signer has signed the document regardless of who did it. A user has choice to
query either to reveal the signer identity or the attributes of the signature. A VLR

ABGS scheme is an ABGS scheme where the revocation process does not influence
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Table 2.2: Notations for ABGS scheme

Symbol Meaning

k security parameter

params system parameter

GM group manager

U; user 17

Att universal set of attributes

T predicate

Ty access tree representing the predicate T

Ty public values associated with Ty

gpk group public key used to verify the validity of the group signature

ik issuing key used for issuing private keys to the users

okyser opening key used for opening the signer’s identity from the given group signature

that attribute tracing key used to trace the attributes of the group signature

(upk;, usk;) | verification/signing key of a signature scheme DSig for user U;

A; C Att set of attributes assigned to the user U;

sk; group private key for the member U;

reg registration table with the group manager where the current group members
information are stored

0] null set

T =1 denotes that the attribute set ¢ satisfies the predicate T

the activity of the signers. In VLR scheme, members are revoked by publishing the

relative part of the secret value of the members, namely revocation token.

We give the formal definition of ABGS scheme.

Definition 2.4.14 (ABGS) An ABGS scheme consists of the following algorithms.

Unless otherwise indicated, algorithms are randomized.

e params < Setup(1%) :

This algorithm takes the security parameter k as an

input and returns the system parameter params.

o (gpk,ik, okyser, thay) < KeyGen(params) : This algorithm takes the system pa-

rameter params, and returns a group public key gpk, an issuing key ik, a user

opening key okyser and an attribute tracing key tkqy.

° Sk’z‘ — Joj-n(<pa7ﬂamsugpk7ikaupki7-/4i> ) (params,gpk:,upki,uski>) : This is an

interactive group joining protocol between a user U; (using his secret key usk;)

47



2.4 Cryptographic Primitives

and the GM (using the issuing key ik and the attributes A; C Att for U;). In the
protocol U; ends with a member private key sk; and GM ends with an updated

registration table reg.

e 0 < Sign(params, gpk,sk;,(, M,Y) : This algorithm takes params, gpk, sk;,
an attribute set { C A;, message M, and the predicate T as an input and

returns a group signature o on M.

e 0/1 < Verify(params, gpk, M, Y, o) : This is a deterministic algorithm verifies
the validity of the group signature o against gpk and returns 1/0. If 1 then the

algorithm claims that the o is a valid group signature, otherwise, o is invalid.

e i/l < OpenUser(params, gpk, okyser, o, M, Y, rég): This is a deterministic al-
gorithm which takes as input params, gpk, okyser,0, T, M and rég, and returns
eitherv > 1 or L. Ifi, the algorithm claims that the group member with identity

1 has produced o, and if L, then no group member produced o.

o (/1 < TraceAtt(params, gpk,tkay, o, M, Y): This is a deterministic algo-
rithm which takes as input params, gpk,tkqy, o, M and Y, and outputs either
the attribute set ( C Att or 1. Here it claims that C is the attribute set that
is used to satisfy Y in producing o. If L, then the algorithm claims that no

attribute set is used to produce o.

Entities: There are several entities in ABGS scheme:

e The group manager GM, also known as Issuer, has issuing key ¢k using which he
enrolls a user into the group by allotting some privileges (in terms of attributes)
say A; C Att and issuing a user’s private key sk;, by running interactive Join

algorithm with the user.

e The opener has user opening key ok, by which he is able to open the signature

and reveal the user identity through OpenUser algorithm.
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Each predicate Y ; Ty = (Ty, ....)
Each User U; has (usk;, upk;)

Ul:Skl’Al Uz:Skg,cﬂz
Message:M ; Y
(Params, gpk, Att,reg)
>
GM : ik, U, : sk, , As
Verifier/Outsider Uit skn, Ay Opner: okyser,

Attribute Tracer: tk.y.
Group signature: o(M): Y({) =1
<€

Uy :sky, Ay

U| : 5|(| ,c/qi

Figure 2.1: Attribute-Based Group Signature

e The attribute tracer has the attribute tracing key tk,;; by which he can trace the
attribute set ¢ from the group signature, which is used to satisfy the predicate

T, by running the TraceAtt algorithm.

e Group members, or signers, who are having their private keys sk;. They run
Sign algorithm to produce a group signature on a document M with predicate

T; if they possess valid attribute set A;which satisfies the predicate.

e Outsider or verifier who can seek a group signature for a document M with
predicate Y from group manager GM. He can also verify the group signature

using the group public key, gpk.

Note: Normally the Setup and KeyGen algorithms are run by some trusted party
and he will distribute the appropriate keys to the concerned entities.

System model: Intuitively, a user (with a pair of keys (usk;, upk;)) engage with
the group manager GM (with issuing key ik) in Join protocol to join the group and
get the group member secret key sk;. An outsider or verifier approaches the group

manager GM with message M along with the predicate T for group signature on M.
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A group member who satisfy the predicate T will generate the group signature ¢ on
M and verifier verifies the o using group public key gpk. Later in case of any dispute
or upon requirement, the opener reveals the signer’s identity from the signature o by
using user opening key ok,.... The attribute tracer using attribute tracing key tkq
can reveal the set of attributes that the signer has used in generating o.

Remarks:

e ABGS scheme can be used as group signature scheme with |Att| = 1, say
Att = {att}, and allotting att to every member in the group. Thus the predicate

contains only one literal att, which can be satisfied by any member in the group.

o ABGS scheme with attribute anonymity can be used as ABS. The ABGS scheme

possesses an extra feature of revealing the signer’s identity from the signature.

e One can design an ABGS scheme with attribute anonymity by using an ABS
scheme and a group signature scheme. The group signature scheme provides a
signer tracing feature. Therefore an ABGS scheme can be built by cascading
ABS with group signature scheme. A user of ABS is also a group member in
the group signature scheme. Each user holds two secret keys viz. attribute keys
from the ABS and group private key from the group signature scheme. First
the user signs the document associated with a predicate with his attribute keys
and then he signs using his group private key. The cost of building this ABGS

scheme is the combined cost of both the schemes.

2.5 Provable Security

In the early years after the invention of public key cryptography by Diffie and Hell-
man in 1976 [49], design and evaluation of public key cryptosystems has been done
merely in an ad-hoc manner. But due to various successful attacks on the cryptosys-
tems, the cryptographic community understood that this ad-hoc approach might not
be good enough. Moreover, in the early days of public key cryptography, security

considerations only dealt with the most basic attacks, i. e., cryptanalytic research
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concentrated on inverting the scheme’s underlying one-way functions. However, the
cryptosystems succumbed to attacks due to different reasons. The paradigm of prov-
able security is an attempt to address this. The goals of provable security are to
define appropriate models of security on the one hand, and to develop cryptographic
designs that can be proven to be secure within particular models on the other. There

are two general approaches for structuring the security proof.

2.5.1 Game-based Approach or Sequence-of-games Approach

This approach is simple to understand and easy to analyze security of any complex
cryptosystem. This approach was separately introduced by Shoup [99] and by Bellare
et al. [19]. The notion of security for a scheme is defined as a game between an
adversary and a challenger. If the adversary wins the game, the security of the scheme
is compromised. Both the adversary and the challenger are modeled as probabilistic
processes, so that the whole game is modeled as a probability space. The fact that
the game is won by the adversary corresponds to a specific event S and the scheme
is secure when Pr[S] is close to some target probability. Usually, providing such a
bound given the sole description of the initial game is hard. One thus constructs a
sequence of games Game 0, Game 1,. . . , Game n, where Game 0 is the original game
between the adversary and the challenger. Just as Game 0 defines an event Sy = .5,
each Game i defines an event S; such that Pr[S;] is negligibly close to Pr[S;_1] for
i =1,...,n. Provided that Pr[S,] is easy to compute and negligibly close to the target
probability, we are done. The game-based approach is used in several cryptosystems
to prove its security, including [24; 39; 46; 82] and many more. We use this approach
for proving the security of ABGS scheme in Chapter 6 and Chapter 7.

2.5.2 Simulation-based Approach or Reductionist Approach
In this approach, a cryptosystem is called provably secure if there exists a polynomial

reduction from an attack against the security of the cryptosystem to a well-established

hard problem (such as the integer factorization problem) . Informally, this means that
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if there is a polynomially bounded adversary breaking the scheme, then the problem
assumed to be hard can also be solved in polynomial time. As this contradicts our
assumption towards hard problem, no such adversary exists and hence the system
is secure. Here breaking the scheme is related to the hardness of the complexity
assumptions described in the Section 2.3. This technique is used in many cryptosys-
tems to analyse the security, and the first scheme which uses this technique is Rabin’s
public key cryptosystem [94].

To analyze the security of the cryptographic system some idealized models are

introduced viz. random oracle model, generic group model and standard model.

2.5.3 Random Oracle Model

In the random oracle model, introduced by Bellare and Rogaway [18], all parties - the
legitimate ones as well as the adversary - have black-box access to functions which
behave like truly random functions. Under this idealized assumption, it is possible
to develop cryptosystems that are both efficient and provably secure. In concrete
implementations, however, truly random functions are replaced by concrete objects
like cryptographic hash functions. Thus, even a rigorously analyzed security proof in
the random oracle model does not guaranty security in the real world.

A hash function H is a keyless algorithm that takes arbitrary-length inputs and
outputs a fixed-length hash value, H : {0,1}* — {0,1}*. A hash function should
exhibit several properties, including pre-image resistance (given a random element
of the output set, it should be computationally infeasible to find a pre-image of
that element) and collision resistance (it should be computationally infeasible to find
two elements that have the same hash value), correlation intractability (it should be
infeasible to find an input-output pairs that follows some particular relation).

It is widely believed that if the cryptosystem is secure in random oracle model
then there is no “structural flaws” in it. And if any attack is possible against the
cryptosystem which is proven secure in random oracle model then it must have taken

advantage of implementation flaws of the cryptosystem.
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2.5.4 Generic Group Model

This model was introduced by Victor Shoup [98]. The idea of the generic group model
is to give a precise definition of what it means to have an algorithm that does not
make use of any special features of the group.

For simplicity suppose that the multiplicative group G is cyclic of prime order
q. In the generic group model one supposes that instead of formulas for the group
operation we have an “oracle” that for any i will give us an “encoding” o(i). In
addition, if we have two encodings o(i) and o(j) (but we do not necessarily know

+1 By repeatedly querying

i or j), then the oracle will give us (i £ j) = o(i)o(j)
the oracle, we can also efficiently determine o(ri + sj) = o(i)ro(j)s for any integers
0 <r,s <q. Without loss of generality we may suppose that we are allowed to ask
for the value o(ri + sj) in a single query. Thus, the oracle will tell us either the
encoding of an integer 7,0 < i < g, or else the element o(i)"c(7)® for 0 < r, s < q of
our choice. However, the oracle reveals no other information. The way to ensure this
is to stipulate that the oracle’s encodings are randomly selected elements from some
set of bitstrings. The only condition on the oracle’s responses is that if the same
group element is queried a second time, it must respond with the same encoding [76].
Boneh et al. provide the lower bound on the computational complexity of solving the
¢-SDH problem in generic group model [27]. Maji et al. have proved the security of

their Attribute-Based Signature in generic group model [85].

2.5.5 Standard Model

In standard model, unlike in random oracle model, no cryptographic primitive is
replaced by any idealized version. Cramer-Shoup encryption scheme [46] is the first
encryption scheme which is proven secure in standard model.

It is observed that the cryptosystems which are proven secure in standard model
are less efficient and more complex when compared to the cryptosystems proven secure
in random oracle model. Therefore unless we succeed to design a cryptosystem that is
secure in standard model and is as efficient as cryptosystem secure in random oracle
model, the random oracle model will never cease to disappear. Currently there are

many schemes which are proven secure in standard model [53; 82; 92].
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2.6 Summary

In this chapter, we listed out the complexity assumptions and described briefly the
cryptographic primitives which are used in construction of the proposed schemes.
We described two instantiations of Groth-Sahai proof systems. We introduced group
signature, ABS and ABGS schemes. We also described the security notions of these
schemes. We described different methods to prove the security of a cryptosystem
under various models viz. random oracle model, generic group model and standard
model. In the next chapter, we propose an ABGS scheme with attribute anonymity

in the random oracle model.
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Chapter 3

An ABGS Scheme with Attribute
Anonymity and Attribute Tracing
in the Random Oracle Model

In this chapter, we present an ABGS scheme with attribute anonymity and prove
that it is secure under random oracle model with DL, ¢-SDH, DLDH and XDH as-
sumptions. Moreover, the scheme provides revocation feature which allows to revoke

multiple group members at anytime.

3.1 Introduction

Khader in [73] has suggested that the attribute anonymity - the verifier should be
able to verify whether the signer has required attributes without learning which set
of attributes he used for signing, is a desirable feature to achieve. Later Khader
proposed an ABGS scheme [72] with member revocation feature without addressing
attribute anonymity. We propose first ABGS scheme [2] with attribute anonymity
feature. The proposed scheme’s signature length is constant and also has membership

revocation facility. We use the scheme proposed by Emura et al's ABGS scheme [51]
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as a base scheme [2]. We prove that the proposed ABGS scheme is secure under
random oracle model with DL, ¢-SDH, DLDH and XDH assumptions. We use the
membership certificate format of [48] that makes the scheme non-frameable. We have
also provided independent opening of the signer’s identity and opening of the attribute
set identity from the signature, thus these tasks can be assigned to two independent
authorities and it is also useful when anyone wants to know the privileges of the
signer rather than its identity. It allows group manager to revoke multiple members
from the group at anytime. We also given a short ABGS scheme whose signature

length is extremely short irrespective of number of attributes.

In Section 3.2, we present the proposed ABGS scheme with attribute anonymity
and the related security definitions. The construction of the proposed ABGS scheme
is described in Section 3.3. Its security analysis is given in Section 3.4. The short
ABGS is given in Section 3.5 followed by comparison with previous schemes in Section

3.6. Finally we summarize in Section 3.7.

3.2 Proposed Scheme

In this section, we propose an ABGS scheme with attribute anonymity. Let Uy, Uy, ..., U,
be the members of a group. Let k be the security parameter, params the system pa-
rameters, Att the universal set of attributes, T used to denote a predicate, T(¢) =1
denotes that the attribute set ( C Att satisfies the predicate T, gpk the group pub-
lic key, ¢k the issuing key used for issuing private keys to the users, ok, the user
opening key used to open the user identity of the group signature, tk,y; the attribute
tracing key used to trace the attributes of the group signature, A; C Att the set of
attributes assigned to the user U;, A; represents the membership certificate of U;, sk;
denotes the private key for the member U; implicitly includes A; and rég be the regis-
tration table with the group manager where the current group members membership

certificates {A;}", are stored.

Each document M is associated with some attribute relationships satisfying a

predicate T whose access tree is denoted by Tr. The user U; can make a group
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signature on the document M if there exists a set of attributes { C A; with the user
such that T(¢) = 1.

Definition 3.2.1 (ABGS) An ABGS scheme consists of following algorithms. Un-

less otherwise indicated, algorithms are randomized.

o params < Setup(1¥) : This algorithm takes the security parameter k as an

input and returns the system parameter params.

o (gpk,ik, okyser, tkay) < KeyGen(params) : This algorithm takes the system pa-
rameter params, and returns a group public key gpk, an issuing key ik, a user

opening key okyser and an attribute tracing key tkqy.

o sk; < Join((params, gpk, ik, upk;, A;) , (params, gpk, upk;, usk;)) : This is an
interactive group joining protocol between a user U; (using his secret key usk;)
and the GM (using the issuing key ik and the attributes A; C Att for U;). In the
protocol U; ends with a member private key sk; and GM ends with an updated

registration table reg.

e 0 < Sign(params, gpk, sk;, ¢, M,Y) : This algorithm takes params, gpk, sk;,
an attribute set ( C A;, message M, and the predicate T as an input and

returns a group signature o on M.

e 0/1 < Verify(params, gpk, M, Y, o) : This is a deterministic algorithm verifies
the wvalidity of the group signature o against gpk and returns 1/0. If 1 then the

algorithm claims that the o is a valid group signature, otherwise, o is invalid.

e i/ | < OpenUser(params, gpk, okyser, o, M, Y, rég): This is a deterministic al-
gorithm which takes as input params, gpk, okyser,0, T, M and rég, and returns
eitheri > 1 or L. Ifi, the algorithm claims that the group member with identity

it has produced o, and if L, then no group member produced o.

e (/1 <« TraceAtt(params, gpk,tkayy, o, M, Y): This is a deterministic algo-
rithm which takes as input params, gpk,tkqy, o, M and Y, and outputs either
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the attribute set ( C Att or 1. Here it claims that C is the attribute set that
is used to satisfy Y in producing o. If L, then the algorithm claims that no

attribute set is used to produce o.

e Revoke(params, gpk,ik,1) : This algorithm takes params, gpk,ik and i as an

input and revokes the group member with identity 7.

Entities: There are several entities in ABGS scheme:

e The group manager GM, also known as issuer, has issuing key ¢k using which he
enrolls a user into the group by allotting some privileges (in terms of attributes)
say A; C Att and issuing a user’s private key sk;, by running interactive Join

algorithm with the user.

e The opener has user opening key ok, by which he is able to open the signature

and reveal the user identity through OpenUser algorithm.

e The attribute tracer has the attribute tracing key tk,;; by which he can trace the
attribute set ¢ from the group signature, which is used to satisfy the predicate

T, by running the TraceAtt algorithm.

e Group members or signers who are having their private keys sk;. They run
Sign algorithm to produce a group signature on a document M with predicate

T if they possess valid attribute set A; which satisfies the predicate.

e Outsider or verifier who can seek a group signature for a document M with
predicate T from group manager GM. He can also verify the group signature

using the group public key, gpk.

Note Normally the Setup and KeyGen algorithms are run by some trusted party and

he will distribute the keys to the concerned entities.

ABGS scheme is correct if each group member produces his signature using his signing

key and his attributes.
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Definition 3.2.2 (Correctness) We say an ABGS scheme is correct if and only if

honestly-generated signatures verify correctly. That is,
Verify(params, gpk, M, Sign(params, gpk, sk;, ¢, M, Y),T) — 1

such that U; € rég, C A; and T(¢) = 1.

In ABGS scheme a group member may have multiple attribute sets to satisfy the
predicate and he can produce a group signature using one of them. An ABGS scheme
preserves attribute anonymity if it is computationally difficult to identify with what

attribute set he produces the signature.

Definition 3.2.3 (Attribute anonymity) We say that the ABGS scheme preserves
attribute anonymity if for all PPT A, the probability that A wins the following game
is negligible.

e Setup: The challenger runs KeyGen(params), and obtains gpk,ik, okyse, and
tka:. Challenger gives params, gpk, ok, and ik to A.

e Phasel : A can send following queries to the challenger,

— Join: A can request the challenger (to run), the Join procedure for any
honest member of her choice. A plays the role of corrupt GM on these

queries.

— Signing : A can request a group signature o on any, message M, predicate
T;, U; and a set of attributes (; C Y; such that Y((;) = 1, of her choice.

— Corruption : A can request the secret key sk; of the members U; of her

choice.

— TraceAtt : A can request the attribute set of some valid group signatures

g.
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e Challenge : A outputs M*, T*, a non-corrupted user U; (which is not queried
in Corruption queries) such that there exists two attribute sets (;,,(;, € A; and

Y(G,) =1,Y(¢,) =1 holds. Then the challenger uniformly selects b € {0, 1},

uses (;, to make a group signature o* on M* and returns o* to A.
b

e Phase2: A can make the Signing, Corruption, Join and TraceAtt queries.
Note that Corruption query includes U; and TraceAtt query does not include

*

o .

e Output : A outputs a bit V', and wins if b = b.

The advantage of A is defined as Adv™ =" (A) = |Pr(b=10") — 1|.

2

In Join queries, A can play the role of corrupted GM (same as SndToU oracle in [20]).

ABGS scheme preserves user anonymity if there are at least two group members
possessing valid attribute sets and one of them produces the group signature then it
should be computationally hard to identify who produced the group signature among

them, even if their secret keys are revealed afterwards.

Definition 3.2.4 (User anonymity) We say that the ABGS scheme preserves user
anonymity if for all PPT A, the probability that A wins the following game is negli-
gible.

e Setup : The challenger runs KeyGen(params), and obtains gpk,ik, ok,se. and
tka. Challenger gives params, gpk, tkq: and ik to A.

e Phasel: A can issue the Signing, Corruption, Join and OpenUser queries.
All queries are the same as in attribute anonymity game. Instead of TraceAtt

queries in the previous game, A requests OpenUser queries as follows,

— OpenUser : A can request the signer’s identity of some valid group signa-

tures o.
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e Challenge : A outputs M*,Y*, and non-corrupted users U, U;, and ¢'. Note
that ¢ C A, € A;; and Y*(¢) = 1. The challenger randomly selects b €p

{0,1} and responds with a group signature o* on M* of group member U,, .

e Phase2: A can make the Signing, Corruption, Join and OpenUser queries.
Note that Corruption query includes both U,,, U, and OpenUser query does

not include o*.

e Output : A outputs a bit V', and wins if b’ = b.

The advantage of A is defined as Adv*s"*""(A) = |Pr(b=1V) — i|.

Following definitions of traceability, non-frameability and collusion

resistance of attribute certificates are similar to the one given in [51].

ABGS scheme preserves traceability if it is possible to trace the valid group signature

to its signer with the help of group opening key.

Definition 3.2.5 (Traceability) We say that the ABGS scheme preserves trace-
ability if for all PPT A, the probability that A wins the following game is negligible.

e Setup : The challenger runs KeyGen(params), and obtains gpk,ik, okyse, and
tkae. Challenger gives params, gpk, okyser and tkqy to A.

e Queries : A can issue the Signing, Corruption and Join queries. All queries

are the same as in the attribute anonymity game, except the Join queries.

— Join: Here A requests the challenger the Join procedure for corrupted

member U;.

e Output : A outputs a message M*, and a group signature o*. Y* is the predicate

in this phase.

'Here ¢ is common to both users since we are only concerned about user anonymity as attribute
anonymity is separately considered in attribute anonymity definition.
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A wins if (1) Verify(params, gpk, M*,0*, T*) = 1, (2) OpenUser(params, gpk, okyser,
o*, M*,T* rég) = 0. The advantage of A is defined as the probability that A wins.

In Join queries, A can play the role of corrupted user (same as SndToI oracle in [20]).

ABGS scheme preserves non-frameability if it is difficult to produce a valid group
signature which traces back to a group member who has not produce it, even with

the help of group manager’s secret key.

Definition 3.2.6 (Non-frameability) We say that the ABGS scheme preserves
non-frameability if for all PPT A, the probability that A wins the following game
is negligible.

e Setup : The challenger runs KeyGen(params), and obtains gpk, ik, okyse, and

tkae. Challenger gives params, gpk, ik, okyser and tkqy to A.

e Queries : A can issue the Signing, Corruption and Join queries. All queries

are the same as in the attribute anonymity game.

e Output : Finally, A outputs a message M*, an honest member U and a group

signature o*. T* is the predicate in this phase.

A wins if (1) Verify(params, gpk, M*,0*, T*) =1,
(2) OpenUser(params, gpk, okyser, 0%, M*, T* rég) = i*, a honest member U;x,
(8) A has not obtained o* in Signing queries on M* U, and with Y*, and
(4) A has not obtained sk;« in Corruption queries on Ug.

The advantage of A is defined as the probability that A wins.

ABGS scheme preserves collusion resistance of attribute certificates if it is computa-
tionally hard for group members to collude by pooling their attribute certificates to

satisfy the predicate and to produce a valid group signature.
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Definition 3.2.7 (Collusion resistance of attribute certificates) We say
that the ABGS schemes preserve collusion resistance of attribute certificates if for all

PPT A, the probability that A wins the following game is negligible.

e Setup : The challenger runs KeyGen(params), and obtains gpk, ik, okyse, and

tkq. Challenger gives params and gpk to A.

e Queries : A can issue the Signing, Corruption and Join queries. All queries

are the same as in the attribute anonymity game, except the Join queries.

— Join: Here A requests the challenger the Join procedure for corrupted

member Uj;.

e Output: Finally, A outputs a message M*, and a group signature o*. T* is the

predicate in this phase.

A wins if (1) Verify(params, gpk, M* o*,T*) = 1, and (2) A has not obtained
attribute certificates associated with any (*, such that Y(C*) = 1, corresponding to a

single user.

This property can be better explained by an example. Let the two users U;, and U,
be having attributes A;, and A;,, respectively. We assume that ¢* € A;,,(* € A,
but ¢* C A;, UA;,. Then U;, and U;; cannot make a valid group signature with ¢*
even if they both collude with each other.

3.3 Construction

Construction of an ABGS scheme with attribute anonymity having constant size
signature is presented in this section. Our construction is based on the [51]'s ABGS
scheme. We prove that the proposed construction is secure under random oracle
model with DL, q-SDH, DLDH and XDH assumptions. We use the membership

certificate format of [48] that makes the scheme non-frameable i.e. even colluded
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group manager cannot forge the signature. Thus the proof of traceability and non-
frameability are similar to one presented in [48]. For generating the public values
of the access tree we use the bottom-up approach technique introduced by [51]. We
achieve the attribute anonymity by proving the knowledge of corresponding attribute
certificates combinedly instead of separately as in [51]. The proposed ABGS scheme
achieves the constant size signature i.e. signature length is independent of the number
of attributes involved. We have also provided independent opening of the signer’s
identity and opening of the attribute set from the signature. Thus these tasks can
be assigned to two independent authorities and it is also useful when anyone wants
to know the privileges of the signer rather than its identity. We adopt membership
revocation mechanism from [51] and make it suitable to our scheme. This allows the
group manager to revoke multiple members from the group at anytime. We also give a
short ABGS scheme whose signature length is extremely short irrespective of number
of attributes. For XDH assumption to hold, we assume that the instantiation of the
bilinear groups are done using the Weil or Tate pairing over MNT curves, since in the
supersingular curves the DDH problem is known to be easy on all cyclic subgroups
[28; 60].

Let NIZK be a Non-Interactive Zero-Knowledge proof, SPK be the Signature Proof
of Knowledge, and Ext-Commit be an extractable commitment scheme which uses
the Pailler’s encryption scheme [93], which is required in the security proof of the
traceability. Let {Tm}att].e A, the attribute certificates of Uj;, it is implicitly include

in sk;.

e Setup(1*):

(i) Define the cyclic groups Gi, Go, G3 of prime order p, where |p| = O(k), an
one-way isomorphism v : Gy, — Gy, a bilinear maps e : Gy X Gy — Gg,
and a hash function H : {0, 1}* — Z7.

(ii) Define the attributes Att = {att,atty, ..., att,, }, m < |Z7].

(iii) Outputs the system parameters, params = (Gy, Gy, Gs, e, v, H, Att).

e KeyGen(params):
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Select the generators g; € Gy, and g2 € Go : g1 = ¥(go).

Selects v €g Z,, and computes w = Js-
1

)
)

(iii) Selects p €g Zj, and computes U = 94 .
)

Selects uy, uy €g G, 7,74 €g Z;, and computes hy = ul and hy = uy’.

Also selects a random generator hz €r Gz and exponents 73, y; €g Zy,

and set U3 = hé/z:” and 03 = h:l,,/yi”.

v) For each att; € Att, selects s; €r Z*, sets S = {s,; }att.cart, and computes
J ) J ) J Jatt;€Att, p

Jarr, = g5 (Vatt; € Att).

(vi) Outputs the user opening key, ok,s, = 2}, the attribute opening key,
thae = (2%, y4), the issuing key, ik = (v, i, S), and the group public key,

gpk = (91a92aul, hi, ug, he, i3, 03, hg, w,U, {gattj}attjeAtt)*

e BuildTree(params, gpk,ik,Y):

(i) Let Ty be the tree that represents the predicate Y.
(ii) GM runs 7' < AddDummyNode(7Ty) and AssignedValue(p,S,T*") and
gets ({de}d]..gDTT,ST).
(iii) GM computes vy = g5

(iv) Outputs Ty = ({s4; }a,eDp, » v, T).

Normally the verifier with his predicate approaches the GM for a group signature
and GM runs BuildTree algorithm to generate the public values of the predicate
T and stores it in a public repository. Then anyone among the group members
who are eligible will generate a group signature by using the predicate public

value.

e Join(< params, gpk, ik, upk;, A; >, < params, gpk, upk;, usk; >):
U; gets ski' = ((Ai, 25, 4i), {T5j Yate,ea,), where (A;, z;, ;) is a membership cer-
tificate, {7} ; }ate,ca, is the set of attribute certificates and A; is the set of U;’s

attributes.

!Note that z;,T; ; values can be stored in a public repository, so the size of sk]s can be reduced
to two elements, i.e. sk; = (4;,v;)-
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(i) U picks y; €g Z; and computes ¢; = Ext-Commit(y;),
F;, = h{" and
m = NIZK{y; : F; = h{" A ¢; = Ext-Commit(y;)}.

(ii) U; sends Fj, ¢; and mp to GM.
(iii) GM checks ;. If 7y is not valid, then abort.

(iv) GM selects x; €p Z; and computes

A, = (glpi)l/(vﬂi)’

B, = e(qFi, 92)/e(A;,w),
Di - 6(147;792),

T,; = A!(Vatt; € A;);and

Ty = NIZK{w;, {sjp, 5;}am,en) : Bi = D' AT ; = A7" (Vatt; € A;) A
Gatt, = 95 (Vatt; € A;) Ae(Tyj,U) = e(A;, gaw, ) (Vatt; € A;)}.

(v) GM sends A;, B;, Dy, {1 j }att;ea, and w3 to Us.
(vi) U; checks my. If 7o is not valid, then abort.

(vii) U; signs A; with signature scheme DSig producing signature S; 4, =
DSigusk,(A;) and sends to GM.

(viii) GM verifies S; 4, with respect to upk; and A;. If S; 4, is valid, then GM sends
x; to U; and adds (U;, A;) to rég.

(ix) U; checks the relation e(A;, g2)™e(A;, w)e(hy, g2) ¥ L e(g1,92) to verify
whether A" = g, pY.

_ Sm+1
GM chooses s;,11 € L, and computes gatr,,., = 9

att,,11 is added. Then GM computes T; 11 = A;™"" and 73 = NIZK{s,,41 :
E,erl = A§m+1# A gattm_H = g§m+1 A €<E,m+1>u) = e(Ai7 gattm+1)}> Sends E,m+1

1

when a new attribute

and 73 to U;, and publish g, ;-

e Sign(params, gpk, sk;, ¢, M, T):

A signer U; signs a message M € {0,1}* as follows:
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(i) Get the public values of T, Ty = ({S4, }a,ens, , vr, T"), from the public
repository!.
(ii) U; chooses ¢ C A; as an input such that Y(¢) = 1.
(iii) U; runs MakeSimplifiedTree((, T°") and gets the corresponding A, (Vatt; €
¢), and Ay, (Vd; € D§.).
(iv) Note that Ya;ccQatt;s; + EdjepgAddej = sp. Let sy = Yaw,ecDat; 55
and St, = ZdjED%Adjsdj' ThUS, s, + 81, = St.
(v) U; selects ay, ag, a3, 3 € Z3, and computes C; = A;h",
N A
Co=uy", (3 = Watt;ecTi
Sd,Ad
Cs =11 I

d;ens. 92 ,
— 93 __ NP3
06 — U3 ,C? — /03 .

attj gy _ AMSTy pao _ Q2
hy? = A; thy?, Cy = uy?,

j hg3+53 _ 92T2 h§43+33’

(vi) U; sets 7 = aqx; + yi, 6 = 57y, and computes

6(01,11]) e(h1792)76<h17w)a1
V = SPK{(ay, a9, as,2,T,0) : - 3.1
{(al @2, 03, T3, 7, ) e(g1, 92) e(Cy, go)®i ( )
/\CQ:U?l/\04:U32A06:a§3/\07:@é33/\ (32)
6(03,[/{)6(01,05) _ e(hQ,U)QQG(Cl,Bg)a3+536(h1’92)6}(M> (3 3)
e(Ch, vr) e(hy,vr)™ ’

(a) U; chooses blinding values 7o, , Ty, Tas, 7855 Tais o Ts €R L
) _ e(h1,92) " e(h1,w)"*1
(b) U; computes Ry = o
To To AT T8
RQZUl1,R3ZUQ2,R4:U/33,R5:'U337
R — e(ha,U) 2 e(Ch,h3) 31 B3 e(hy,go)"s
Att e(hi,or) ™1 :

(¢) U; computes ¢ = H(gpk, M, {Ci}_, {Ri}}_1, Raut).

(d) U; computes so, = ra, + €01, Say = Tay + CO2, Say = Tay + CQ3, 53, =

T8y + CP3,85 = T5 + €O, Sy, = Ty, + CTi, S = 17 + CT,.

Thusa V= <67 Sa1y Sags Sazs SBsy Sz Sty 55)-

(vii) Outputs o = ({C;}]_;, V) € G} x G} x Z°.

1GM runs BuildTree algorithm to generate the public values of the predicate Y and stores it in
a public repository. Note that if the public values of the required predicate is present in the public
repository then the user will not approach GM.
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A signer U; proves the knowledge of (av, e, g, B3, 2, 7,0) which satisfies the
above 6 relations 3.1 - 3.3 described in SPK. The first relation 3.1 captures
whether a signer has a valid membership certificate issued by the Join algo-
rithm or not. The last relation 3.3 captures whether a signer has valid at-
tribute certificates or not. Note that the signature includes the 2 modules of
ElGamal encryption scheme (in encrypting membership certificate - (Cy, Cy)
and attribute certificates - (C3, Cy)) and one module of Linear Encryption (LE)
scheme [28] (in encrypting dummy nodes - (C5, Cq, C7)). Note that the first
and the last relations collectively proves that the first 2 ElGamal encryption
modules include the same membership certificate and last 2 ElGamal and LE
encryption module encrypts the related plaintext which makes the scheme CCA2
secure under random oracle model [56] and it helps to achieve full anonymity
property. Also note that the signature is independent of number of attributes,

thus its length is constant.

e Verify(params, gpk, M,0,7) :

A verifier verifies the group signature o as follows,

e(h1,92)°7 e(h1,w) 1 (e<gl,g2>)c
e(C1,g2)°%i e(Cr,w) /)

D, S 1\¢ p _  Sax (1)\€
Ro=u™ (&) Bs=u™ (&)
D ASag (1\¢ D %83 (1 \€
Ry =g (cj) , Rs =13 (cj) )
év _ | e(halh)**2e(C1,h3) *3 B3 e(h1,92)°8 e(C1,ur) ¢
Att = e(hy,vr)®1 e(C3,U)e(C1,C5) ) *

(i) The verifier computes E =

(ii) The verifier checks whether
¢ = Hlgpk, M.ACHLy, ARy, Raw)

e OpenUser(params, gpk, okyser, 0, M, T, 1€g) :

(i) GM verifies the validity of o by using Verify(param, gpk, M,o,Y). If o is
not a valid signature, then GM outputs L.

(i) GM computes A4; = <.
o

(iii) GM searches A; in rég, and outputs identity . If there is no entry in rég,
then GM outputs 0.
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TraceAtt(params, gpk, tkay, o, M, T) :

(i) GM verifies the validity of o by using Verify(param, gpk, M, o, Y). If o is

not a valid signature, then GM outputs L.

.o ~ C5
(ii) GM computes g = Py
7 sk
(iii) For all ¢k : Y(¢x) = 1, GM checks § = g,'2, where %, = Edjeng Ag;sq,- 1f

any such ¢, exists then GM outputs it else outputs ¢.

Revoke(params, gpk, ik, {k;}5_;) :
Here GM revokes the users, {Uy,, ..., Uy, }. First we show how GM revokes a single

user Uy:

1 1 1

(1) Gl\f computes go = g5 *, G1 = V(Ga), @ = u) F hy = h{TF 0 = 33,U =
G4 and Jatt;, = gy’ (Vatt,; € Att).
(ii) GM sets new group public key, Qﬁf = (g1, Jo, U1, hi, ug, ho, @3, D3, iL37 w,U,
{Gatt; Yatt;ear) and adds it to the public repository.
(iii) GM also computes gut, = g5 (Vatt; € Att) and hy = hy".
(iv) GM set auxiliary values, Aux = (A, zk, §1, hi, hi, {fjattj}attje ) and send
it to all group members.

(v) GM outputs gpk, Auz.

T 1

=1 5Fay
To revoke multiple users at a time, GM computes g = g5 T , i.e. first com-
pute the exponent value then perform exponentiation operation, and similarly

other values, where {k;}i_, are the user ids to be revoked.

Update(gpk, Auz, sk;) :
Unrevoked user U; updates his member certificate and attribute certificates,

when user Uy, is revoked, as follows:

(i)
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T;—Tp

7+Ik}lw+zk

(guh) 7

_1
11 s T;—Tp
_ gw—zk ’y+zl ’YJFIk vtz )

1

( <w+r2><w+rl>h(w+r2><w+xz>> Tk

( v-&-zl )

This is a valid member certificate.

N
o = 1Yg T;—T
(ii) Similarly for each att; € A; compute T; ; = (ngZL;) '

sjp
= (G1hy” )W“z a valid attribute certificate.

(iii) Outputs ;]%z = (/L',l’z', Yi, {Ti,j}attjefli)-

This revocation technique is adopted from [48] and made it suitable to the
proposed scheme. If multiple users have been revoked, say revoked user ids are
{k;}j—1, then user U; repeats this process r times each with xy, for j € [1,7].
Thus this scheme supports concurrent join and revocation, which makes it more
suitable for dynamic groups. In this revocation mechanism the user is revoked
by the publishing the value Aux and consequently all the unrevoked users need
to get these updates to update their secrets and verifiers need to use the updated

group public key to verify the signature from there on.

3.4 Security Analysis

In this section, we show that our scheme satisfies attribute anonymity, user anonymity,
traceability, non-frameability and collision resistance of attribute certificates. Let
p,qu and qg be the order of bilinear groups, the number of hash queries and the

number of signature queries, respectively.
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Theorem 3.4.1 The proposed ABGS scheme is correct.

Proof SPK ensures that the scheme is correct. For this, we need to show that R; = RL-,
for i ={1,....,5} and Ray = Ry If all these equalities hold then

H(gpk, M, {C;} 1, { i}y, Rau)

= H(gpk, M, {C}7_,, {R:}>_,, Ra) holds and signature should be correctly verified.

B = e(hi, ga)*me(hy, w) ( (91&2))
e(Ch, g2)*i (Cr,w)
_ el go)me(n, w)"™ <€(h1792) e(hy, w)™ 6(91,92)>c
e(Cy, go)" e(Ch, go)% (Cr,w)

_ g [elhuga) i ie(hy, g3)™ e(gr, g2)\"
' e(Aih?1792)$i (Clv

w)
= R (hl,gz)‘“”ﬁ"*f‘”ﬂo‘1 (91792)>C
e((guh") 77, go)mie (B, go)ere €(Cr )
— R, e, go) " TITINTNN e(g1, go)
(g17g2)z+ve<h1 ) z+v (Cl, )

ame 91,92 ESE

= Rl e(hl, 92)7041-4-,%

)
i)

e(Cr,w

_ g [eng)™ Fiie(gr, o) 7P
- 1

e(Cr, w)

e(h17w)al+%€(gljw)ziiv c

e(Ch,w)
(et et w)F S ey, w) 5
- e(Ch,w)
= R1 6( ?17w)e<Ai’w> ‘

e(Cr,w)

€(h1, g2)r‘r€<hl7 w)ral 1)¢
6(017 gZ)TIi

= R17

_ 5 1 _ T a1 _
Ry = uy ((72) = U (Ul 02) = Ry,
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o= (&) = (1) =
Rs =3 (&) =05 (L) = R,
ﬁ/ o B(hQ,U)SO‘Q@(Cl h3)sa3+sﬁ36 hl,gg Cth) )C
At (hh/UT)Sal 03) 01705)
[ elhg,U)2e(Cy, hy) st e(hy, go)"
€(h1 UT)T"‘I
e(ha, U)2e(Cy, h3) 2 P e(hy, go)° ( 01,UT )C
(h17 UT)al 037 Cla 05)
o [ty e(Cr ) e, ga) e(Ch, vr) ‘
Att (hl,UT)m (AéLsTl h2 ,U) (Cb STy ha3+53)

e(ha, U)2e(Ch, hs) 3 Bse(hy, go)? x e(Ch,vr) ‘

- Att ST a2 STy 7 a3+pB3

e(h,vr)er x e(Af™, g3")e(hg? U)e(Ch, g™ )e(Cy, hg* ™)
- R < e(h1,g2)6 e(Ch,vr) )c
- Att o ST, a1 STy

e(thT) le(Az aQQ)G(Aihl y 9o )
- R < (h1>g2)6€(01>UT) )C
- Att a1 5Ty al STy

e(hy 7UT)6( 792)6(Ai792 e(hi', g9 °)
_ " < e(hng) e(Ch,vr) )C
= tt P

e(hS", vr)e(Ai, g5 Ve(ha, ga)?
_ R e(hy, g2)°e(Cy,vr) \°

Att e(A;hS vr)

= Rau(1)° = Rau

O

Theorem 3.4.2 The proposed ABGS scheme satisfies the attribute anonymity with

CCA2 secure in the random oracle model under DLDH and DDH assumption.

Proof The following Lemma implies the Theorem 3.4.2.
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Lemma 3.4.3 Suppose an adversary A breaks the attribute anonymity of the pro-

posed scheme with the advantage €. Then, we can construct an algorithm B that breaks

the DLDH assumption on Go with the advantage % (i — ‘JSJF%) and breaks the XDH

assumption (namely DDH assumption over Gi) with the advantage % (i - ‘ISJF%).
Proof The input of Bis a tuple (@, 9, h, U = 4%,V = @*, H = h°) € GS, where a, b, ¢ €
Zy and either ¢ = a +b (DLDH tuple) or ¢ € Zj(random tuple) and (u,h,U =
u’,H = h") € G4, where a’,l/ € Zy and either b' = o/(DDH tuple) or V' is ran-
dom (random tuple). From such a tuple, using the classical random self-reducibility,
one can derive many independent tuples: (ﬂ,@,ﬁ, U, = Usghi,V, = Veage, H;, =
ﬁ‘“ﬁbiﬁ‘:"), where a;, b;, ¢; €g Zy and (u, h,U; = U%ubi, H; = H*%h"), where ai, b, €r
Zy. Let the challenged group signature be denoted by o* = ({Cf}7_,, V™).

Setup. Algorithm B simulates the proposed ABGS scheme as follows:

(i) B generates system parameters, params = (G, G, Gs, e, v, H, Att).
(ii) B selects d €g {0,1}. The value of d decides which type of adversary A is.

(ili) If d = 0, B sets uy = u, hy = h, thus z is unknown for B, and selects 2, v} €
L, hs €r Gy and computes @z = ﬁ§/13 and 95 = i\lé/yg'
If d = 17 B sets ﬂ3 = a,@g = 277h3 = h7 thus (xg7yé) is unknown for B, and

x/
selects xy €r Zy,us €g Gy and sets hy = uy®.

(iv) B selects v, j1, 21, {5; bast;eat €R Zy, 92 €r G2 and computes g = Y(ga), w =

1
g3 U = G5, Gatty, = G5's ey Jats,, = 95", where m = |Att|, selects u; €r Gy and

x/
computes hy = uj’.

(V) B sets a group pubhc keY? gpk = (g17 g2, Uy, h17 Uz, h27 ﬁ37 637 }Al?n w, u? {gatt]' }attjEAtt)a
user opening key, ok,s., = x7, and an issuing key, ik = (v, i1, S).

(vi) B gives gpk,ik, okyser to A.
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Hash queries. At any time, A can query the hash function H. B responds with

random values with consistency.

Phase 1. A requests the queries as given in attribute anonymity game. B answers
to these queries as the real settings of ABGS scheme, since B knows all the values. For
d =1, (24,y5) is unknown, B uses the following procedure to answer the TraceAtt
query on any given o; B computes A; by following the procedure in OpenUser algo-

rithm and finds A;""™ = <5 For all ¢ : T(G) = 1, C A;, B gets G, = Hdlenggjdj
At

o
and checks e(AY"™ 1) L e(A;, v7/gr). If any such (j exists then B outputs it, else
outputs ¢. This makes the scheme CCA2 secure, since opening oracle TraceAtt is

provided to A.

Challenge. A outputs M*,T* and non-corrupted user U; such that there exists
two attribute sets (p, (1 C .A; which satisfies the predicate T*, i.e. T*((y) = 1
and T*((;) = 1 holds to be challenged. 7+ is a public value of the predicate Y*
and vp- = ¢57". B picks p €r {0,1}. B tries to simulate the challenged signature
o* «—S8ign(params, gpk, sk, (,, M*, T*) from U, as follows,

e the encryption: according to d, by choosing an additional random bit d’.

. Aatt- UST
—ifd =0, C5 = aw,e, T;; "Hi=A; " H;,C; =Uj,
Ad'sdl’\a + ST, % o + N N

s = deeng,g2 7 hy? = gy *hs’ 63703 = dg° and C7 = U§3a for a

T
random ag, O3, and the other values are computed as the real settings;
. Aatt ; HST
— * Q2 171,02 * a2
- lf d — ]_7 03 — HattjECd/T;,j Jh2 — AZ h2 704 — ul 9
Ag.S84q. ~ STy 7 ~ ~
C: = Hd_eng,g2 "V H; =gy H;,Cf = U; and CF =V, for a random s
J

and the other values are computed as the real settings.

* * *

e the proof of validity SPK V* is simulated by selecting a random c*, s}, , 85, 4.
Shys Snys 55,83 €r Ly and computing the corresponding ({1} >, RY,,) by fol-
lowing the procedure given in Verify algorithm and patching the hash oracle at

H(gpk, M* {C:}_ {R;}>_,, RY,,) to ¢*. If this backpatch fails then B outputs
a random bit and aborts. This probability of failure is (¢s + qm)/p-
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In case of failure, B outputs a random bit and aborts, otherwise, ({CF}7_,, V*) is the

signature on M* given back to A.

Phase 2. A requests the queries as given in attribute anonymity game and

B answers it similar to phase 1.

Output. A outputs its guess p’ € {0, 1} with advantage e. Our algorithm B outputs
0 if p = p' (for d = 0 indicating that H = h*, DDH tuple, for d = 1 indicating that
H = hot® DLDH tuple); otherwise B outputs 1 (indicating that is a random tuple).
If it is a DLDH tuple, and d = p, then for d = {1} the ElGamal encryption
component(C3, Cy) as well as LE encryption component(CZ, Cf, C%) always uses (,
for encryption and this is a valid signature (the advantage of A in guessing p is €).
However, if d’' # p, both (’s are encrypted, A has thus no advantage in guessing p. If
this is a random tuple then the signature is independent of p and then the adversary’s
advantage is 0. As a consequence, it has an advantage €/4 in distinguishing DLDH
tuples.

Similarly, if it is a DDH tuple, for d = 0, it has an advantage ¢/4 in distinguishing
DDH tuples.

Therefore the advantage of B in breaking DLDH assumption when there is no failure
and when B guesses correctly which type of adversary A is, is at least % (i — %) .
And the advantage of B in breaking DDH assumption when there is no failure and

when B guesses correctly which type of adversary A is, is at least % (i — ‘ISJ“%) .0

Theorem 3.4.4 The proposed ABGS scheme satisfies the user anonymity with CCA2

secure in the random oracle model under DDH assumption.

Proof The following Lemma implies the Theorem 3.4.4. U

Lemma 3.4.5 Suppose an adversary A breaks the user anonymity of the proposed
scheme with the advantage €. Then, we can construct an algorithm B that breaks the

XDH assumption (namely DDH assumption over Gi) with the advantage § — %.
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Proof The input of B is a tuple (u,h,U = u®, H = h*) € G}, where o', € Z
and either " = o/(DDH tuple) or ¢’ is random (random tuple). From such a tuple,
using the classical random self-reducibility, one can derive many independent tuples:
(u, h, U; = U%ub%, H; = H%hY%), where a},b, € Zy. Let the challenged group signa-
ture be denoted by o* = ({C}7_,, V™).

Setup. Algorithm B simulates the proposed ABGS scheme as follows,

(i) B generates system parameters, params = (Gy, Go, Gs, e, 9, H, Att).
(ii) Bselects d €g {0,1}. The value of d decides which type of adversary A is.

(iii) If d = 0, B sets u; = u, hy = h, thus 2/ is unknown for B, and selects 2/, €p
Ly, uz €r Gy and computes hy = ugé.
If d =1, Bsets uy = u, hy = h, thus z/, is unknown for B, and selects x| €r
Zy,u1 €R G1 and computes h; = u:fl.

(iv) B selects v, i1, 73, Y3, {S) Yatt,eate €r Ly, g2 €r G2 and computes g1 = 1(g2), w =

1 .

g U = g8 Gatt, = G55 v Jart,, = g5, where m = |Att|, selects hy € Go, and
computes 13 = iL:l»)/ “ and 03 = ﬁé/ Y

(v) B sets a group public key, gpk = (g1, g2, ur, hy, uz, ho, fis, 03, hg, w,U, {Gat; Fatt eart),
Attribute opening key, tkq: = (24, v4), and an issuing key, ik = (7, i, S).

(vi) B gives gpk,ik,tkq to A.

Hash queries. At any time, A can query the hash function . B responds with

random values with consistency.

Phase 1. A requests the queries as given in user anonymity game. B answers to
these queries as the real settings of ABGS scheme, since B knows all the values. For
d = 0, 2 is unknown, B uses the following procedure to answer the OpenUser query on

any given o; B gets § = g5 2 by following the procedure in TraceAtt algorithm, com-

putes A7 = 6;3,2, computes g, = vp/§ and compare e( A}, U) < e(A;, gng),VAj
C"4
in r€g and responds to A with 7. This makes the scheme CCA2 secure, since opening
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oracle OpenUser is provided to A.

Challenge. A outputs a message M*, a predicate T*, an attribute set ( and two
uncorrupted members ig, i1, such that T*({) = 1,{ € A;, and { C A;,, to be chal-
lenged. 7Ty« is a public values of the predicate Y*. B picks p € {0,1}. B try to

simulate the challenged signatures o* from A;, as follows,

e the encryption: according to d, by choosing an additional random bit d’.

att

A
—if d = 0, B computes C7 = A; H;,C5 = U;,C3 = Ilag,ecT;, ;7 ho* =

da’sJ

HST:
A; [ the?, Cf = u3?, for a random ap and computes the other values as the

real settings;

att

A
—if d = 1, B computes Cf = A; hi",C5 = ui™",C5 = Wase,ecT;, ;" Hi =
AZSTl H;,Cr = U;, for a random «; and computes the other values as the

real settings.

* * *

e the proof of validity SPK V* is simulated by selecting a random c*, s}, , 85, 84
S5, Sa., 55,55 €r Ly and computing the corresponding ({R}};_,, R%,,) by fol-
lowing the procedure given in Verify algorithm and patching the hash oracle
at H(gpk, M*, {CF 1,

{R:}5_,, R%,,) to ¢*. If this backpatch fails then B outputs a random bit and

aborts. This probability of failure is (¢s + qm)/p-

In case of failure, B outputs a random bit and abort, otherwise, ({Cf}7_,, V*) is

the signature on M* given back to A.

Phase 2. A requests the queries as given in user anonymity game and B answers

it similar to phase 1.
Output. A outputs its guess p’ € {0, 1} with advantage e. Our algorithm B outputs

0 if p = p' (indicating that H = h* DDH tuple); otherwise B outputs 1 (indicating

that is a random tuple).
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3.4 Security Analysis

If it is a DDH tuple, and d' = p, then for d = {0, 1} the ElGamal encryption
components(CY, C5) and (C3, Cy) always encrypts A,, this is a valid signature (the
advantage of A in guessing p is €). However, if d’ # p, both certificates are encrypted,
A has thus no advantage in guessing p. If this is a random tuple then the signature
is independent of p and then the adversary’s advantage is 0. As a consequence, it has

an advantage €/4 in distinguishing DDH tuples.

Therefore the advantage of B in breaking DDH assumption when there is no

failure and when B guesses correctly which type of adversary A is, is at least
1((e _ astan € _ 4stqm € _ gstqn

5 ((5—2pum) + (5 — o)) < g —aspon, -
Theorem 3.4.6 We suppose an adversary A breaks the traceability of the proposed
scheme with the advantage €. Then, in the random oracle model, we can construct

an algorithm B that breaks the q-SDH assumption with the advantage %(—:.

Proof Since the membership certificate format is similar to the one proposed in
[48], the proof is similar to the proof given in [48; 51]. The input of simulator B is
(9.9 91 9y) € Gix G, where g = ¢(g'), g; = ()¢ (for i € [1, ¢]) and let gj = ¢
Let ¢ — 1 be the total number of members. B simulates KeyGen as follows:

. ~1 -1
(1) B selects v, [, {xz ;']:1 ) {yi}gzl ) x/17 $/2, xéa yéa {Sj}(VattjeAtt) €R Z} U2 €R Gla and
! A N /\1 ! N /\1 !
set hy = us?, and selects hg €r Go, and set i3 = h3/x3 and 03 = h3/y3 :

(ii) B selects a target user U;« € {Uy,...,U,_1}, and sets v = & — x;+. B computes

g1, g2, h1 and w as follows:

o Let f(y) = [T) (y + 2;). Therefore, f(7) = f(§—) = [T2) (€ — 24 + 23) =
Z?;Ol (&%), where ay, ..., a1 € Z, are the coefficients of the polynomial

f(v), are computable.

o Lot fiy) = f(y)/(y+m:) = T]21 0 (y + ;). Thus, fi(y) = fi(€ — @) =
H?;i#i (6 —zp+ ) = Z?;S (B;&7), where B, ..., B,—2 are the coefficients
of the polynomial f;(v), are computable.
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3.4 Security Analysis

o Note that, g) = (g) 75 and fu(3) = /(€ = 7 + ) = F(2)/5.
o Set go = (¢} (g0 £ ) — 23 (g TIIZE (4]0

0w = g0 — T2 0(g)"

° g1 =1(g) = UTE/hyi*

. {Hl o(gz+1)azy/ ITi- 0(9;+1)Bjx,1yi*}/9§i*

_ {(g)usf(v)/(g) Ly Efix v)}/gg*
=g5 """ =g]

Thus B can compute these values by using the ¢—SDH input instances.

(iii) B computes h; = uj' and other parameters as the real settings.

(iv) B makes params = (Gy, Ga, G, e, 9, H, Att), okyser = T, thaee = (25, 94), ik =

(v, 1, {Sj}attjeAtt) and gpk = (g1, g2, u1, h1, ug, hy, U3, U3, 7137107“7 {gattj}attjeAtt)-
params, gpk, ok,ser and tkq; are given to A.

In the Join queries, B can get a secret value y; of a corrupted user by extracting the
commitment value. B computes a group membership certificate as follows:
1
In the case of i =% : Ajx = uf = (u?g)% = (g h{™ ) Fe
In the case of i # i* :Compute A; as follows:
, qg—1 Yi—Yi*
A, = (gwl J=1,51,* (ézi*ﬂj)) gii(W)

»’Cﬁyz qg—1

1
— g€+xi—mi* J=1,j#i* (§—=; *'HEJ) {gi('Y) /gzy,-* Hj;i,jii* (E—zix+z5) } ST

= (gih¥) 7=

B can compute {7} ; }ate,ea, = {AT" }att,eq;- Now B can answer all the queries made
by an adversary. Finally, A outputs a forged signature o* = ({CF}7_,, c¢*, s*,

o1 St Stss Shy» Sy 5) With € advantage.

a2’ T3
By using the Forking Lemma, B can get the two valid signatures ({C7}7_,,c*, s*

Y <x?

Sa

/ /

* *
s Sty Shas Shs Sy 53) and ({CF 1y, ¢, sz, Sty Stug> Segs 555> Sy S5) With probability ¢ >
1 _ 8qn 24OQH ok _ o "o . _
5 oo 1> [48]. Let ¢ = ¢* — ¢, sl = 55 — s, {sh, = sh, — st Yoy, 8, = 353
/ " __ N % _ ol /N~ /N~ Z *
Sy 85 = sy —ssand 8] = sT —s,. Let T = s /¢, ay = s, /", T = 5]/, A=Cr/h§

and § =T — a 7.
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e(Cyw) _ e(hi,92)Te(h1,w)®
e(g1,92) e(CT.92)7 holds.
From the success of the adversary in the attack game, we know that A does not

belong to {Ai}f;ll . We assume that T # ;.

Consider,

Now (A, #,7) is a valid member certificate because

BN
I

gy =L
(g1h¥)7
S 1
= (i)
véta! (G—y;)
— ul T4y

1
_ ( ) H;?_‘f,i#*@mzm) T

a1 i ﬁ . . .
— (g i=0 % ) (can be written in this form)

20 q—1 . +;
= gitE s T2 EE (can be written in this form)

The polynomial coefficients 2o, ..., 24—1, 20, Z1, ..., Zg—1 are computable. Let © = T —x;«,
then (A/ng;ll Zigi)% = gﬁ holds. Therefore (z, gT}ré) is the new SDH tuple. If
T = x4+ then (0, g%) will be the new SDH tuple. The advantage of B is (3 — iqT’Z)e > le,

240qx
2k . D

since 1 >

Theorem 3.4.7 We suppose an adversary A breaks the non-frameability of the pro-
posed scheme with the advantage €. Then, we can construct an algorithm B that
breaks the DL assumption with the advantage 1—12(1 + %)e, where n is the number of

honest members.

Proof The proof is similar to the one given in [48; 51]. The input of simulator B
is (9,9") € Gy x Gy, let & = logyg’. We consider the two types of adversaries by
the results of the OpenUser algorithm. We explain the details of classification of the
adversary in the proof. Let ¢ be the number of all members, n be the number of
honest members, and g; = ¢ —n be the number of corrupt members. We assume that

all initial members {Uj, ..., U, } are honest. B simulates KeyGen as follows:
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3.4 Security Analysis

(i) B selects d €g {0,1}. If d = 1, then B selects a target user Uy € {Uy, ..., U,}.
Note that d = 0 means B guesses that A is Type 1 Adversary, and d = 1 means
B guesses that A is Type 2 Adversary.

(ii) B computes the group public key and member certificates as follows:

(a) B selects v, 7, {8} (vatt,ear), 1Zi, Vi }i=1 €r Zy. If d = 1, then set y = &.

(b) If d =0, then B sets g1 = ¥(g), g2 = g and u; = ¥(¢’).

(c) If d = 1, then B selects g2 €r G and sets g1 = ¥(g2),u1 = ¥(g) and
Yir = &.

(d) B computes w = g3, hy = uf/l.

(e) B computes member certificates {(A;, z;,y;) }7—y by using . If d = 1, then
Aie = (@uolg) )75 = (g™ = (guht) 7

(f) B computes other public values, and gets params = (Gq, Gy, Gs, e, v, H, Att),
Okuser = @1, thaw = (23, y3), ik = (v, 11, ), and gpk = (g1, g2, ur, ha,

ug, ha, U3, U3, hs, w, U, {gattj }attjGAtt)'

(iii) B gives params, gpk,ik, okyse, and tkyy to A.

In Join queries, A knows (A;, x;), for i € [1,¢g|, because A plays the role of corrupted
GM. However, A cannot know secret key of a target user yf. For Signing queries, B
makes a group signature by using (A;, z;,v;), and return its signature, if d = 1 and
1 = ¥, then B aborts. For Corruption queries, B answers y;, if d = 1 and ¢ = 7,
then B aborts. Finally, A outputs the valid group signature for honest user, say
Ug. We can get the member certificate (/Nl, Z,7) by using the same technique as for
traceability. We define a Type 1 adversary A, which is the case of A = A, € {A
and & # x. We define a Type 2 adversary A, which is the case of (A, %) = (Ay, z1).

e In the case of Type 1 : If d # 0, then B aborts. Otherwise A= (glhﬁj)ﬁ =
(‘(]frxllgy)ﬁ holds. As A = A, = (gr1h{F) =t = (gim/lgyk)””kiH holds. Therefore,

@) G

B can compute & =
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3.4 Security Analysis

e In the case of Type 2 : If d # 1, then B aborts. If & # *, then B aborts.
Otherwise, A = (glhg)ﬁ = (glw(g)xllg)ﬁ holds. Moreover, A = A; =
1 , 1
(gih{™ )7 = (g1 (g)™1¥*)#++7 holds. Therefore B can get £ = 7.

The advantage of B is (3(3 — %)e +32(3 — éf]q—’,j)e) > L(1+ 1)e, since n > 250

Theorem 3.4.8 The proposed scheme preserves collusion resistance of attribute cer-

tificates.

Proof We prove the theorem using two lemmas. In lemma 3.4.9, we show that
it is negligible to produce a group signature using forged attribute certificates. In
Lemma 3.4.10, we show that it is impossible to produce a group signature by using

appropriately the valid attribute certificates of colluding group members. O

Lemma 3.4.9 The probability that a signature by forged attribute certificates passes
the verification, Pr(Verify(params, gpk, M,0,T) =1 AY(() # 1), is at most 1/p.

Proof We assume that (; = {atty, atts, ..., att, }, such that T(¢;) = 1, without lim-
iting the generality of the forging. The equations used in the scheme to prove the

knowledge of (o, o, ag, B3, x4, T,0) are as follows:

6(017 w) o e(hb 92)T€<h17 w)a1+ﬂ1

e(91,92) e(Ch, go)® (3.4)
Co =it (3.5)
Co = uy? (3.6)
Co = y? (3.7)
Cr =y (3.8)
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e(Cs,U)e(Ch, C5) _ e(hy, U)2e(Cy, hs)*3 ¢ (hy, g)°
e(Ch,vr) e(hy,vp)™

In (3.4) , a signer proves that C; = A;h{", where A; is a valid membership certificate.
1

(3.9)

Equation (3.5) to (3.8) obviously holds. We can change (3.9) into 6(03’(93‘),1( S )C 5)

1 )
e(ha,g94' )*2e(A;h]1 h) 8188 e(h1,g2)°

e(h1,g57 )1
(namely (3.4)). Cy = AT RS2, C5 = g™ h$* P and 6 = aysqy, © spy + 51, = sp holds

and sy, # sr since sy, # ¢ because atleast one T;; is needed to get ride of i inU

, since the validity of SPK (' has already been proven

in the equation, i.e. Afj” is needed. Let sz, = >, /¢ Adjsdj and we assume that
J T

Cy = A7"RS? = Maw,ec AVS"hS?, where t; € Z7. Then

Z Aattjtj + Z Ad].de = ST (310)

att; €C d;eDs,

should holds. If t; = s;(att; € (), then (3.10) obviously holds. On the con-
trary, we assume that ¢;(att; € () satisfies (3.10). We set the values of sp,A;
as constants. We randomly choose t; € Z;(forj = 1,2,...,m — 1), and set t; =
(573 = Batt;ec\fattn } Dst5) /D Then (1,19, ..., 1) obviously satisfies (3.10). Therefore,
the total number of solution vectors (¢, to, ..., t,5) is p™ 1. Therefore, the probability
that the randomly chosen vector (ti,ts,...,1s) satisfying (3.10) is p™~1/p™ = 1/p.
This implies that, the probability that a signature made by forged attribute certifi-
U N ( L ). Next,

we consider ¢; = s;(for j = 1,2,...,1), where [ < 7. Let l =1m -1, thls means a

cates (except the genuine certificates) satisfying (3.10) is B——

signer has valid attribute certificates of (\{att;,}. We assume that a signature satis-
fies (3.9). Then ts = (57, — Bate;ec\fattn} Djtj)/Am = S hold. This means that the
signer has valid attribute certificates of ¢, and the signature is not a forged signature.
Therefore, we set [ < m — 1. This means a signer has valid attribute certificates
of (\{atty;1,...,atts}. Then there exist the number of p™~=1 — 1 pairs (t;11, ..., ts)
such that (si,..., s, t41, ..., tn) satisfies (3.10) and (t41, ..., t5) # (Six1, -, Sm)- The
total number of vectors (t41, ..., ) is p™'. Therefore, the probability that a signa-
ture made by valid attribute certificates of ¢ \{attlﬂ, ...,atty;, } and forged attribute
certificates of {att;,1, ..., att,,} satisfying (3.10) is i R %(1 — ﬁ) <, 1
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3.5 Short ABGS

So, a verifier can decide whether an anonymous signer has valid attribute certifi-

cates when a verifier is given a signature which satisfies (3.9). U

Lemma 3.4.10 Even if some malicious participants Uy, , ..., U; (k > 1) with the set
of attributes G, , ..., G, collude, they cannot make a valid signature associated with an
predicate T, where (UY_, Y(¢;) = 1) and Y(G;,) #= 1(j = 1, ..., k) with non-negligible
probability.

Proof. Without loss of generality, we assume that Uy with (y and Uy with (; represent
malicious participants. Uy and U; attempt to make a valid signature associated with
T which satisfies T({o U ;) = 1,T({y) # 1 and Y(¢;) # 1. They can make the SPK
of (e, g, T,0) satisfy (3.4) to (3.8) because they have a valid membership certificate
Ag. We assume that A = A, where t € Z,. Note that the probability of ¢ = 1 is
negligible. Then, from (3.10), Xat,ec0A)8;5 + Lat;ec,tAjs; # sr, holds since ¢ # 1.

This means that they cannot use {7, ; }att;e¢o and {75, j fatt;ec, simultaneously. [

3.5 Short ABGS

In this section, we present a scheme with shorter signature than the previous one
but opening of user anonymity and attribute anonymity are not independent. In this
scheme the key tk,; can reveal the user identity of the signature. Except this the
scheme preserves all the security features of the previous scheme. All the algorithms
are same as the previous scheme except Sign algorithm and a few modifications to
KeyGen algorithm.

Sign(params, gpk, sk;, ¢, M, T):

A signer U; signs a message M € {0,1}* as follows:

(i) Get the public values of T, Ty = ({54, }4;e Dy s UT Te*"), from the public repos-
itory.

(ii) U; chooses ¢ C A; as an input such that T(¢) = 1.
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3.5 Short ABGS

(iii) U; runs MakeSimplifiedTree((,7°") and gets the corresponding A, (Vatt; €
(), and Ay, (Vd; € DF).

(iv) Note that Yuu;ecAatt;s; + EdjeD;Adjsdj = s7p. Let sy = Yap,ecDa;s; and
sp, = EdjeDgAddej' Thus, sp, + sp, = sp.
(v) U; selects oy, an, a3 € Zy, and computes Cy = A;h7",
_ o _ Ratt; ; qy HST) 1 g Q2
02—U1,C3— attEC ]h Ai hy?, Cy = uy®,
_ as __ ATz pas __ ,,Q3
C5_de€D§,Ai h3 _AZ h3 ,Cﬁ—Ug .

(vi) U; sets 7 = ayz; + y;, and computes
V = SPK{(Oél, Qg, O3, T;, ’7') . e(C1,w) = e(h1,92) e(hnw)™ /\ CQ = Uflll

e(C: (gl’gé) ) e((hCIZ’,{g)zazl(h )3
ACs=uy* ANCs = uz® /\ 3’017UT5)’92 = Q’e(th)ifQ HM).

(a) U; chooses blinding values 7a,, 7oy, Tas, Tei» Tr €Er Ly

(b) U; computes Ry = dlwge) el w)™

e(C,92)" i
R2 — Ul 5 R3 - U2 5

_ a3 _ e(ha )" *2e(hs,g2)"*3
Ry = Us aRAtt - e(h1,o7) o1 .

(¢) U; computes ¢ = H(gpk, M, {C;}o_, {R;}}_1, Rau).

(d) U; computes so, = 7o, + €1, 80y = Tay + CQ2, S0y = Ty + CQ3, Sy, =
Tz, + Cli, S = Tr + CT,.

Thus, V' = (¢, Say s Sazs Sags Sz;y St)-

(vii) Outputs o = ({C;}5_,,V).

Here we can see that the signature algorithm contains 3 modules of ElGamal encryp-
tion scheme and signature contains 6 elements from G, and 6 elements from Z;. One
can derive the security analysis of this scheme similar to the previous scheme. Thus
this scheme can be used where there is one authority for opening both user anonymity

and attribute anonymity:.
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Table 3.1: Comparison of ABGS scheme with other schemes

Reference [72] Reference [51] Our Scheme
Non-frameability no yes yes
CCA - user anonymity no yes yes
Attribute anonymity no no yes
User revocation yes no yes
Signature Length O(P) O(P) O(1)
User’s signing key length (e + DG + [Z5] (e + DGy + 2[Z5] [G1] + 1Z5]
Assumption DLDH, g-SDH DDH, q-SDH, DL DDH,DLDH, q-SDH, DL
Model RO RO RO

3T = < =
Signing (7“?&13:(})%3 ””?E&;&iﬂk@ (8 + #)G1 + 7Ga + 12C3 + Te
Verification ((6+2l()§}*_£7(j_+1?:))63> <(11+2fffé;l§jl>G2) 6G1 + 6G2 + 19G3 + 12¢e

3.6 Comparison

The group signature of the proposed scheme contains 4 elements from G, 3 elements
from Gy and 8 elements from Z;. Using the MNT family of curves [88], as described
in [30], one can take p to be a 170-bit prime and use groups G; and Gy where each
element is 171-bits. Thus, the total group signature length is 2558 bits (= 320 bytes).
Similarly for Short ABGS it is 256 bytes.

Let ® = |(|, where ¢ be the set of attributes which is associated with a signature and
m = |Att|. Let 7 be the average number of attributes assigned to any user. In Table
3.1, we compare the efficiency of our scheme with the other schemes proposed in [72]
and [51]. In this table, RO means Random oracle model, e represents the paring
operation and r is the number of revoked members. Note that the verification cost

of the proposed scheme is constant.

3.7 Summary

We have proposed an ABGS scheme with attribute anonymity and the constant size
signature, and proven that it is secure under random oracle model. We have also
included the revocation mechanism which makes the scheme attractive and practical.
In our scheme the signature length is shorter and it is CCA2 secure. Moreover it is

having independent opening of attribute anonymity and user anonymity.
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Chapter 4

A VLR-ABGS Scheme with
Backward Unlinkability and
Attribute Anonymity in the

Random Oracle Model

In the last chapter, we proposed an ABGS scheme with attribute anonymity. In this
chapter, we propose an ABGS scheme with Verifier-Local Revocation (VLR) and
backward unlinkability. In VLR schemes, only verifiers are involved in the revocation
of a member, while signers are not. We prove that the scheme is secure under random
oracle model with DL, ¢-SDH, DLIN and KEA1 assumptions.

4.1 Introduction

Khader proposed an ABGS scheme with VLR feature but does not address attribute
anonymity [72]. Afterwards Emura et al. in [52] have proposed an ABGS scheme,
but this scheme neither addresses the attribute anonymity issue nor provides the

revocation feature. To the best of our knowledge there is only one ABGS scheme



4.2 Proposed Scheme

with VLR feature proposed by Khader in [72] but the scheme does not have backward
unlinkability feature nor addressed attribute anonymity. Moreover, in this scheme
the signature length is linear in terms of the number of attributes. The backward

unlinkability feature gives provision to suspend a group member for a certain period.

We propose an ABGS scheme with attribute anonymity and VLR feature. Fur-
thermore, we add one more security feature namely, attribute unforgeability. At-
tribute unforgeability is the special case of collusion resistance security feature of [52],
which means that it should be impossible for any individual member to satisfy the
predicate with invalid set of attributes. Apart from ABGS schemes many VLR group
signature (VLR-GS) schemes are proposed either in random oracle model [31; 38; 91]
or in the standard model [82]. We note that to build a VLR-ABGS scheme with
attribute anonymity in the standard model one can also combine an ABS scheme [70]
with a VLR-GS scheme [82], but it incurs combined cost of both the schemes.

In Section 4.2, we present the proposed VLR-ABGS scheme with attribute anonymity
and the related security definitions. The construction of the proposed VLR-ABGS
scheme is given in Section 4.3. Its security analysis is given in Section 4.4. followed
by comparison with previous schemes in Section 4.5. Finally we summarize in Section
4.6.

4.2 Proposed Scheme

In this section, we propose a VLR-ABGS scheme with backward unlinkability and at-
tribute anonymity secure under the random oracle model. In verifier-local revocation
group signatures (VLR-GS), originally suggested by Chaum in [42] and formalized by
Boneh et al. in [31], the group manager maintains a periodically updated revocation
list (RL) which is used by all verifiers to perform the revocation test and it makes
sure that the signatures are not produced by a revoked member. Let k£ be the security
parameter, T be the number of time intervals (it is polynomially bounded by k), A;
the membership certificate for U;, {Tm-}attje A, the attribute certificates of U;, the T}
is the attribute certificate of att; € Att to U;, sk; denotes the group private key for the
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member U; which includes both A; and {Ti,j}attje A;- The signature verification algo-
rithm is provided with an additional argument called the Revocation List (RL). The
RL contains a token for each revoked user. The verification algorithm accepts all sig-
natures issued by unrevoked users and reveals no information about which unrevoked
user issued the signature. However, if a user is ever revoked by having his revocation
token added to the RL, signatures from that user are no longer accepted. Let RL,
be a set, which contains the revocation tokens of the revoked users at the interval ¢,
RL = {RL;}_, be the public revocation list, n be the number of group members and
grt be the (n x T)-vector of revocation tokens, grt = {grt[1][1], ..., grt[n][T]}, where
grt[i][t] denotes the token of member U; at interval ¢t. Thus, RL; = {grt[i][t]}icq1,..n)
it contains only revoked user tokens at the interval t. Note that grt is not publicly

accessible.

The user U; can make a group signature on a document M with the predicate T
during the interval ¢ if there exists a set of attributes { C A; with the user such that
Y(¢) =1 and grt[i|[t] € RL;.

Definition 4.2.1 (VLR-ABGS) A VLR-ABGS scheme consists of the following

algorithms. Unless otherwise indicated, algorithms are randomized.

o params < Setup(1¥) : This algorithm takes the security parameter k as an

input and returns the system parameter params.

o (gpk,ik,grt) < KeyGen(params) : This algorithm takes the system parameter
params, and returns a group public key gpk, an issuing key ik and the revocation

token vector, grt.

o sk; < Join((params, gpk,t,ik,upk;, A;) , (params, gpk,t, upk;, usk;)) : This is
the interactive group joining protocol. It takes as input params, gpk, the current
time interval t, the issuing key ik, upk; and U;'s attributes A; C Att from GM,
and params, gpk,t, upk;, and usk; from U;. In the protocol U; ends with a
member secret key sk; and GM ends with updated revocation token vector grt

and registration table reg.
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e 0 < Sign(params, gpk,t, sk;,(, M, ) : This algorithm takes params, gpk, the
current time interval t, sk;, an attributes set ( C A;, message M, and the

predicate T as an input and returns a group signature o on M.

e 0/1 + Verify(params, gpk,t, RL;, M, Y o) : This is a deterministic algorithm
which takes params, gpk, the interval value t, M,o, T and a set of revocation
tokens RL; for the period t as an input and returns 1/0. If 1 then the algorithm

claims that the o is a valid signature, otherwise, o is invalid.

Trace: As mentioned in [31], any such group signature scheme has an associated
implicit tracing algorithm that traces a signature to the group member who generate it
using the vector grt: on input a valid message-predicate-signature tuple (M, Y, o) for
period t, the opener can determine who was the author of o by successively executing
the verification algorithm on (M, Y, o) using the vector of revocation tokens (i.e.,
with RL; = {grt[i][t]}icq1,...ny) and outputting the identity ¢ € {1,...,n} for which

the verification algorithm returns 1.

Revoke: When the member U; is revoked in the interval ¢, the GM publishes (or
adds) the secret tokens grt[i][t], ..., grt[i][T] into the public lists RL;, RLyy4, ..., RLt,

respectively.

Remark When a new attribute att,,,; is added, then an attribute certificate corre-

sponding to that attribute att,,,; needs to be issued for the eligible user(s) only.

Entities: Following are the entities in VLR-ABGS scheme:

e The group manager GM, also known as issuer, has issuing key ¢k using which he
enrolls a user into the group by allotting some privileges (in terms of attributes)
say A; C Att and issuing a user’s private key sk;, by running interactive Join
algorithm with the user. Issuer revokes a group member by publishing the
revocation token of the member and also can reveal the signer’s identity from

the group signature by using grt.
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e Group members or signers with their private keys sk run Sign algorithm to
produce a group signature on a document M with predicate T if they possess

valid attribute set which satisfies the predicate.

e Outsider or verifier who can seek a group signature for a document M with
predicate T from group manager GM. He can also verify the group signature

using the group public key, gpk.

Note Normally the Setup and KeyGen algorithms are run by some trusted party and

he will distribute the keys to the concerned entities.

ABGS scheme is correct if a group signature is produced by the unrevoked group

member using his signing key and his attribute set.

Definition 4.2.2 (Correctness) Correctness requires that for all params < Setup(1%),
all (gpk, ik, grt) < KeyGen(params), all t € [1,T], all Y, all RL, € RL, all { C Att
and all M € {0,1}*,

Verify(params, gpk,t, RL;, M,Sign(params, gpk,t, sk;, ¢, M, T),T) =1
< grtlil[t] ¢ RL,

In ABGS scheme a group member may have multiple attribute sets to satisfy the
predicate and he can produce a group signature using one of them. An ABGS scheme
preserves attribute anonymity if it is computationally difficult to identify with what

attribute set he produces the signature.

Definition 4.2.3 (Attribute anonymity) We say that the VLR-ABGS scheme pre-
serves attribute anonymity if, for all honestly generated (gpk, ik, grt) < KeyGen(params),
forallt € [1,T], for all predicates T, for all attribute sets A; C Att such that there ex-

ist (1, G C A and Y(¢) = Y (&) = 1, for all sk; + Join({params, gpk,t, ik, upk;, A;) ,
(params, gpk, t, upk;, usk;)) and all messages M, the distributions Sign(params, gpk,t,
sk;, ¢, M, ) and Sign(params,gpk,t, sk;, (s, M, ) are equal.
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In other words, even the computationally unbounded adversary cannot link a signa-

ture to a set of attributes used to generate it.

ABGS scheme preserves backward unlinkability - user anonymity if there are at least
two unrevoked group members possessing valid attribute sets and one of them pro-
duces the group signature then it should be computationally hard to identify who

produced the group signature among them, even if they are revoked afterwards.

Definition 4.2.4 (BU-user anonymity) We say that the VLR-ABGS scheme pre-
serves BU-user anonymity if for all PPT A, the probability that A wins the following

game 1is negligible.

o Setup: The challenger C runs (gpk, ik, grt) < KeyGen(params). C gives gpk
to A.

e Queries: At the beginning of each period, C increments a countert and notifies

A about it. During the current interval t, A can send the following queries to

C,

— Phase 1: A can send following queries to the challenger,

* Join': A can request C (to run), the Join procedure for any hon-
est member of her choice. A plays the role of corrupted GM on these

QUETTES.

x Signing : A can request a group signature o on any, message M, pred-
icate T, U; and set of attributes ; € A such that Y(¢;) = 1, at the

current interval t, of her choice.

x Corruption : A can request the secret key sk; of the honest member
U; of her choice.

* Revocation : A can request the revocation of arbitrary member U; of

her choice. C responds with the updated revocation list RL;.

!Similar to SndToU [20] oracle.
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— Challenge : At some period t* € {1,..., T}, A outputs M*,*, and uncor-
rupted users U;,,U;, (not queried in Corruption,Join and Revocation
queries so far) and, ¢ : ¢ € A;,,( € A, and T({)'= 1. C randomly
selects k €g {0,1} and responds with a group signature o* on M* of group

member U,,_.

— Phase 2 : A can make queries similar to Phase 1. However A cannot make
Corruption query on U,, and U; at any time but can make Revocation

query after the time interval t*.

e Output: Finally, A outputs a bit k', and wins if K" = k.

The advantage of A is defined as AdvBYU=vser—anon( A) = | Pr(k = k') — %|

Thus there should not exist any PPT adversary to link a group signature to a user

with non negligible probability.

ABGS scheme preserves traceability if it is possible to trace the valid group signature

to its signer with the help of group opening key.

Definition 4.2.5 (Traceability) We say that the VLR-ABGS scheme preserves
traceability if for all PPT A, the probability that A wins the following game is neg-
ligible.

o Setup: The challenger C runs (gpk,ik,grt) < KeyGen(params). C gives
gpk and grt to A.

e Queries: A can issue the Signing, Corruption and Join queries. All queries

are the same as in the BU-user anonymity game, except the Join query.

— Join?: Here A requests C (to run), the Join procedure for corrupted mem-
ber U;.

'Here ¢ can be different for U
attribute anonymity
Zsimilar to SndToI oracle in [20]

io, Ui; but we are concerned about user anonymity rather than
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e Output: A oulputs a message M*, a predicate Y*, a group signature o*, a

interval number t* and a set of revocation tokens RL}..

A wins if
(1) Verify(params, gpk,t*, RLy., M*,T* o*) =1
(2) o* traces (using the tracing algorithm above) to wrong user outside RL;..

The advantage of A is defined as the probability that A wins.

Thus it should be impossible to produce an untraceable valid group signature by any

PPT adversary.

ABGS scheme preserves non-frameability if it is difficult to produce a valid group
signature which traces back to a group member who has not produce it, even with

the help of group manager’s secret key.

Definition 4.2.6 (Non-frameability) We say that the VLR-ABGS scheme pre-
serves non-frameability if for all PPT A, the probability that A wins the following

game 1is negligible.

o Setup: The challenger C runs (gpk,ik,grt) < KeyGen(params). C gives
gpk, ik and grt to A.

e Queries: A can issue the Join,Signing and Corruption queries. All queries

are the same as in the BU-user anonymity game.

o Output: Finally, A outputs a message M*, an honest member U;«, a predicate

T*, a group signature o*, a period number t* and a set of revocation tokens

RL;..

A wins if
(1) Verify(params, gpk,t*, RL;., M*, T* o*) =1,
(2) o* traces to an honest member U;-,
(3) A has not obtained sk;« in Corruption queries on Ug.

The advantage of A is defined as the probability that A wins.
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Thus even the group manager should not be able to forge a group signature which

trace back to a honest member.

ABGS scheme preserves collusion resistance of attribute certificates if it is computa-
tionally hard to combine attribute certificates of different group members to satisfy

the predicate and produce a valid group signature.

Definition 4.2.7 (Attribute unforgeability) We say that the VLR-ABGS scheme
preserves attribute unforgeability if for all PPT A, the probability that A wins the

following game is negligible.

e Setup: The challenger C runs (gpk,ik:,g?t) <+ KeyGen(params). C gives gpk
to A.

e Queries: A can issue the Join, Signing, Corruption and Revocation queries.
All queries are the same as in the BU-user anonymity game, except the Join

query.

— Join: Here A requests C (to run), the Join procedure for corrupted member

Us;.

o Output: A outputs a message M*, a predicate T*, a group signature c*, a

)

period number t* and a set of revocation tokens RL;. .

A wins if

(1) Verify(params, gpk,t, RL;, M*, Y* o*) =1,

(2) traces to i and

(9) B A T(O) =1

The advantage of A is defined as the probability that A wins.

Thus it should be impossible for any PPT adversary to satisfy the predicate with

invalid set of attributes.
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ABGS scheme preserves collusion resistance of attribute certificates if it is computa-
tionally hard for group members to collude by pooling their attribute certificates to

satisfy the predicate and to produce a valid group signature.

Definition 4.2.8 (Collusion resistance of attributes) We say that the ABGS
scheme preserves collusion resistance of attributes if for all PPT A, the probability

that A wins the following game is negligible.

o Setup: The challenger C runs (gpk, ik, grt) < KeyGen(params). C gives gpk
to A.

e Queries: A canissue the Join, Signing, Corruption and Revocation queries.
All queries are the same as in the BU-user anonymity game, except the Join

query.

— Join: Here A requests C (to run), the Join procedure for corrupted member

Us;.

*

o Output: A outputs a message M*, a predicate T*, a group signature c*, a

period number t* and a set of revocation tokens RL..

A wins if

(1) Verify(params, gpk,t, RL;, M*,Y* c*) =1, and

(2) A has obtained sk;,, ..., sk;, : Y*(US_ | A; ) = 1 and Y*(A;,) # 1 for j=1,..., k.
The advantage of A is defined as the probability that A wins.

Thus the users with invalid set of attributes each, cannot collude with each other to

pool a valid attribute set for producing a valid group signature.

4.3 Construction

A construction of VLR-ABGS scheme with backward unlinkability and attribute

anonymity features is presented in this section. We prove that the proposed scheme
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is secure under random oracle model with DL, ¢-SDH, DLIN and KEA1 assump-
tions. To build our scheme we use VLR-GS scheme of Nakanishi et al. [91] as the
base scheme. We use the membership certificate format of [48] to make the scheme
non-frameable i.e. even the group manager cannot forge signature of a trusted mem-
ber. We use the bottom-up approach technique, introduced by Emura et al. in [52],
for generating the public values of the access tree representing a predicate. We de-
vice an BuildTree-Validity algorithm which gives provision to publicly verify the
correctness of the generated public values of the predicate and with this we reduce
the trust on group manager in producing public keys of the predicates. We device
an idea to achieve attribute anonymity. The proposed ABGS scheme achieves the
better efficiency than the other schemes [52; 72] in terms of signing cost, verification
cost , secret key length and signature length. When compare to VLR-GS scheme
in standard model by Libert et al. [82] our scheme achieves an additional feature
namely, non-frameability, and has shorter signature length. We emphasize that our
scheme achieves constant signature size, independent of the number of attributes,

when compare to other ABGS scheme in the literature.

e Setup(1¥): It generates the system parameters : params = (G, Gy, G, e, 9, T,
Ho, H, Att); where

(i) Gi, Gy, Gy are the cyclic groups of prime order p, where 2871 < p < 2k,
1 : Gg = Gy is an isomorphism, e : G; X Gy — G is a bilinear map.
(ii) Ho:{0,1}* — Go and H : {0,1}* — Z; are the hash functions.
(iii) T = O(k) is the total number of time periods.
(iv) Att = {atty,...,att,, }, for m = O(k)! is the universal set of attributes.

e KeyGen(params): It takes an input system parameters params and outputs a

group public key gpk, an issuing key ik and the vector grt of revocation tokens.

(i) Select the generators g1, h € Gy and g, heGy:g = ¥(ge) and h = w(ﬁ)

(ii) Select v €r Zj, and computes w = gj.

'For m = 1 it becomes a group signature scheme.
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(iii) For each att; € Att, choose s; €r Zj, sets S = {5, }att;earn, and computes
haw, = h%,Vatt; € Att.

(iv) Select the vector of group elements, (hy, ..., hy)'eg GI.

(v) Initialize the vector of revocation tokens, grt, registration table, rég and

the revocation lists, { RL;};_; as empty.

(vi) Outputs an issuing key ik and a group public key gpk.
gpk = (917 h7 92, i”u w, (Blv e ﬁT)u {}Alattj }att]-GAtt)a ik = (’)/7 S>7 gFt

e BuildTree(params, gpk,ik,T): It generates a public values for the predicate
T.

(i) Let Ty be the tree that represents the predicate Y.
(i) Get extension tree T°** <— AddDummyNode (7).

(iii) Get secret values for each dummy node and the secret value of root of T**

using ({84, }a,epp, , S7) < AssignedVaule(S, 7).

(iv) Output the predicate public values, Ty = ({54, }d;enr, » hp = her | o),

Here we relax the trust on the group manager in computing public values for
the predicate. We give another algorithm, BuildTree-Validity, which allows
a user to verify the validity of the public values of the predicate with the help
of group public key gpk.

e BuildTree-Validity(params, gpk, Tr):

(i) Randomly choose an attribute set, Leaves C Att : T(Leaves) = 1 And
gets the corresponding Ay, (Vatt; € Leaves), and Ay, (Vd; € D) by

running MakeSimplifiedTree(Leaves, T").
> ~ Aatt ~Ag
i — j g
(11) Compute hroot = HattjELeaves hattj X deeD%;aves hdj
_ 7 8: Natt., 784 0g.
- Hatt]’GLeaves h*77et % deEDqL"'erMES P

~ Zattj €Leaves Aattj Sj+2dj GD%EGUES Adj sdj
T

= h = h*T from (2.6).

Tt has provision to increase the time intervals by adding new group elements ﬁT+1, ... €g Gy
and update the gpk without altering the other keys.
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(iii) Verify whether lAzmot - fLT. If not then 7~ is the invalid public values of
the predicate Y.

e Join(< params, gpk,t,ik, upk;, A; >, < params, gpk,t, upk;, usk; >):
This is the modified version of the Join protocol in [48; 52|, which also includes
revocation tokens. Let NIZK be a non-interactive zero-knowledge proof, SPK be
the Signature Proof of Knowledge, and Ext-Commit be an extractable commit-
ment scheme, the trapdoor of the commitment will not be known to anybody
except to our simulator in the traceability proof. As a result of this protocol,
U; gets ski' = ((Ai, @5, 9i), {T5j Yate,ea,), Where (A;, z;, ;) is a membership cer-
tificate, {7 }att,ca, is the set of attribute certificates and A; C Att is the set
of U;’s attributes. And GM ends with the updated grt and rég. The protocol

begins as follows,

(i) U; picks y; €r Zj, computes ¢; = Ext-Commit(y;), F; = h:,
w1 = NIZK{y; : F; = h¥ A ¢; = Ext-Commit(y;)} and, sends Fj, ¢; and 7 to
GM.

(ii) GM checks m; using the NIZK method. If 7 is not valid, then abort. GM se-
lects x; € Z3 and computes A; = (g155)Y 00, B; = e(g1 F;, g2) [ e(Ai, w),
Di = €(Ai,g2),ﬂyj = Afj(Vattj € .A1> and T = NIZK{xi7{Sj}(attj€Ai) :
Bi = DI AT, ; = A7 (Vatty € A) A haw, = h% (Vatt; € A) Ae(T,;,h) =
e(A;, ﬁattj)(Vattj € A;)} and, sends A;, B;, Dy, {Ti  }at;ea, and 7 to U;.

(iii) U; checks mo. If o is not valid, then abort. U; makes S; 4, = DSigysk,; (A;)
and sends to GM.

(iv) GM verifies S; 4, with respect to upk; and A;. If S, 4, is valid, then GM
appends the tuple (i, upk;, A;, z;, F;, S; 4,) to rég and sends z; to U;. GM
computes the revocation tokens, {By; = 1(h;)" }i—, and it is added to the
vector of revocation tokens grt but not to the {RL; }i—y lists.

(v) U; checks the relation e(A;, g2)"e(A;, w)e(h, g2) Y < e(g1, g2) to verify
whether AZ(“”*”) = g1 hY:.

!Note that T; ; values can be stored in a public repository, so the size of sk}s can be reduced to
three elements, i.e. sk; = (A;, i, ;).
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GM chooses sp41 € Zj, and computes gu,,., = go" when a new attribute

atty,41 is added. Let U; be issued T;,,+1. Then GM computes T} 41 = At

and 73 = NIZK{S;11 : Tjmr1 = A" A ﬁattmﬂ = RSt A e(TimH,ﬁ) =

e(A;, hatt,,1 )}, sends T; 1 and w3 to Uy, and opens Aagg,, -

e Sign(params, gpk,t, sk;, ¢, M, T): It generates a group signature ¢ on message
M € {0,1}* for the time interval ¢ with the user private key sk; who satisfy the
predicate T with his subset of attributes ( C Aiq : T(¢) = 1.

(i) Get the public values of T from the public repository!.
(ii) RunsMakeSimplifiedTree((,7*"") and get the corresponding A,y (Vatt; €
(), and Ay, (Vd; € D}.).

(iii) Compute sp, = Zd ens. Ag;sq;- Let sy, = BageecAate; 55 Note that from
(26) STy -+ ST, = S1.

(iv) Select r €g Zy, and computes f = Ho(gpk||M||r) € Gs.
Then compute f = ¥(f).

(v) Select a, 8 €r Zj;, and compute

Cy = Ash®, Gy = 747, Cy = o(hy)’,

Aatt; s 2 st +s
04 = Hatt]ECT;,j ]AiT2¢(hT)a = AiTl T2 hSTa = ClsT

vi) Set 7 = ax; + y; and compute
Yy p
e(C1,w h, e(h,w T; 7
V = 8PK{(a, B, a;,7) : Ao} — clhge)Telll® A 0 — fo+a A Cy = b(hy)}
(M) = (¢, Sas S8, Suys Sr)-

The computation of SPK is given in subsequent section.

(vii) Outputs o = ({Ci}i,,V,r) € G} x Z2°.

A signer proves the knowledge of («, 3, z;, 7) which satisfies the above 3 rela-

tions described in SPK. The first relation captures whether a signer has a valid

LGM runs BuildTree algorithm to generate the public values of the predicate T and stores it in
a public repository. Note that if the public values of the required predicate is present in the public
repository then the user will not approach GM.
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membership certificate issued by the Join algorithm or not. The relation (4.1)
in the verification algorithm captures whether a signer has valid attribute cer-
tificates or not and also proves the association of the membership certificate
with attribute certificates. The second and third relations are needed for re-
vocation check in verification. Note that the signature is independent of the

number of attributes, thus its length is constant.

e Verify(params, gpk,t, RL;, M, o, 1) :

A verifier verifies the group signature o as follows,

(i) Signature check: Checks that the o is valid, by verifying the SPK V' and
the relation
e(Cy, hr) = e(Cy, h) (4.1)

The verification of SPK V' is given in subsequent section.

(ii) Revocation check: Check that the signer is not revoked at the interval ¢ by
checking
e(Cy, hy) # e(ByCs, f),Ygrt[i][t] € RL,. (4.2)

Consider e(Cy, hy) = e(f5+% hy,) = e(f, hy)?™. On the other hand,
e(BuCs, [) = e(@(h)™(h)’, f) = e((hn), [)***. Thus, the revoked

user’s signature can be detected.

Note that a user can be revoked for a certain time period, after which again he can
join the group and generate the valid group signatures with same key. That is, if GM
wants to revoke a user for a period from time interval ¢ to time interval ¢’ ,then he
will add ¢’ — ¢ + 1 revocation tokens from interval ¢ to ¢’ to the respective revocation

lists RLy, RLyyq, ..., RLy. Thus suspension of a member is possible.

4.3.1 Computation of SPK

In the signature algorithm U; computes V' as follows,
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(i) U; chooses blinding values 7, 75,74, 7+ €r L.

(ii) Ui computes Ry = gl CGl ™ Ry — frotre, Ry = o(hy)"s

(iii) U; computes ¢ = H(gpk,t, M, {C;}}_1,{Ri}3_,).

(iv) U; computes s, = 1o + ca, sg = 15 + €3, Sy, = 1y, + cx; and s, = 1, + cT.

Thus, V = (¢, 54, 58, 82,5 S7)-

4.3.2 Verification of SPK

In verification algorithm the verifier verifies SPK V' for the group signature o =
({Ci}i,, V., r) as follows,

(i) The verifier computes

f= “rlo(gpkllMllr) fF=v(f),
e(h,g2)57 e(h,w)se ¢
R - 9(20)’1 92()512 ( %1!]1!21 )

= (g)
Ry =(h)* (&)
(ii) The verifier checks whether
H( pk t, M, {C }z 17{Ri}13:1)'

Y

4.4 Security Analysis
Theorem 4.4.1 The proposed ABGS scheme is correct.
Proof SPX ensures that the scheme is correct. 0J

Theorem 4.4.2 The proposed ABGS scheme preserves attribute anonymity.
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Proof According to the definition of attribute anonymity it is sufficient to show that
for any predicate T and for any subset of attributes A; : 3(;, & C A; that satisfy the
predicate i.e., T(¢;) = Y({2) = 1, the output of Sign(params, gpk,t,sk;, (1, M, Ty)
is indistinguishable from the output of Sign(params,gpk,t, sk;, (s, M, Ty), subject
to the constraint that they passes verification algorithm.

For any group signature o = ({C;}{_,, V. r), the attribute certificates are hidden
and used in Cj; computation and it is easy to observe that for any two given group
signatures the value Cy = (C7)*" will not distinguish among themselves, since both
are identical because of same sy value. Thus it will not reveal the underlying subset
of attributes, but only it proves that it satisfies the predicate. Thus the proposed

scheme preserve attribute anonymity. ([l

Theorem 4.4.3 The proposed ABGS scheme satisfies the BU-user anonymity in the

random oracle model under DLIN assumption.

Proof Lemma 4.4.4 implies the Theorem 4.4.3. 0

Lemma 4.4.4 Suppose an adversary A breaks the BU-user anonymity of the pro-
posed scheme with the advantage €. Then, we can construct an algorithm B that
breaks the DLIN assumption on Go with the advantage (% — %) €, where n is the
total number of members, T is the number of time intervals, qs is the total number

of signature queries, qg is the total number of hash queries and p is large prime.

Proof The input of B is an instance of DLIN problem, (@, 0, B, U= u’, V= 0P, Z) €
GS$, where a,b €p Z,, and either 7 = hatd or Z = he for ¢ €r Zy. B decides which

A

Z it is given by communicating with A . Let the challenged group signature be
S ({Cz* ;1:1’ V*,’I“*>.
Setup. Algorithm B simulates an VLR-ABGS scheme as follows,

(i) B generates system parameters, params and set Ho and ‘H as hash oracles.

(ii) Bselects i* €g [1,n] and t* €g [1,T]. B sets go = @, and g1 = 1(g2).
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(iii) B selects h € Gy and computes h = w(ﬁ) Also chooses v, s1, ..., Sy, T1, ..., T'T ER
Zy. And computes w = g, {hay, = h*}™, and h, = gt for all t € [1, T] except
t*. B sets fzt* = 7.

(IV) B sets a group pubhc kGY7 gpk = (917 h7 g2, ]Al) w, {]tlt}}‘:h {ﬁattj }attjEAtt)-

(v) For the user U, B define ;» = a and Az = (g1hv* )0+ which are unknown
for B. B sets By j = ¥((2%)r;) = ¥(gs ") = w(ﬁ;’) except for j = t*. By =
Y(0%) = (he)?) is also unknown to B.

(vi) B gives gpk to A .

Hash queries. At any time, A can query the hash function Hy or H. B responds

with random values with consistency.

Phase 1 A requests the queries as given in BU-user anonymity game. B answers
to these queries as the real settings of VLR-ABGS scheme, since B knows all the

values. If ¢ = ¢*, then B responds the queries as follows.

e Signing queries: B computes a simulated group signature of ¢*, depending on
t as follows,
Case of t # t*:

(i) Bselects 1, 3,6 € Z;, and sets F=n f=u(f).
(i) B computes Cy = fPBS, = fﬁb(ﬁf“)‘s = fB+e and C3 = T/J(ilt)ﬁ.

(iii) B selects C; €r Gy and set Cy = C{". B gets sp from the BuildTree

procedure.

(iv) B computes a simulated SPK V' by selecting a random ¢, s, 53, S¢,, Sr €r Z,
and computing the corresponding (R;, Rs, R3) by following the procedure,
Verification of SPK, given in appendix B, and patching the hash oracle at
H(gpk,t, M, {C;}_,, {R;}?_,) to c. If this backpatch fails then B outputs
a random guess and aborts. Furthermore, B defines Ho(gpk, M, r) = f Cf

this backpatch fails then B outputs a random guess and aborts.

Case of t = t*:
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(i) Bselects 1, 3,6 €r Z; and sets f =, f = w(f)
(ii) B computes Cy = (aPU)° = o(fP+%*), and Cy = th(hy)P.

(iii) From here it is the same as in case of t # t*.

Then B responds signature o = ({C;}1_,, V,r) to A . Note that it has the same

distribution as the real due to the perfect zero-knowledge-ness of SPK.
e Corruption queries: B outputs a random guess and aborts.
e Join queries: B outputs a random guess and aborts.

e Revocation queries: If t # t*, B responds B;+;. Otherwise outputs a random

guess and aborts.

Challenge A outputs a message M*, the current time interval t*, a predicate
T*, an attribute set ¢ and two uncorrupted members U, , U, , such that T*({) =
1, € A;, and ¢ C A;,, to be challenged. Ty~ is a public values of the predicate T.
If t* # t* then B outputs a random guess and aborts, its probability is 1/T. B picks
k €r {0,1}. Then, if i,, # i*, B outputs a random guess and aborts, its probability is

1/n. Otherwise B try to simulate the challenged signature o* from A;_ as follows,

e B selects r* € Z,, regards b as § which is unknown, and sets f = }AL, f= ¢(f)

B gets corresponding sy from the BuildTree procedure.

e Bselects Cy €r Gy, and sets Cy = 9(2),C3 = (V) = ¢(h)?) and Cy = C7.
Note that if Z = h*+? then Cy = ¢p(h*?) = fF+ein,

e 5 computes a simulated SPK V' by selecting a random c*, s, s3, s}, 55 €R
Z,, and computing the corresponding (R1, R, R3) by following the procedure,
verification of SPK, given in appendix B, and patching the hash oracle at
H(gpk, t*, M* {C: YL, {R;}2_,) to c¢*. If this backpatch fails then B outputs
a random guess and aborts. Furthermore, B defines Ho(gpk||M*||r*) = f. If
this backpatch fails then B outputs a random guess and aborts. The simulation

failure probability is less than (¢g + qs)/p-
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In case of failure, B outputs a random bit and aborts, otherwise, ({CF}L,, V* r*) is
the signature on M* given back to A .

Phase 2. A requests the queries as given in BU-user anonymity game and B answers
it similar to the phase 1.

Output. A outputs its guess v’ € {0, 1} with advantage e. Our algorithm B outputs
0 if x = & (indicating that Z = h**?); otherwise B outputs 1 (indicating that Z
is random in Gy). Thus it has advantage of (n—lT — %) € in distinguishing DLIN
tuples. 0

Theorem 4.4.5 The proposed scheme preserves the attribute unforgeability under
KEA1 and DL assumptions.

Proof Lemma 4.4.6 implies the Theorem 4.4.5. 0

Lemma 4.4.6 Under the DL and K E A1 assumptions there exists no PPT adversary
A which passes verification with forged attributes with non negligible probability.

Proof The input to the simulator B is an instance of the DL problem, (g, ¢’) € G3.
Let £ = log,g'.
Setup: According to the VLR-ABGS scheme setup B generates the system pa-
rameters, params and sets go = ¢, h = g, g1 = Y(g2) and h = ¢(iz), and gen-
erate the remaining parameters, gpk = (g1, h, g2, h,w, {?Lt}zrzl, {Battj}attjeAtt),ik =
(v,S) and grt.
Queries: As B knows all the keys, it can answer all the queries generated by an
adversary A according to definition of attribute unforgeability .
Output: Finally, A outputs a signature ¢* with forged attribute certificates on
message M*, a predicate T* whose public values are Ty~ = ({84, }a,¢ Dy, iAzT,TeXt),
and signer’s secret key sk;« such that T(A;) # 1. As it is a valid signature which
passes verification algorithm and from (4.1) Cj = (CY)*7. This can be viewed as
C; = AT here = (glhyi*)“ﬁiizi*hsm = (ng)ﬁX and g;” can be extracted by raising
the power v + x;«, where

X — (hyi*)%hsm
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It is like B is giving input (b = 9¥(g), hr = ¥(9)*") to A and A implicitly returns
(¥(g"),¥(g")*7). Then by KEA1 assumption, B can utilize the extractor A to extract
a value . Under DL assumption it can be done with negligible probability. Thus
the signature produced by the forged attribute certificates can pass verification with
negligible probability.

To be more particular, we can assume thatsi_:he A is missing atleast one attribute
certificate, say Tj; = A}, ie. (@/}(g’)hyi*)ﬁ is unknown to A, but he knows
hei = g%. And A is producing it in forged group signature ¢*. Then similar to above

from KEA1 and DL assumptions it is negligible to produce such signatures. 0

Theorem 4.4.7 The proposed scheme preserves the collusion resistance of attribute.

Proof Lemma 4.4.8 implies the Theorem 4.4.7. U

Lemma 4.4.8 Even if some malicious participants U;,, ..., U; (k > 1) with the set
of attributes (;,, ..., ¢;, collude, they cannot make a valid signature associated with a
predicate T, where (U_, Y (G;,) = 1) and Y((;;) # 1 for j = 1, ..., k with non-negligible
probability.

Proof Without loss of generality, we assume that U; with ¢(;, and U, with ¢,
represent malicious participants. U;, and U;, attempt to make a valid signature
associated with Y which satisfies Y((;, U (;,) = 1,7(¢,) # 1 and Y(¢,) # 1.
They can make the SPK of («a, 3, zg, 7) satisfy the SPK relations because they have
a valid membership certificate A;,. We assume that A} = A;,, where t € Z3. Note
that the probability of ¢ = 1 is negligible. Then, from equation (4.1) C; = C{°7,
Eatt]-eglAjtj + Xatt;ec, tAjs; + EdjeD§T Ag;54; # st holds since t # 1. This means
that they cannot use {Til,j}attjegl and {TZ-QJ}att].GQQ simultaneously. i.e. they cannot
collude the attribute certificates. 0

Theorem 4.4.9 Suppose an adversary A breaks the traceability of the proposed scheme
with the advantage €. Then, in the random oracle model,an algorithm B can be con-

structed that breaks the q-SDH assumption with the advantage %e.
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Proof Since the membership certificate format is similar to the one proposed in

[48], the proof is similar to the proof given in [48; 52|. The input of simulator B is

(9,9, 915+ 94) € Ga x G4 where g = (g, g = (g’)ii(for i€1,q)) andlet g = ¢'.
Let ¢ — 1 be the total number of members.

Setup: B simulates KeyGen as follows:

(i) Bselects v, {x; Y, {y:i Y], {s;}vattyeany, {retiey €r 7y, where T is the number

of time intervals.

ii) B selects a target user U;« € {Uy,...,U,_ 1}, and sets v = & — x;+. B computes
g a gl

g1, h, g2, h and w as follows:

o Let f(y) =I5 (y + ). Therefore, f(v) = f(§—i) = [Ty (€ — @i + ) =
S0 (i), where ag, ..., Qg1 € Z, are the coefficients of the polynomial

f(7), are computable.

o Let fz(y) =fW)/(y+x) = H] L (y +x5). Thus, fi(7) = fi(€ —25+) =
IT5- . i (§—w +15) = X9 5 (B;€7), where f, ..., B,_2 are the coefficients
of the polynomial f;(7), are computable.

e Note that, g#0) = (¢/0)55 and fu(7) = F(3)/(€ — 2w +202) = F(7) /€.
S = 010 (gl T2 (g

o h=g 0 =11120(g))"

o h=o(h).

o g1 =1(g2) = I /W

o w={I15 (g )"/ TEZ0 (g )% | /95"
g e (g vl (v } e
=93

Thus B can compute these values by using the ¢—SDH input instances.

(iti) B computes {h, = h™}L_,, grt[i][t] = hi', Vi € {1,...,n},t € {1,..., T} and other

parameters as the real settings.

(iv) Bmakes params = (G1, Gy, Gr, e, 1), Ho, H, Att), grt, ik = (v, {s;}att;ean), gpk =
(g1, h, go, hyw, {hs 1y, {hat; Yatt e ). params, gpk and grt are given to A .
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Queries: In the Join queries, B can get a secret value y; of a corrupted user by
extracting the commitment value. B computes a group membership certificate as
follows:

1 1
In the case of i = i* : Ay = h” = (h*8)& = (g h¥ ) e

In the case of i # * :Compute A; as follows:

q—1 . ) Yi—Yqix )
A = (g =t (E T +11)> giz(’Y)
- (E—zix+x5)
= g§+xi—%‘* J=1,j7#i* v 7%

1
{g”f(’Y) /gy’i* Hj;i,j;&i* (E—zix+xj) } Etwy— ;%

= (k%)

B computes {7 }ate;ca, = {AY }att;ea,- Thus B can answer all the queries made by
an adversary according to traceability game.

Output: Finally, A outputs a forged signature o* = ({C;}L,, ", 8585385, 55, 1)
with € advantage.

By using the forking lemma, B can get the two valid signatures ({C}}i_,, ¢*, sk, 55, &

Y Yo T

st,r*) and ({Cf oy, sly, s, 5L, s, r*) with probability ¢ > 1 — % ) > 2950 [48].

»Tx? e} T X 2k7
— — * _ " __ /
Let " = ¢ — s, = s;, — 8,85 = 85 — 85,8, = s, — s, and 8] = s7 — 5. Let
T=sl/" a=5") F=5"/"A=C}/h% and § =T — a7.
- , : cr, , h,
Now (A, Z, ) is a valid member certificate because z((gll gf; = e!zzc)*eg( )% holds. From

the success of the adversary in the attack game, we know that A does not belong to
{Ai};l;ll. We assume that T # x;«.

Consider,

N
Il

(9uh")7
(hV§h7§—yi* ) =

V§+(y Yix)
= T4y

(
(o

1
—1 v~
(VE+H(T—y;x Z 1 isti* ({—i—zi—:ci*)) THE—x ik

1 T § Tk . . .
Do #€ > i (can be written in this form)
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Zg q—1 _ .4
= gt YR (can be written in this form)

The polynomial coefficients 2y, ..., 24—1, 20, 21, ..., Zg—1 are computable. Let x = T—x;«,
bt =1z i L

then (A/gZ?:l1 S gﬁ holds. Therefore (x,gﬁ) is the new SDH tuple. If

T = x4 then (0, g%) will be the new SDH tuple. The advantage of B is (1 —5Ut)e > le,

5 n2k

since n > 24§,§H : O

Theorem 4.4.10 Suppose an adversary A breaks the non-frameability of the pro-
posed scheme with the advantage €. Then, an algorithm B can be constructed that
breaks the DL assumption with the advantage 1—12(1 + %)e, where n is the number of

honest members.

Proof Since the membership certificate format is similar to the one proposed in
[48], the proof is similar to the proof given in [48; 52]. The input of simulator B is
(9,9") € Gy x Gg, let & = log,g’. We consider the two types of adversaries by the
results of the OpenUser algorithm. We explain the details of classification of the
adversary in the proof. Let ¢ be the number of all members, n be the number of
honest members, and g; = ¢ —n be the number of corrupt members. We assume that
all initial members {Uy, ..., U, } are honest.

Setup: B simulates KeyGen as follows:

(i) B selects d € {0,1}. If d = 1, then B selects a target user U € {Uy, ..., U, }.
Note that d = 0 means B guesses that A is Type 1 adversary, and d = 1 means
B guesses that A is Type 2 adversary.

(ii) B computes the group public key and member certificates as follows:

(a) B selects v,{s;}(vatt;ear), {i, Yi}iz1 €r Z. If d =1, then set y;» = &.

~

(b) If d =0, then B sets g1 = ¥(g),92 = g,h = ¢ and h = ¥(¢’).
(c) If d = 1, then B selects g, €x Gy and sets g, = 1(ga), h = g, h = ¥(g) and
Y = &.

(d) B computes w = g3.
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(e) B computes member certificates {(A;, 24, y;) }i—; by using . If d = 1, then
A = (9uld)TT = (@) 7.

(f) B computes other values as the real settings, and gets params = (Gq, G, G,
e, 1, Ho, H, Att), grt, ik = (7,5), and gpk = (g1, h, g2, b, w, {he}i-,

{gattj }attj EAtt) .

(iii) B gives params, gpk, ik and grt to A .

Queries: In Join queries, A knows (A;, x;), for i € [1,¢|, because A plays the role
of corrupted GM. However, A cannot know secret key of a target user y. For Signing
queries, B makes a group signature by using (A;, x;,y;), and return its signature, if
d =1 and ¢ = 7*, then B aborts. For Corruption queries, B answers y;, if d = 1 and
1 =1, then B aborts.

Output: Finally, A outputs the valid group signature for honest user, say U,. We
can get the member certificate (121, Z,7) by using the same technique as for traceability.
We define a Type 1 adversary A, which is the case of A = A, € {A;}", and T # x.
We define a Type 2 adversary A, which is the case of (A,%) = (Ag, x).

e In the case of Type 1 : If d # 0, then B aborts. Otherwise A = (glhg)ﬁ =
o ~ 1 1
(91T)75 holds. As A = Ay, = (gih# )%™ = (g )7+ holds. Therefore, B

CEm e e

can compute £ = T

e In the case of Type 2 : If d # 1, then B aborts. If £ # ¢*, then B aborts.
Otherwise, A = (glh?j)ﬁ = (gﬁ/}(g)g)ﬁ holds. Moreover, A = A =
1 1
(g1hvi*) ==t = (g190(g)¥ ) *** holds. Therefore B can get £ = g.
240

The advantage of B is (5(3 — %’Tﬁ)e +32(z— %)6) > (14 +)e, since n > 251 [

4.5 Comparison

In the proposed scheme, a group signature contains 4 elements from G; and 6 elements

from Z:. The use of MNT family of curves [89] can make the representation of
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elements in G short, one can take p to be a 170-bit prime, and the represent of Gy
and Gr can be expressed in 171 and 1020 bits, respectively [26; 28]. Thus, the total
group signature length is 1704 bits(= 213 bytes).

Let ® = |(], where ( be the set of attributes which is associated with a signature
and m = | Att|. Let /1 be the average number of attributes assigned to any user. RO
means Random oracle model, e represents the paring operation and r represents the
number of revoked members. In Table 4.1, we compare the efficiency of our scheme
with other schemes. Note that the parings values e(h, g2), e(h,w) and e(gy, go) can
be precomputed and use in the algorithms to reduce the number of paring operations
in each invocation of algorithm. Also note that the verification cost of the proposed
scheme is independent of the number of attributes, where as in other schemes the
verification cost is linear in terms of the number of attributes. From the table it can
be noticed that the combined scheme of Herranz et al. [70] and Libert et al. [82]
in the standard model neither achieves non-frameability nor its verification cost is

independent of the number of attributes and also all the key lengths are large.
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4.6 Summary

4.6 Summary

We have proposed a VLR-ABGS scheme which achieves attribute anonymity and has
backward unlinkability feature with constant signature length, and proven that it is
secure under random oracle model with well known assumptions. We note that our
scheme is efficient than the other ABGS schemes in terms of signing cost, verification
cost and signature length. Furthermore, suspension of group member is possible for

a prescribed time interval.
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Chapter 5

ABGS Schemes with Attribute

Anonymity without
Non-frameability in the Standard
Model

In the previous chapters, we proposed ABGS schemes with attribute anonymity secure
in the random oracle model. In this chapter, we propose an ABGS scheme with
attribute anonymity and constant length signature which is secure in the standard
model. Further, we propose another scheme having same features but with shorter

signature length.

5.1 Introduction

Khader’s ABGS schemes are secure in the random oracle model [72; 73]. Emura et
al. proposed an ABGS scheme in the random oracle model [51]. All these scheme’s
signature length is variable with the number of attributes and does not have attribute

anonymity. We propose an ABGS scheme with attribute anonymity in the standard



5.2 Proposed Scheme

model [4]. Our construction achieves constant length signature which is independent
of the number of attributes. We also device another construction for short ABGS
scheme with attribute anonymity with the similar features as above but with the
shorter signature length [3]. We prove that our schemes, in the standard model,
preserve attribute anonymity unconditionally, user anonymity in CPA attacks under
Subgroup Decision assumption, preserves traceability and attribute unforgeability

under DL and KEA1 assumptions. Our schemes do not preserve non-frameability.

In Section 5.2, we present the proposed ABGS scheme with attribute anonymity
and the related security definitions. The construction of the proposed ABGS scheme
is described in Section 5.3 along with the security analysis and comparison with
previous schemes. In Section 5.4 we give another construction of the proposed ABGS
scheme with shorter signature length along with the security analysis and comparison

with previous schemes. Finally we summarize in Section 5.5.

5.2 Proposed Scheme

In this section, we give some definitions which are similar to the one given in papers
[33; 52; 73] but altered to add attribute anonymity.

Let k be the security parameter, Att be the universal set of attributes, T used
to denote the predicate, Ty be an access tree representing the predicate T, Ty the
public values associated with T, gpk the group public key used to verify the validity
of the group signature, ik the issuing key used for issuing private keys to users, okyser
the opening key used for opening the signer’s identity from the given group signature,
id € {0, 1}* represents the user identity, kiq be the user’s private key, Aiq C Att the
attributes of the user with identity id and Y(¢) = 1 denotes that the attribute set ¢
satisfies the predicate Y.

Definition 5.2.1 (ABGS) An ABGS scheme consists of the following five algo-

rithms. Unless specified all the algorithms are probabilistic.
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(params, gpk, ik, okyser) < Setup(1%): It takes the security parameter k as

an input and generates system parameters params, a group public key gpk,
an issuing key tk for enrolling group members and an opening key ok,se, for

identifying the signers.

o kiq < Join(gpk,ik,id, Aiq): This algorithm generates the private key for the
user with identity id. It takes ik, user identity id and subset of attributes

Aiq C Att, and outputs a user private key kiq which is to be given to the user.

e 0 < Sign(gpk, kia, ¢, M, Y): It takes gpk, kiq, an attribute set { C Aiq, a mes-

sage M and a predicate Y, and outputs a group signature o.

e 0/1 < Verify(gpk, M, Y,0): This is a deterministic algorithm which outputs
a boolean value. If it is 1 it claims that o is a valid group signature on M with

respect to Y, otherwise invalid.

e id/ 1 < Open(gpk,okyser,o) : This is a deterministic algorithm which takes
an opening key okyser and a group signature o, and outputs either id or L.
If id then the algorithm claims that the group member with an identity id has

produced o, and if 1, it claims that no group member produced o.

Following are the entities in ABGS scheme:

e Group manager GM has issuing key ik and opening key ok,s.,. Using issuing
key GM enrolls a user into the group by allotting some privilege (in terms of
attributes) say Ajq C Att and issuing a user’s private key kiq, by running the
Join algorithm. GM runs Open algorithm to reveal the signer’s identity from the

group signature.

e Group members or signers who are having their private keys kiq’s. They run
Sign algorithm to produce a group signature on a document M with predicate

T if they possess valid attribute set which satisfies the predicate.
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e QOutsider or verifier who can seek a group signature for a document M with
predicate T from group manager GM. He can also verify the group signature

using the group public key, gpk.

ABGS scheme is correct if the group signatures produced by an honest group member

are verified and reveals the identity of the signer.

Definition 5.2.2 (Correctness) We call an ABGS scheme is correct if for all hon-
estly generated (params, gpk, ik, okyser) < Setup(1¥), for all kiq + Join(gpk, ik, id,
Aiq) the following equations hold.

1 < Verify(gpk, M, Y, Sign(gpk, kia, ¢, M, 1))

(CAqand T(¢) =1

id < Open(gpk, okyser, Sign(gpk, kia, ¢, M, T))

We write Sign(gpk, ik, id,(, M,Y) (i.e. in place of user private key k;q4, we use issuing
key ik and user identity id) to denote the following task: pick the corresponding
kiq from the list (we assume that a list {(id, kiq)} is maintained) and returns the
group signature o < Sign(gpk, kiq, (, M, T), and if the related kiq is not present in
the list (i.e. kiq is not generated yet) then choose Aijq C Att randomly such that
¢ € Aiq, T(¢) = 1 and get kiq < Join(gpk,ik,id, Aiq), store it in a list and finally
return the intended group signature o < Sign(gpk, kiq, ¢, M, T).

For convenience, in the definitions below we denote sign oracle as Sign(gpk, ik, ., ., ., .)
to generate the group signature requested by an adversary with the query that in-
cludes user identity id, a message M and a predicate Y. And we denote join oracle
as Join(gpk, ik, .,.) to generate a user private key kiq < Join(gpk,ik,id, Ajq) upon
input id and an attribute set Ajq C Att queried by the adversary.

In ABGS scheme a group member may have multiple attribute sets to satisfy the
predicate and he can produce a group signature using one of them. An ABGS scheme
preserves attribute anonymity if it is computationally difficult to identify with what

attribute set he produces the signature.
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Definition 5.2.3 (Attribute anonymity) We say that the ABGS scheme preserves
attribute anonymity if, for all honestly generated (params, gpk, ik, ok,se,) < Setup(1%),
for all predicates T, for all attribute sets A;q C Att such that there exist (1, C Aiq
and Y(¢1) = Y(¢) = 1, for all kiq < Join(gpk,ik,id, Aiq) and all messages M, the
distributions Sign(gpk, kia, C1, M, Y) and Sign(gpk, kiq, ¢z, M, ) are identical.

In other words, even the computationally unbounded adversary cannot link a signa-

ture to a set of attributes used to generate it.

ABGS scheme preserves user anonymity if there are at least two group members
possessing valid attribute sets and one of them produces the group signature then it
should be computationally hard to identify who produced the group signature among
them.

Definition 5.2.4 (User anonymity (CPA)) We say that the ABGS scheme preserves
user anonymity under CPA if for all PPT A, the probability that A wins the follow-

ing game is negligible.

e Setup : The simulator B generates (params, gpk, ik, okyser) < Setup(1¥). B
gives gpk to A.

e Phasel : A is given access to the oracles Join(gpk, ik, .,.) and Sign(gpk,ik, ., .,.).

e Challenge : A outputs M*,T* and two identities IDy, D, : 3¢; C A;p,, (2*C
Arp, and T*(¢;) = T*(() = 1 to be challenged. The simulator B randomly se-
lects x €g {1,2} and responds with a group signature o* < Sign(gpk, kip,, Cs, M*,
Y*). The constraints are the private keys of 1Dy and 1Dy to the join oracle,
and group signatures on (M*,Y* IDy) and (M*,Y*,1Ds) to the sign oracle

should not be queried before.

INote: If we provide Open oracle to the adversary then the user anonymity will be enhanced to
CCA - security notion

2¢, can be equal to ;. Since we are concerned only about the user anonymity the attribute
anonymity is separately considered in attribute anonymity definition.
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e Phase2: A can make all queries similar to Phasel under the constraints men-

tioned above.

e Output : A outputs a bit x’', and wins if x = x'.

The advantage of A is defined as Adva = |Pr(z = a') — 3|.

Thus there should not exist any PPT adversary to link a group signature to a user

with non-negligible probability.

ABGS scheme preserves traceability if it is possible to trace the valid group signature

to its signer with the help of group opening key.

Definition 5.2.5 (Traceability) We say that the ABGS scheme is traceable if for
all PPT A, the probability that A wins the following game is negligible.

e Setup: The simulator B generates (params, gpk, ik, okyser) < Setup(1¥). B
gives (gpk, okyser) to A.

e Queries : A is given access to the oracles Join(gpk, ik, ., .) and Sign(gpk, ik, ., ., .).

e Output : A outputs a message M*, a predicate Y* and a group signature o*.

A wins if
(1) Verify(gpk, M*,Y* 0*) =1 and (2) Open(gpk, okyser,0*) = L.

Thus it should be impossible to produce an untraceable valid group signature by any

PPT adversary.

ABGS scheme preserves attribute unforgeability if it is hard for a group member

to forge an attribute certificate in order to produce a valid group signature.
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Definition 5.2.6 (Attribute unforgeability) We say that the ABGS scheme pre-
serves attribute unforgeability if for all PPT A, the probability that A wins the fol-

lowing game is negligible.
e Setup: The simulator B generates (params, gpk, ik, okyser) < Setup(1¥). B
gives gpk to A.
e Queries : A is given access to the oracles Join(gpk, ik, ., .) and Sign(gpk, ik, ., ., .).
e Output : A outputs a message M*, a predicate Y* and a group signature o*.
A wins if
(1) Verify(gpk, M*,T*,0%) =1,

(2) OpGIl(gpk}, Okusera U*) =id and
(3) #C € Aia = T(¢) = 1.

Thus it should be impossible for any PPT adversary to satisfy the predicate with

invalid set of attributes.

ABGS scheme preserves collusion resistance of attribute certificates if it is computa-
tionally hard for group members to collude by pooling their attribute certificates to

satisfy the predicate and to produce a valid group signature.

Definition 5.2.7 (Collusion resistance of attributes) We say that the ABGS
scheme preserves collusion resistance of attributes if for all PPT A, the probability

that A wins the following game is negligible.

e Setup: The simulator B generates (params, gpk, ik, okyser) < Setup(1%). B
gives gpk to A.

e Queries : A is given access to the oracles Join(gpk, ik, ., .) and Sign(gpk, ik, ., ., .).

e Output : A outputs a message M*, a predicate Y* and a group signature o*.
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A wins if (1) Verify(gpk, M*,T*,0*) = 1, and (2) A has obtained kiq,, ..., kiq, :
T (U Aig,) = 1 and T*(Aig,) # 1 for j=1,..., k.

Thus the users with invalid set of attributes each, cannot collude with each other to

pool a valid attribute set for producing a valid group signature.

Definition 5.2.8 (Full anonymity) We say that the ABGS scheme preserves full
anonymity if it preserves both attribute anonymity and user anonymity. That is,

signature should not reveal the signer’s identity and also the attributes he holds.

Definition 5.2.9 (Full traceability) We say that the ABGS scheme preserves full
traceability if it preserves traceability, attribute unforgeability and collusion resistance
of attributes. That is, even if there exists a coalition of users, it is impossible to forge

signatures and attributes.

5.3 Construction - 1

In this section, we describe our first construction of ABGS scheme with attribute
anonymity [4]. Our construction is based on the Boyen et al’s two-level signature
scheme from [34] and the technique to build the access trees is from [51]. We use
non-interactive proof system technique of Groth and Sahai under subgroup decision
assumption (see Sec. 2.4.7) to generate the NIWI proofs for the relations in the group
signature, which helps to preserve the user anonymity of the proposed scheme. We
prove that our scheme, in the standard model, preserves attribute anonymity un-
conditionally, user anonymity in CPA attacks under Subgroup Decision assumption,
traceability under /-HSDH assumption and attribute unforgeability under DL and
KEA1 assumptions. In contrast to other existing ABGS schemes [51; 72; 73] our
scheme is built in standard model with attribute anonymity and achieves a constant

size signature independent of the number of attributes.
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e Setup(1¥): It takes the security parameter k as an input and outputs the system

parameters params, group public key gpk, issuing key ¢k and the opening key

OkUSET‘ .

Select the primes p and ¢ of size k. Let the groups G and Gt be of order
n = pq for which there exists a bilinear map e from G x G to Gr. Let G,

and G, be the subgroups of G of order p and ¢, respectively.
Define the universal set of attributes, Att = {atty, ..., att,,},m = O(k).
Select the generators g,u € G and h € G,.

For each attribute att; € Att select the attribute secrets s; € Zy. Let
S = {Si}attieAtt-
Compute the public values of the attributes {hqu, = A% }a,cau-

Select the exponents «, z € Z) and compute Z = ¢°.

Select the generators v',vq,...,v,y € G and define the Waters function,
F 0,1} — G, for M = (1, ..., flr) € {0,1}™ such that F(M) =

U’Hﬁlvfj, where m' = O(k).

Output the system parameters,
params = (n, G, Gr, e, Att)
The group public key,
gk = (9,4, Z, hy F, {haws, Yariearr) € G* x Gy x G™ ' x G
The issuing key ¢k and the opening key ok,ser,

ik = (gaaZ;S) e G x Z;kz X szvokuser =qc Z

The description of F includes the generators v', vy, ..., Up,.

e Join(gpk,ik,id, Aiq): It takes group public key, issuing key, user identity id

and subset of attributes A;q C Att, and outputs user private key kiq.
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(i) Select the unique identifier siq € Z7.

Compute the attribute certificates {gia; = gij FattieAy-

)
1
(ii) Compute the membership certificate giq = (¢)=**id.
(iii)
)

(iv) Output the user private key,
kia = (kia1s kiaz, kiag, kiaa) = (gia, 979, 0™, {giasi fartieay) € GPHA!

e BuildTree(gpk,ik,Y): It generates a public values for the predicate Y.

(i) Let Ty be the tree that represents the predicate Y.
(i) Get extension tree T°** <— AddDummyNode (7).
(iii) Get secret values for each dummy node and the secret value of root of 7
using ({54, }d,eps, 1) < AssignedVaule(S, T°).

(iv) Output the public values of tree T,
7—T = ({de}deDT7 AT = e(go‘7gST)7 Text)

e Sign(gpk,kia,(, M, T): It generates a group signature o on message M €
{0,1}™ with user private key kiq who satisfy the predicate Y with his sub-
set of attributes ¢ C A : T(¢) = 1.

(i) Get the public values of T from the public repository!.

(ii) Select a random s € Z;. Compute p = (p1, p2, p3, pa) = (Kig 1, Fia 2,
ka3 F(M)®,g=°) where p; = kij; is computed as follows:
— Select ( € Aiq : T(() = 1.
— Get ({Aast, }(vatt;e0) {Adj}(VdjeD%)) + MakeSimplifiedTree((, T°").

b Ad-sd- b Ad-sd-
att; ( d;jen$ " ;) Sawt;ecDateys;  djens %o B

A
— Compute p; = Watt,ecYiai  Gia = G Jia =

sT
9id -

1GM runs BuildTree algorithm to generate the public values of the predicate YT and stores it in
a public repository. Note that if the public values of the required predicate is present in the public
repository then the user will not approach GM.
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(iii) Commit the group elements p;, for i € {1,...,4}. Choose t1,1s,t3,t4 € Zy,

and compute o1 = p1h'', 09 = poh'2, 05 = p3h'® and o4 = pshts.

(iv) Compute the NIWI proofs for the committed variables py, ..., ps satisfying

the following pairing-product equations

e(Z, pr)e(p2, ;1) = Ar (5.1)

e(g, p3)e(F(M), pa)e(u™, p2) = 1 (5:2)

From (2.1) for the relation (5.1), according to Groth-Sahai NIWI proof
system under subgroup decision assumption we have A; = Z, A, = 1, X} =

p1, Xo = po,tr = Ap, 711 = 0,712 = 0,721 = 1 and 792 = 0. Then the proof

moo= T2 AR (T2 (&) 09 H0)) T2 (T2 (Rt
— Zt1p1521p§2ht2t1~

And for the relation (5.2), we have A; = g, Ay = F(M), A3 = u'X =
p3, Xo = py, X3 = po,tp = 1 and ~,;; = 0 for ¢, j € {1,2,3}. Then the proof

i ti(vij+ji itivig
Ty = T AR (T (&) 09 H)) T (T2 (Rtt7))
— gt3]:(M)t4(u—1)t2.

(v) Output a group signature:
o = ({oitizy, m,m) € G°

Notice that the attribute certificates are only used in computing p; value. Also

notice that the signature size is independent of number of attributes |(].

e Verify(gpk, M, Y, o): It verifies the group signature’s validity as follows,

e(Z,01)e(o9,01) = Are(h,m) (5.3)
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e(g,03)e(F(M),04)e(u, 09) = e(h, ma) (5.4)

Returns 1 if the above equations holds, else return 0.

Equation (5.3) establishes that the signer is a valid member holding required
attributes that satisfies the predicate T and equation (5.4) establishes that the

group signature is on message M.

e Open(gpk, okyser, 0): Parse the signature and get o,. Calculate (03)? and tests:
. ? S:
(02)7 = (g*eh")? = (g%9)

All the (g®)? can be pre-computed and stored as a list by the opener. It returns
the corresponding id if it matches any such value from the list, else returns 0.

Time to find the identity id is linearly dependent on the number of initial users.

5.3.1 Security Analysis

Theorem 5.3.1 The proposed ABGS scheme is correct.

Proof The correctness follows from the Groth-Sahai proof system correctness.

Theorem 5.3.2 The proposed ABGS scheme preserves attribute anonymity.

Proof According to the definition of attribute anonymity it is sufficient to show
that for any predicate T and for any subset of attributes Aiq : 3¢1, (s C A;jq that
satisfies predicate i.e., T(¢;) = Y({2) = 1, the output of Sign(gpk, kiq, (1, M, T) is
indistinguishable from the output of Sign(gpk, kiq, (2, M, 1), subject to the constraint
that they pass the verification algorithm.

For any group signature o = ({o;}}_,, T, m), the attribute certificates are hidden
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and used in o computation and it is easy to observe that for any two given group
signatures by the same user the value o7 = (ggh™ )7 will not distinguish among
themselves, since both are identical because of same st value. Thus it will not reveal
the underlying subset of attributes, but only it proves that it satisfies the predicate.

Thus the proposed scheme preserves attribute anonymity.

Theorem 5.3.3 The proposed ABGS scheme preserves user anonymity under sub-

group decision assumption.

Proof The user anonymity definition says that any PPT adversary should not be
able to link a group signature to the user and the witness-indistinguishable feature
of Groth-Sahai proof system ensures that the proof will not reveal which of the
witnesses the prover has used. Thus the proof follows from the proof of composable

witness-indistinguishability of Groth-Sahai proof system [68].

Thus the Construction - 1 preserves full anonymity.

Theorem 5.3.4 The proposed ABGS scheme satisfies traceability under the chosen

message existential unforgeability of the two-level signature scheme.

Proof We note that our ABGS scheme is an extension form of a two-level signature
scheme and the proof is similar to that of [34]. Intuitively, we prove that our ABGS
is secure against chosen message attack by using two-level signature’s unforgeability.
Suppose there exists a simulator B who interacts with the adversary A and wants to
break the two-level signature scheme. Then, B executes the following algorithms and

plays a game with A.

Setup: The simulator B is given the factorization n = pq of the group order |G| = n.
As usual, G, and G, denotes the subgroups of G of order p and g, respectively, and by
analogy let Gz, and Gy, denotes the subgroups of Gt of order p and g, respectively.

B is given the two-level signatures scheme public parameters,

PP={§,Z =g 0= 0 =5 01 =37, ..., 0m = 5, A=e(j§,5)"} € GIT'*"‘XGTP
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Using this B simulates ABGS scheme. The parameters of ABGS scheme is generated

as follows,

e Select the generators (h, f, v,V v, ..., V) € G;”/H and two random exponents

B,Y € Zy.

e Define the attribute set Att = {atty, ..., att,, }.

e Choose secret value for attributes S = {s;}7, € Z;. Compute the public values
as {hattj = h% ;-n:l.
BB publishes the group public key, gpk = (9 = §f,u = @y, Z = Z.f*,h, F = {v/ =

~1 0 5 5 m
VV,U1 = Uil ey Ut = vm/Vm’}a {hattj

Je1)-
B knows all the values except z and B has access to the two-level signature scheme’s
oracles namely, key extraction oracle and signing oracle. The distribution of the pub-

lic key is the same as in the real scheme. A is given ok, = q.

Queries: A is given access to the oracles Join(gpk,ik,.,.) and Sign(gpk,ik, ., .,.).

The implementation of oracles is as follows,

e Join(gpk,ik,.,.): To answer the query to this oracle upon receiving id, 4y C
Att. B queries the key extraction oracle of two-level signature scheme and
obtain the user’s private key l;:id = (ifid,h ]~€jd’2, l~€i¢3) € Gg. Next, the simula-
tor B internally associates a persistent random riq € Z, to id, recalling the
value previously associated to id from storage as needed. Then B computes
the requested key as, kiq = (kigq = l%id’l.(fﬁ)m,k:idg = l;:idg.fm,k:idg =
kia gy, kiga = {kid 1 Pvatt;ea)-

Notice that this is a well formed key in our scheme. Indeed, since g € G, and
h € Gy, it follows that e(g, h) = 1 in Gy, and hence,

e(Zkian, kia1) = e(F o fo4ra g7 foima) = e(g, §)%(f, £)° = e(g, 9)°,

and similarly, e(k;q2, ) = e(kias, g)-
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e Sign(gpk, ik, .,.,.): To answer the query to this oracle upon receiving user iden-
tity id, a message M = (1, ..., o) € {0,1}™ and a predicate Y. B queries
to the signing oracle of two-level signature scheme and obtains o = (o7, 03, 0%)
corresponding with (id, M). Next, the simulator B creates or recalls the per-
sistent random value ;4 € Z, associated to id, as described above. B chooses
a random exponent 1y € Zq and let Ty = ({84, }a,ens, Ar = A", T") be the
public values of the queried predicate T and note that B knows the value s7.

B then creates an unblined signature,
ST ’ .
p= (1= YT o = 057 ps = i I )™, py = 0.

Notice that this is a valid unblind signature in our scheme. The simulator B can
next simply commit the variables and constructs the NIWI proof of it as given
in the signature procedure, and then give the resulting signature. We could see
that this is a valid group signature. A could check its validity by using gpk and
opens its identity by using ok,s.r = ¢.

Output: At some point, A outputs its forged signature o* = (07,03, 05, 05, 77, 75)
with (id*, M*, T*). According to the traceability game constraint, id* should be
excluded from key extraction queries and (id*, M*, T*) should not be queried from
signing oracle before.

Then B generates A : A = 1(mod p) and A = 0(mod q). Then, from 7}, 75 and the

two verification equations, we obtain:
6(2, U’f)e(a;, UT) = ATe(hv ﬂ-i)

e(g,03)e(F(M), 03)e(u™, 03) = e(h, m3)
And we use )\ and s to obtain:

*\ *ﬁ _
e(Zoy o) =A

e(o3 u) = e(o3, g).e(0}, F(M))
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A

*7 . . . .
Since (0,7, 03, 03, 03*) pass the verification equation of two-level signature scheme,

it is a forged two-level signature, which means B successfully breaks the unforgeability

of two-level signature scheme. Hence the theorem is proved.

Theorem 5.3.5 The proposed scheme preserves attribute unforgeability.

Proof Lemma 5.3.6 implies this theorem.

Lemma 5.3.6 Under the DL and K EA1 assumptions there exists no PPT adversary
A which passes verification with forged attributes with non negligible probability.

Proof The input to the simulator B is an instance of the DL problem, (v,v’) € Gg,
where ¢ is prime. Let £ = log,v’.

Setup: According to scheme setup define the groups G,, G and Gy, of order p, n and
n, respectively, where n = pq. Define the universal set of attribute At¢t. Simulate the
ABGS scheme and generate the parameters by setting h = v and g = v'¢g’, where
d €rG,

gpk = <97 u, Z7 h: Fa {hatti}attiGAtt) :Zk = (gaa Z, S) and Okuser =dq € Z

Queries: As B knows all the keys, it can answer all the queries generated by

an adversary A. That is, A is given access to the oracles Join(gpk,ik,.,.) and
Sign(gpk, ik, .,.,.).

Output: Finally, A outputs a signature o* with forged attributes on message M*, a
predicate T* whose public values are Ty« = ({sq,}, Ap, T%"), and user’s private key
kip= such that T(Amp+) # 1. As it is a valid signature and from (5.3) of = (gi5-h").
This can be viewed as o] = (v’g’)”i#ht1 = (v’)”ss#X and v"*T can be extracted

by raising the power z + sip+, where

sT

X = (h)(g) ™
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It is like B is giving input (h = v, hy = v°7) to A and A implicitly returns (v, (v')°7).
Then by KEA1 assumption, B can utilize the extractor A to extract a value &.
Under DL assumption it can be done with negligible probability. Thus the signature
produced by the forged attributes can pass verification with negligible probability.

To be more particular, we can assume that the A is missing one attribute certificate
to satisfy the predicate, say gip«, i.e. (v')% is unknown to A, but he knows h% = v%.
And A is producing it in forged group signature o*. Then similar to above from

KEA1 and DL assumption it is negligible to produce such signatures.

Theorem 5.3.7 The proposed scheme preserves collusion resistance of attributes.

Proof Lemma 5.3.8 implies this theorem.

Lemma 5.3.8 FEven if some malicious participants Uiq,, ..., Ui, (k > 1) with the set
of attributes Aiq,, ..., Aia, collude, they cannot make a valid signature associated with
predicate Y, where T(U¥_  Aiq,) = 1 and Y(Aq,) # 1 for j = 1,....k with non
negligible probability.

Proof Without loss of generality we assume that Uy, with Ajq, and Ujg, with Aig,
represent malicious participants. Ujg, and Ui, attempt to make a valid signature
associated with predicate YT such that T (Aig,UAiq,) = 1 and T (Aig,) # 1, T(Aiq,) #
1. They can satisfy verification equation (5.4) since they have valid membership
certificates. We assume that g{y, = gia,, where t € Z7. Note that the probability of
t = 1 is negligible. And they try to compute

¢ Ba;sd;

; ) P
Vatt; e Aiq, Datt; 5 Batt ;€ Ayq, Datt; S d;eDf,

P1 = YGidq i, Gido

Tatt ;€ Aiq,, Aatt; sj+tBate e Arq, Datt; S +Edj GD% Ad;sa;
= Yidy

Then from (2.6)
Yatt;eAgy Datt; S5+ 1t e Aq, Datt; S5 + EdjeDgAdj Sa; # ST

holds. Since ¢ # 1 this means that they cannot collude.
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Table 5.1: Comparison of ABGS scheme without non-frameability in standard model
with other schemes

Khader [72] Emura et al. [51] Hg;::: :: :;gng— Our Scheme

User anonymity CPA CCA2 CPA CPA
Attribute anonymity no no yes yes
Non-frameability no yes no no
Signature length O(P) O(P) 15|Gp| + 6]Gn| = O(1) 6]G,|=0(1)
User’s Private K . N

S (m’ +1)[Gp| + |Zy] (m’ +1)[Gp| + 2|Z;| (m + 1+ 3)|Gyp| (3 + 1)|G|
Assumptions DLDH, ¢-SDH DDH, ¢-SDH, DL DLin, (£, m, t)-aMSE-CDH (SGDDieigi?H’)
Model RO RO Standard Standard

. (7T+2%8)Gp+ (5+ )G (9+32)Gp+(1+2)Gp (6m+6m +&(D>—1) ;
Signing ( +(@+1)e +8G+3e +14)Gp (18 +m' + 28)G

in . (6+27)Gp+(8+22)G (1142®)Gp+(P+1)Go (47n+67n/)Gp) / E .

Verification ( (B2 t1)e 41405 +6¢ 334216 (24 m")G + 3Gy + 6e

Thus the Construction - 1 preserves full traceability.

5.3.2 Comparison

In the construction - 1, the group signature contains 6 elements from G. In Table
5.1 we compare our proposed construction - 1 with the existing ABGS schemes. Let
® = ||, where ¢ be the set of attributes associated with a signature and m = | Att|.
Let m < m be the maximum number of attributes assigned to a user, r be the number
of revoked members and m’ is the message length. Let RO denotes the Random oracle
model, SGD denotes the Subgroup Decision assumption, (¢, m,t)-aMSE-CDH denotes
the (¢, m,t)- augmented multi-sequence of exponents computational Diffie-Hellman
and let e represents the bilinear operation. We note that the verification cost of
the proposed scheme is independent of the number of attributes, where as in other
schemes the verification cost is linear in terms of the number of attributes. Also the

scheme is in standard model and has comparatively short signature length.

5.4 Construction - 2

In this section, we describe our second construction for ABGS scheme with attribute
anonymity having shorter signature length [3]. But here our construction is based on
the two-level signature scheme by Liang et al. [79]. We prove that our scheme, in the

standard model, preserves attribute anonymity unconditionally, user anonymity in

132



5.4 Construction - 2

CPA attacks under Subgroup Decision assumption, traceability under (-MOMSDH
assumption and attribute unforgeability under DL and KEA1 assumptions. When

compared to the Construction - 1 the signature length in this construction is shorter.

e Setup(1¥): It takes the security parameter k as an input and outputs the system
parameters params, the group public key gpk, issuing key ¢k and the opening
key Okuser-

(i) Select the primes p and q of size k. Let the groups G and G be of order
n = pq for which there exists a bilinear map e from G x G to Gr. Let G,
and G, be the subgroups of G of order p and g, respectively.

Define the universal set of attributes, Att = {atty, ..., att,,},m = O(k).
Define the collision resistant hash function, # : {0, 1} — Z,, m’' = O(k).
Select the generators g,u € G and h € G,.

For each attribute att; select the attribute secret s; € Z;. Let S =
{Si}attieAtt-
(vi) Compute the public values of the attributes
{hatt; = P® Yart,c A
(vii) Select the secret z €g Z} and compute Z = ¢°.

(viii) Output the system parameters,
params = (n,G,Gr, e, Att,H)
The group public key,
gpk = (gvua h, Z, {hatti}attieAtt)

The issuing key ik = (z,5), the opening key ok,sr = ¢ and the size = £.
The gpk also include the description of (n, G, Gr,e), Att, H.

e Join(gpk,ik,id, Aiq): It takes group public key, issuing key, user identity id and
subset of attributes Ajq C Att, and outputs user private key kigq.
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(i) Select the secret unique identifier s;q € Z.

Compute the attribute certificates {gia; = gij FattieAy-

)
(ii) Compute giq = gmﬁ.
(iii)

)

(iv) Output the user private key,
1) .2 .3
kid = (kl(d)7 ki(d)7 kl(d)) = (Sid7 9id, {gidﬂ}attiE.Aid)

e BuildTree(gpk,ik,Y): It generates a public values for the predicate Y.

(i) Let Ty be the tree that represents the predicate Y.
(ii) Get extension tree T°** <— AddDummyNode(Tr).
(ili) Get secret values for each dummy node and the secret value of root of 7**
using ({54, }d,eps, 1) < AssignedVaule(S, 7).

(iv) Output the public values of tree T.
Tr = ({4, }a,eny he = B°7, gr = g°", T

e Sign(gpk,kia,(, M, T): It generates a group signature o on message M €
{0,1}™ with user private key kiq who satisfy the predicate Y with his sub-
set of attributes ¢ C A : T(¢) = 1.

(i) Get the public values of T from the public repository!.

1
(ii) Compute p = (p1, p2, p3) = (94, gid , ua 77100 )
where py = gi7 is computed as follows,
— Select ( C Aiq : T(() = 1.
— Get ({Aa, }(vatt;e0) {Adj}(VdjeD%)) + MakeSimplifiedTree((, T°").

(E Ad-sd-) b Ad.sdv
att; djEDgﬂ 7 Zatt;e¢Datt; Si djED% 7

A
— Compute py = Ilaw,ecGia,;  Gia = G 9id =

sT
9id -

1GM runs BuildTree algorithm to generate the public values of the predicate YT and stores it in
a public repository. Note that if the public values of the required predicate is present in the public
repository then the user will not approach GM.
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We hide the p values as follows:
iii) Choose ty,ts,t3 €g Zy, and compute 0, = p1h't, 09 = poh'? and o3 = p3h's.
p p p
(iv) Compute m = p3 (Zp1)2h""2, 72 = pg (g7 M) py) s s,

(v) Output a group signature:
_ 3 5
o= {oi}io,m,m) €G

Notice that the attribute certificates are used only in computing ps. Also notice

that the signature size is independent of number of attributes |(].

Verify(gpk, M, Y, 0):

(i) Compute T} = e(01Z,05)e(g, gr)~* and
T2 = e(o—lgH(M)7 03)6(97 u)_l
(ii) Verify the following equations:
T = e(m, h) (5.5)
Ty = e(ma, h) (5.6)

Returns 1 if the above equations holds, else return 0.
Equation (5.5) establishes that the signer is a valid member holding the required
attributes that satisfies the predicate T and equation (5.6) establishes that the

group signature is on the message M

Open(gpk, okyser, 0): Parse the signature and get ;. Calculate (07)? and test:
: ? s
(01) = (g5h")? = (g%4)*

All the (¢®)? can be pre-computed and stored as a list by the opener. It returns
the corresponding id if it matches any such value from the list, else returns 0.

Time to find the identity id is linearly dependent on the number of initial users.
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5.4.1 Security Analysis

Theorem 5.4.1 The proposed ABGS scheme is correct.

Proof The correctness is followed from the scheme.

Theorem 5.4.2 The proposed ABGS scheme satisfies traceability under the chosen

message existential unforgeability of the Liang et al.’s two-level signature scheme.

Proof We note that our ABGS scheme is an extension form of a two-level signature
scheme and the proof is similar to that of [79]. Intuitively, our ABGS is secure against
chosen message attack by using two-level signature’s unforgeability.

Suppose there exists a simulator B who interacts with the adversary .4 and wants to
break the two-level signature scheme. Then, B executes the following algorithms and

plays a game with A.

Setup: B is given the public parameters of two-level signature scheme:
params = {pa q,mn, Ga GT7 Gp) €, H}a PP = {ga u, Z = gZ}

Using this B simulates ABGS scheme. The parameters of ABGS scheme is generated
as follows,

e Select the generator h € G,, where G, is a subgroup of G and of order q.

e Define the attribute set Att = {atty, ..., att,, }.

e Choose secret value for attributes S = {s;}7.; € Z;. Compute the public values

as {hattj = h% Tzl.

B publishes the group public key, gpk = (g, u, h, Z, {hat, 721 )-
B knows all the values except z, for which it queries the two-level signature scheme’s

oracles namely, key extraction oracle and signing oracle. A is given ok, = q.
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Queries: A is given access to the oracles Join(gpk,ik,.,.) and Sign(gpk,ik, ., .,.).

The implementation of oracles is as follows,

e Join(gpk,ik,.,.): To answer the query to this oracle upon receiving id, 4;q C
Att. B queries the key extraction oracle of two-level signature scheme and

1
obtain the user’s private key kia = (kia1, kia2) = (Sia,¢a = g7**a). Then
B computes ki(j) = {gia; = 914 Hatt; e, and replies with kg = ( 1(5)7 i(s), k:i(g’)) =
(Sids Gid, {Gid.i Jatt;e A, )- Notice that A can make valid group signatures with this

key.

e Sign(gpk,ik,.,.,.): To answer the query to this oracle upon receiving user
identity id, a message M and a predicate Y. B queries to the signing or-
acle of two-level signature scheme and obtains ¢ = (o7,03,0%) correspond-
ing with (id, M). Let Ty = ({s4,}a,ens.hr = P°T,gr = ¢°7,T%") be the
public values of the queried predicate T and note that B knows the value
sr. Then, B randomly choose ti,ts,t3, and generates the group signature,
0 = (o1h", (03) 7 hi2, a3h's, (o3)'7 (Za}) 2k, (o) (M) ap ) hirts).

We could see that this a valid group signature. A could check its validity by
using gpk and opens its identity by using ok,ser = q.

Output: At some point, A outputs its forged signature o* = (07, 03, 03, 75, m5) with
(id*, M*,T*). According to the traceability game constraint, id* should be excluded
from key extraction queries and (id*, M*, T*) should not be queried from signing
oracle before.

Then B generates A : A = 1(mod p) and A = 0(mod q). Then, from 77, 75 and the

first two verification equations, we obtain:

6(0';2, U;)e(ga gT)il = e(ﬂ-ia hT)

e(org" ™M) o3)e(g, g) 7" = e(my, h)

And we use )\ to obtain: R
e(aiMZ, oy,"") =e(g,9)
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e(otrg" M) g32) = e(g, g)

A
Since (o3, 02 T o) pass the verification equation of two-level signature scheme, it

is a forged two—level signature, which means B successfully breaks the unforgeability

of two-level signature scheme. Hence the theorem is proved.

Theorem 5.4.3 The proposed scheme preserves attribute unforgeability.

Proof Lemma 5.4.4 implies this theorem.

Lemma 5.4.4 Under the DL and K EA1 assumptions there exists no PPT adversary
A which passes verification with forged attributes with non negligible probability.

Proof The input to the simulator B is an instance of the DL problem, (v,v’) € G3=
where ¢ is prime. Let £ = log, v’
Setup: According to scheme setup define the groups G,, G and Gy, of order p, n and
n, respectively, where n = pg. Define the universal set of attribute Atf. Simulate the
ABGS scheme and generate the parameters by setting h = v and g = v'¢’, where
d €rG,

gpk = (g,u, hy Z, {hast, Yattscan), ik = (2,5) and okyser = ¢

Queries: As B knows all the keys, it can answer all the queries generated by

an adversary A. That is, A is given access to the oracles Join(gpk,ik,.,.) and
Sign(gpk, ik, ., .,.).

Output: Finally, A outputs a signature o* with forged attributes on message M*, a
predicate T* whose public values are Ty- = ({sq, }, hr, gr, T**"), and user’s private key
kip+ such that Y(App+) # 1. Asit is a valid &gnature and from (5.5) o3 = (gp~h'?)*T.
This can be viewed as 0 = (v'g )Whtz’ = (v )Z“ID* X and v"*7 can be extracted
by raising the power z + sip=, where

<&

— pt2(/ % ta _
X =h2(g)m7=, h
gip*
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Note that B knows gip=. It is like B is giving input (h = v, hy = v°T) to A and
A implicitly returns (v/, (v')°T). Then by KEA1 assumption, B can utilize the ex-
tractor A to extract a value £&. Under DL assumption it can be done with negligible
probability. Thus the signature produced by the forged attributes can pass verifica-
tion with negligible probability.

To be more particular, we can assume that the A is missing one attribute certificate
to satisfy the predicate, say gij«, i.e. (v')% is unknown to A, but he knows h% = v%.
And A is producing it in forged group signature o*. Then similar to above from

KEA1 and DL assumption it is negligible to produce such signatures.

Theorem 5.4.5 The proposed scheme preserves collusion resistance of attributes.

Proof Lemma 5.4.6 implies this theorem.

Lemma 5.4.6 Even if some malicious participants Uiq,, ..., Uia, (k > 1) with the set
of attributes Aiq,, ..., Aiq, collude, they cannot make a valid signature associated with
predicate T, where T(U_j Ai,) = 1 and T(Ay,) # 1 for j = 1,....k with non
negligible probability.

Proof Without loss of generality we assume that Ujgq, with Ajq, and Ujg, with Aq,
represent malicious participants. Uiq, and Uy, attempt to make a valid signature
associated with predicate T such that T(Ajq, UAiq,) = 1 and T (Aiq,) # 1, T(Aig,) #
1. They can satisfy verification equation (5.6) since they have valid siq. We assume
that giy, = gia,, where t € Z¢,. Note that the probability of ¢ = 1 is negligible. And

they tries to compute

) Ag.Sq.
Vatt; € Ajq, Datt; 5 Battj€ Azq, Datt; 5 d;en$ "% Sd;
102 - gido gidl gido
ZattjEAidO Aattj 5j+tzattj€/\id1 Aattj SjJrEdjeD%Adj Sd;

= Gid,

Then from (2.6)

Datt, eAiq, Aate; 85 + 184, €Aiq, Aate; 85 + EdjeDg Ag;8q; # St
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holds. Since t # 1 this means that they cannot collude.

Thus the Construction - 2 preserves full traceability.

Theorem 5.4.7 The proposed ABGS scheme preserves attribute anonymity.

Proof According to the definition of attribute anonymity it is sufficient to show
that for any predicate T and for any subset of attributes Aiq : 3¢1, (o C Aiq that
satisfies predicate i.e., T((;) = Y({2) = 1, the output of Sign(gpk, kiq, (1, M, T) is
indistinguishable from the output of Sign(gpk, kiq, (2, M, T), subject to the constraint
that they pass the verification algorithm.

For any group signature o = ({o;};_,, 71, m), the attribute certificates are hidden
and used in o, computation and it is easy to observe that for any two given group
signatures by the same user the value oy = (giqh'?)*7 will not distinguish among
themselves, since both are identical because of same sy value. Thus it will not reveal
the underlying subset of attributes, but only it proves that it satisfies the predicate.

Thus the proposed scheme preserves attribute anonymity.

Theorem 5.4.8 Suppose no t-time adversary can solve the subgroup decision prob-
lem with advantage at least €y,y,. Then every t'-time adversary A which breaks the

user anonymity, we have that Advg < 264, where t =~ t'.

Proof We use a game technique where G is the real ABGS user anonymity game,
and G is a game in which the public parameters are the same as in the original
game except that h is chosen randomly from G instead of G,. Let the adversary’s
advantage in the original game be Adv 4, and in the modified game be Adv g, .
First, in Lemma 5.4.9, we show that the two games are indistinguishable, unless
the subgroup decision assumption is easy. Second, in Lemma 5.4.10, we use an
information-theoretic argument to prove that in the game G, the adversary’s advan-
tage is zero. Then the theorem follows from these results. The proofs of these two
lemmas are similar to that of [67; 79] and [34].

140



5.4 Construction - 2

Lemma 5.4.9 For all t'-time adversaries as above, Advy — Adva g, < 2€sup.

Proof Suppose there is a simulator B trying to solve subgroup decision problem.
Upon receiving a subgroup decision challenge (n, G, Gr, e, w) the simulator B first
creates public parameters for the ABGS scheme by setting h = w and then choosing
the remaining public parameters exactly as in the ABGS scheme. It then sends the
public information to A and plays the user anonymity game with it. If w €g G, then
the game being played is the normal user anonymity game; otherwise, if w €r G,
then the game played is a different game we call (G;. In either case, the algorithm
B will be able to answer all queries, since it knows the issuing key.
At some point the adversary will choose a message M and two identities ID; and
1D, it wishes to be challenged upon, under the usual constraints that it had not
previously made a signing key query on ID, or a signature query on (I D,, M). The
simulator B will create the requisite challenge signature on M and A will guess the
identity of the signer. If A answers correctly, then B outputs b = 1, to signify that
w € Gg; otherwise it outputs b = 0, to signify that w € G.
Let Advg be the advantage of the simulator B in the subgroup decision game. As we
know that,

Priw e G] = Prjw € G,] = ;

we deduce that,

Advg — Advpag, = Prlb=1w e G, — Prib= 1w € G]
= 2Prjb=1,we Gy —2Prib=1,w e G|
= 2Ad1}3 < 2€4ub

Under the hardness of subgroup decision assumption Advg must be lesser than egzyy,

given that B runs in time ¢ = t'.
Lemma 5.4.10 For any algorithm A, we have Adv g, = 0.

Proof We prove that when £ is chosen uniformly from G at random, instead of G,,

the adversary A can not sense the identity from the challenge signature. Although
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the tracing value s;p, may have been used to answer previous signing queries on
(ID,, M), the challenge signature is statistically independent of the real identity.
Let the challenge group signature is ¢ = (0y,09,03,m,m). Since the signature
values 01, 09, 03 are blinded with random number h't, h*2, h's € G, they reveal nothing
about the identity. Then, we give two signatures: o with (/D;, M,Y) and ¢’ with
(IDy, M, Y) and analyze two tuples m = (my, m), 7’ = (7}, 7h).

If oy = 01,00 = 0 and 03 = 0%, we show that 7 and 7’ do not reveal the identity

either.

g 2 R— g1 Kt
ST ST
z+sID1 ht2 z+sID2 htl2
g g

1 1
 S1D1 THOD ht3 — 1Dy THOD) htg

z+S1Dy S s1p; +H(M)
z+sip, | S1py+H(M)

Suppose h = g7, h = u®, e = , we obtain that

t o= ti+

1 1 1-—
4, sT ( _ ) —tp sT(l—¢)

z+sip; 2+ SIDy n(z +s1p;)

Il
&
+

|

o~
S
Il

1 1 1—7
tz + — - =tg+ ——————
T (swl FHOD  sip, +H<M>> 3T e(sipy + H(M))

Now, we need to show that 7,7 do not reveal any information about the user’s
identity. From the adversary’s point of view, we see that 7y, o, 7}, 7, satisty,

spt)

o pre— ’ v

Ts +s th o tht
o= gFteID, g(z SIDg )ty ptyth

SIDy —$

1 ) STtlJrST% ( . sp(1— &)

ogy T = + (2 + srpy)(ta + —————
g zZ+ 51D, 2 n(z+ srpy)

IDy — SIDgy )ta + sT(1l—¢)

S
n(t1 +
n(z +s1py)

B spt1 . sT(srp; — S1Dy) bttt srpate &
= 2
2+ 81D,y n(z + s1py)

sT(l —e)(z+srpy) sTt1(l —€)
2 L ptita+srpyte — sppgtas + "
n(z +s1py) z+s1py

sT(l—e)(srp; — SIDy)
n(z + srp;)
sty

= ——— +(2+s1py)t2 +nt1t2
Z+SID1

sty
’ z+s
g 1Dy

+(z+sID1 Yto+ntyty

sTt]
- , +
— gDy g(2+>ID1) 2pt1t2
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t/
1
w STy THOD) (31 py THM) 1ty
SIDy —SID
log, ! t1+1’7’2"+( +H(M)) (t3 + Lo )+
og, My = — (s 3+
9”2 sipy +H(M) g P2 €(s1p, + H(M))
ID; — SIDy 1—7
)(t3 + )
&(srp; + H(M))
t1 n SID; — SIDg
= =+ + H(M)t3 + srpyts +
s1Dy + H(M) € | E(stpy + H(M)) 2
(1 =7)(s1py + H(M))
&(srp; + H(M))
ti(1—7) n  (A—=7)(srp; —sipy)
srpy + H(M) € &(s1py + H(M))
‘1 D (sip. + H(M))ts + €trt
= _— ID 3 1t3
srp, + H(M) £ !

S
n(t1 +

+ntits +srpyts — srpyts +

t1 n
9751D1+H(NI) cgt(srpy +H(M))tg+nt1ty

t1
— o, S1Dy RO g(szpl TH(M))t3 )ty 13

= T

Therefore, (7, m2) is identical to (7], 75). The challenge signature o does not reveal
the identity ¢d, though the simulator uses s;; to generate it. Hence the advantage of

any adversary in the anonymity game G is zero.

Thus the Construction - 2 preserves full anonymity:.

5.4.2 Comparison

In the Construction - 2, the group signature contains 5 elements from G,,. In Table
5.2 we compare our constructions with the existing ABGS schemes [72], [51] and
[70]4[79]. Let ® = |¢|, where ¢ be the set of attributes associated with a signature
and m = |Att]. Let m’ < m be the number of attributes assigned to any user and
r be the number of revoked members. Let RO denotes the Random oracle model,
SGD denotes the Subgroup Decision assumption, (¢, m,t)-aMSE-CDH denotes the

(¢, m,t)- augmented multi-sequence of exponents computational Diffie-Hellman and
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let e represents the bilinear operation. We note that the verification cost of the
proposed scheme is constant, where as other schemes verification cost is linear in
terms of the number of attributes. The signature length of Construction - 2 is shorter

than the Construction - 1 by one group element.
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5.5 Summary

5.5 Summary

We have proposed two ABGS schemes having attribute anonymity with the constant
size signature, and proven that they are secure under the standard model. Also the
schemes achieve the constant computational cost at the verifier side. We observed
that our schemes in the standard model are better than the existing ABGS schemes
in terms of efficiency along with additional features viz. attribute anonymity and

constant size signature.
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Chapter 6

An ABGS Scheme with Attribute
Anonymity and Attribute Tracing
in the Standard Model

In the last chapter, we presented an ABGS scheme with attribute anonymity in
the standard model which does not preserves non-frameability. In this chapter, we
present an ABGS scheme not only having attribute anonymity feature but also with
attribute tracing feature in the standard model. Moreover the scheme preserves non-

frameability, i.e., even colluding group manager cannot forge the signature.

6.1 Introduction

The ABGS schemes proposed by Khader [72; 73] and by Emura et al. [51] do not have
attribute anonymity and are secure under non-standard model. Moreover the Khader
schemes are not non-frameable. We address attribute anonymity issue in the standard
model which preserve non-frameability. We add a new feature called attribute tracing
feature, which allows a user to know with what privilege (an attribute set) the signer
has signed the document regardless of who did it. Notice that to build an ABGS
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scheme with attribute anonymity in the standard model one can also combine an
ABS scheme [70] with a group signature scheme [34], but it incurs combined cost of
both the schemes.

In Section 6.2, a model of the proposed scheme and security definitions are given.
The construction of the proposed ABGS scheme is described in Section 6.3. Its
security analysis is given in Section 6.4. The comparison with the previous schemes

is given in the Section 6.5. Finally we summarize in Section 6.6.

6.2 Proposed Scheme

In this section, we present the model and security definitions of ABGS scheme which
is similar to the one given in [20; 51; 72] but with the added attribute anonymity and
tracing features. Let k be the security parameter, params the system parameters,
Att the universal set of attributes, T used to denote a predicate, T({) = 1 denotes
that the attribute set ( C Att satisfies the predicate Y, gpk the group public key, ik
the issuing key used for issuing private keys to the users, ok, the user opening key
used to open the user identity of the group signature, tk,; the attribute tracing key
used to trace the attributes of the group signature, A; C Att the set of attributes
assigned to the user U;, sk; denotes the private key for the member U; and rég be
the registration table with the group manager where the current group members

information are stored.

A user U; can make a group signature on a document M with the predicate T if
there exists a set of attributes ¢ C A; with the user such that Y(¢) = 1.

Definition 6.2.1 (ABGS) An ABGS scheme consists of following algorithms. Un-

less otherwise indicated, algorithms are randomized.

e params < Setup(1¥) : This algorithm takes the security parameter k as an

input and returns the system parameter params.
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(gpk, ik, okyser, tka) < KeyGen(params) : This algorithm takes the system pa-
rameter params, and returns a group public key gpk, an issuing key ik, a user

opening key okyser and an attribute tracing key tkqy.

o sk; < Join((params, gpk, ik, upk;, A;) , (params, gpk, upk;, usk;)) : This is an
interactive group joining protocol between a user U; (using his secret key usk;)
and the GM (using the issuing key ik and the attributes A; C Att for U;). In the
protocol U; ends with a member private key sk; and GM ends with an updated

registration table reg.

e 0 < Sign(params, gpk, sk;,(, M,Y) : This algorithm takes params, gpk, sk;,
an attribute set ¢ C A;, message M, and the predicate T as an input and

returns a group signature o on M.

e 0/1 < Verify(params, gpk, M, Y, o) : This is a deterministic algorithm verifies
the validity of the group signature o against gpk and returns 1/0. If 1 then the

algorithm claims that the o is a valid group signature, otherwise, o is invalid.

e i/l < OpenUser(params, gpk, okyser, o, M, Y, reg): This is a deterministic al-
gorithm which takes as input params, gpk, okyser,0, T, M and rég, and returns
eitherv > 1 or L. Ifi, the algorithm claims that the group member with identity

1 has produced o, and if 1, then no group member produced o.

e (/L <« TraceAtt(params, gpk,tkay, o, M, Y): This is a deterministic algo-
rithm which takes as input params, gpk,tkqy, o, M and Y, and outputs either
the attribute set ( C Att or L. Here it claims that ( is the attribute set that
is used to satisfy Y in producing o. If L1, then the algorithm claims that no

attribute set is used to produce o.

Entities: Following are the entities in ABGS scheme:

e The group manager GM, also known as issuer, has issuing key ¢k using which he

enrolls a user into the group by allotting some privileges (in terms of attributes)
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say A; C Att and issuing a user’s private key sk;, by running interactive Join

algorithm with the user.

e The opener has user opening key ok, by which he is able to open the signature

and reveal the user identity through OpenUser algorithm.

e The attribute tracer has the attribute tracing key tk,;; by which he can trace the
attribute set ¢ from the group signature, which is used to satisfy the predicate

T, by running the TraceAtt algorithm.

e Group members or signers who are having their private keys sk;. They run
Sign algorithm to produce a group signature on a document M with predicate

T if they possess valid attribute set A; which satisfies the predicate.

e Outsider or verifier who can seek a group signature for a document M with
predicate T from group manager GM. He can also verify the group signature

using the group public key, gpk.

Note Normally the Setup and KeyGen algorithms are run by some trusted party and

he will distribute the appropriate keys to the concerned entities.

ABGS scheme is correct if the group signatures produced by an honest group member

are verified, and reveals the identity of the signer and the attribute set used.

Definition 6.2.2 (Correctness) Correctness requires that for all params < Setup(1%),
all (gpk, ik, okyser, tkay) <— KeyGen(params), sk; < Join({params, gpk, ik, upk;, A;) ,
(params, gpk, upk;, usk;)), all T, all { C Att and all M € {0,1}*, if U; € rég,

¢ CA;,Y(¢) =1 and o = Sign(params, gpk, sk;, (, M, ) then

1 « Verify(params,gpk, M, Y, o)
/\z' < OpenUser(params, gpk, okyser, 0, M, Y, 1€q)
N\ (¢ < TraceAtt(params, gpk,tkey,o, M, Y)

holds.
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In the following definitions the adversary can run the Join protocol (similar to
[24]):

e cither through the joinP-oracle (passive join), which means that it creates an
honest user for whom it does not know the private keys: the index ¢ is added
to the HU (Honest Users) list;

e or through the joinA-oracle (active join), which means that it interacts with the
group manager to create a user whom it will control: the index 7 is added to
the CU (Corrupted Users) list.

Note that when the adversary is given the issuing key (the group manager is cor-
rupted) then the adversary does not need access to the joinA oracle since it can
simulate it by itself, to create corrupted users (that are not necessarily in CU). After
a user is created, the adversary plays the role of corrupted users, and can interact

with honest users, granted some oracles:

e corrupt(i), if i € HU, provides the specific private key of this user. The adversary
can now control it during the whole simulation. Therefore ¢ is moved from HU
to CU;

e sign(i, M, T), if i € HU, plays as the honest user ¢ would do in the signature

process to generate a signature on message M with predicate T;
e openusr(M,o,T), if (M, Y, o) is valid, returns the identity 7 of the signer;
o tratt(M,o,Y), if (M,Y,0) is valid, returns the attribute set ¢ which used to

satisfy T in producing o.

In ABGS scheme a group member may have multiple attribute sets to satisfy the
predicate and he can produce a group signature using one of them. An ABGS scheme
preserves attribute anonymity if it is computationally difficult to identify with what

attribute set he produces the signature.
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Definition 6.2.3 (Attribute Anonymity) We say that the ABGS scheme preserves
attribute anonymity if for all PPT A, the probability that A wins the following game
is negligible.

o Setup: The challenger C runs (gpk, ik, okyser, tkay) < KeyGen(params). C gives
gpk, ik, okyser to A.

e Phasel : A is given access to the oracles: joinP, corrupt, sign and tratt.

e Challenge : A outputs M*, Y* and an uncorrupted users U; (i.e. i ¢ CU) such
that 3¢y, Gy € A; and Y((;,) = 1,Y(G,) = 1 holds. C randomly selects k €g
{0,1} and responds with a group signature o* < Sign(params, gpk, sk, ¢;., M, ).

e Phase 2: A can make queries similar to Phase 1. However A cannot make

query to corrupt on 7.

Output: Finally, A outputs a bit k', and wins if k' = k.

The advantage of A is defined as Adv®™~°"(A) = |Pr(k = k') — 3|.

2

Thus there should not exists any PPT adversary to link a group signature to a set of

attributes used to generate it.

ABGS scheme preserves user anonymity if there are at least two group members
possessing valid attribute sets and one of them produces the group signature then it
should be computationally hard to identify who produced the group signature among
them.

Definition 6.2.4 (User Anonymity) We say that the ABGS scheme preserves user
anonymity if for all PPT A, the probability that A wins the following game is negli-
gible.

e Setup: The challengerC runs (gpk, ik, okyser, tkay) < KeyGen(params). C gives
gpk, ik, tkey to A.
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e Phasel : A is given access to the oracles: joinP, corrupt,sign and openusr.

e Challenge : A outputs M*,Y* and an uncorrupted users U, U;, (i.e. ig,i1 ¢
CU) and, ¢ : ¢ C A;y, ¢ € A, and T(¢Y) = 1. C randomly selects k €r {0,1}
and responds with a group signature o* < Sign(params, gpk, sk;_,(, M, T).

e Phase 2: A can make queries similar to Phase 1. However A cannot make
query to corrupt on iy and iy at any time.
Output: Finally, A outputs a bit k', and wins if k' = k.

The advantage of A is defined as Adv***"~*""(A) = |Pr(k = ') — 3|.

Thus there should not exist any PPT adversary to link a group signature to a signer

with non-negligible probability.

ABGS scheme preserves traceability if it is possible to trace the valid group signature

to its signer with the help of group opening key.

Definition 6.2.5 (Traceability) We say that the ABGS scheme preserve trace-
ability if for all PPT A, the probability that A wins the following game is negligible.

e Setup: The challengerC runs (gpk, ik, okyser, tkat) < KeyGen(params). C gives
gpk, 0kyser and tkyy to A.

e Queries: A is given access to the oracles: joinP,joinA, corrupt and sign.

o Output: A outputs a message M*, a predicate T* and a group signature o*.
A wins if
(1) Verify(params, gpk, M*,Y* c*) =1 and

(2) OpenUser(params, gpk, Okyser, o*, M*, T* rég) = L.
The advantage of A is defined as the probability that A wins.

Here ¢ can be different for U, ,U;, but we are concerned about user anonymity rather than
attribute anonymity
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Thus it should be impossible to produce an untraceable valid group signature by any

PPT adversary.

ABGS scheme preserves non-frameability if it is difficult to produce a valid group
signature which trace back to a group member who does not produce it, even with

the help of group manager’s secret key.

Definition 6.2.6 (Non-frameability) We say that the ABGS scheme preserves
non-frameability if for all PPT A, the probability that A wins the following game

s negligible.

o Setup: The challenger C runs (gpk, ik, okyser, tkay) <— KeyGen(params). C gives
gpk, ik, okyser and tkyy to A.

o Queries: A is given access to the oracles: joinP, corrupt and sign.

e Output: Finally, A outputs a message M*, a predicate T* and a group signa-

ture o*.

A wins if
(1) Verify(params, gpk, M*,Y* o*) =1,
(2) OpenUser(params, gpk, Okyser, o*, M*, T* rég) = i,
(3) i € HU.
The advantage of A is defined as the probability that A wins.

Thus even the group manager should not be able to forge a group signature which

trace back to a honest member.

ABGS scheme preserves attribute unforgeability if it is hard for a group member

to forge an attribute certificate in order to produce a valid group signature.

Definition 6.2.7 (Attribute Unforgeability) We say that the ABGS scheme pre-
serves attribute unforgeability if for all PPT A, the probability that A wins the fol-

lowing game is negligible.
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e Setup: The challengerC runs (gpk, ik, okyser, tkay) < KeyGen(params). C gives
gpk, 0kyser and tkqy to A.

e Queries: A is given access to the oracles: joinP,joinA, corrupt and sign.

e Output: A outputs a message M*, a predicate T* and a group signature o*.

A wins if

(1) Verify(params, gpk, M*, T* o*) =1,

(2) OpenUser(params, gpk, Okyser, o*, M*, T* rég) = i* and
(3) ¢ € Aw : Y(C) = 1.

The advantage of A is defined as the probability that A wins.

Thus it should be impossible for any PPT adversary to satisfy the predicate with

invalid set of attributes.

ABGS scheme preserves collusion resistance of attribute certificates if it is computa-
tionally hard for group members to collude by pooling their attribute certificates to

satisfy the predicate and to produce a valid group signature.

Definition 6.2.8 (Collusion resistance of Attributes) We say that the ABGS
scheme preserves collusion resistance of attributes if for all PPT A, the probability

that A wins the following game is negligible.

o Setup: The challenger C runs (gpk, ik, Okyser, tkayt) <— KeyGen(params). C gives
gpk, Okyser and tkqy to A.

e Queries: A is given access to the oracles: joinP,joinA, corrupt and sign.

o Output: A outputs a message M*, a predicate T* and a group signature o*.
A wins if
(1) Verify(params, gpk, M*, T* o*) =1, and

(2) A has obtained sk;,, ..., sk;, : Y*(Us_ | A; ) = 1 and Y*(A;,) # 1 for j=1,..., k.
The advantage of A is defined as the probability that A wins.
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Thus the users with valid set of attributes each, cannot collude with each other to

pool a valid attribute set for producing a valid group signature.

6.3 Construction

A construction of an ABGS scheme with attribute anonymity and attribute tracing
features is presented in this section. For our construction we use the membership
certificate format of [24; 48] to achieve non-frameability and the technique to build
the access trees from [51]. We use Groth-Sahai non-interactive proof system under
SXDH assumption (see Sec. 2.4.7.1) to generate the NIWI proofs for the relations
in the group signature. We use existing constructions [24; 51] as a base to build our
scheme which addresses the said issues and we prove that the construction is secure
under standard model. In contrast to other existing ABGS schemes [51; 72; 73],
our scheme is built in the standard model with attribute anonymity and achieves a

constant size signature, independent of the number of attributes.

Let Ty be an access tree representing the predicate T, Ty the public values
associated with Tv, (upk;, usk;) the verification/signing key of a signature scheme
DSig for user U;, A; the membership certificate for Uy, {Tz‘,j}attje 4, denotes the
attribute certificates of U; and the T;; is the attribute certificate of the attribute
att; € Att of user Uj;.

For a polynomial number of scalars z; € Z;, and a pair (g, g¥) € G2, the values
g"/+%) looks to be random and independent [50]. This is used to build our identifier,
ID(y, z)= g¢"/®*+#) in the group signature. In the proof of user anonymity, the
simulator will be able to choose a z; prior to any interaction with the adversary and

we depend on ¢-DDHI assumption [50].

e Setup(1¥): It generates the system parameters, params = (p, Gy, Gy, Gr, e, g1, g2, Att);

where

(i) Gy, Gy, Gy are the cyclic groups of prime order p, where 2871 < p < 2%,

(ii)) e: Gy x Gy — Gy is a bilinear map.
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(iii) g1 and gy are the generators of the groups G; and Gy, respectively.

(iv) Att = {atty, ..., att,, }, for m = O(k) is the universal set of attributes!.

e KeyGen(params): It takes an input system parameters params and outputs
a group public key gpk, an issuing key ik, a user opening key ok, and an

attribute tracing key tkq.

(i) Select the generators h,v', vy, ..., v € Gy and define the Waters function,
F {0,113 = Gy, for M = (puy, ..., pawr) € {0, 1} F(M) = 0TI 0},
where m’ = O(k).

(ii) Select v €r Zj, and computes w = g5.

(ili) For each att; € Att, choose a secret s; €r Z,

5, sets S = {5 }att;eau, and

computes ga, = gy, Vatt; € Att.
(iv) For the Groth-Sahai proof under the instantiation based on SXDH as-

!

. — — — — — — -
sumption, choose a vectors @ = (i, Uy = y'), W = (i}, = ;") and
= — - —t - o 2 - o 2
U = (0,0, = ¥®), where @1 = (g1,497") € Gf, @) = (g1,91') € Gf and
¥ = (g2, 952) € G3 for t1,ty, 1,0}, 9 Ep Zy. oy and ap are commitment

keys.

(v) Outputs
gpk - (h7 W, F, {gattj }attjeAtt7 ﬁu ﬁ/) 17)7 ik = (77 S)) Okuser = O, tkatt = 0/1'

The description of F includes the generators v', vy, ..., Up,.

Here @’ is needed apart from @ to make independent commitment in the signa-
ture algorithm. With this we make attribute tracing key independent of user
opening key. Otherwise if both the authorities are same we can remove @’ from

the gpk and has common key for ok, and tk,;.

e Join(< params, gpk,ik,upk;, A; >, < params, gpk, upk;, usk; >): A user U; with
the pair of keys (upk;,usk;) in the PKI, interacts with the group manager
and the set of attributes A;, to join the group. This is similar to the Join
protocol in [24; 48]. As a result of this protocol, U; gets private key sk; =

'For m = 1 it becomes a group signature scheme.
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((Aiy Xiy vi), {10 j Yarsen;), where (Ay, X, yi) is a membership certificate, {T; jbats; e,
is the set of attribute certificates and A; C Att is the set of U,’s attributes. And
GM ends with the updated rég. The protocol begins as follows,

(i) U; picks y; €r Z;, computes and sends Y, = gi]g, an extractable commit-

p7
ment of y/. Note that the trapdoor of the commitment will not be known

to anybody except to the simulator in the security proof to be able to
extract y,.

(ii) GMselects new x; € Z; and a random Yy; €r Z,, computes A; = (hY]Y/ JRASAE
Xip = ¢g5' and T} ; = h"/Tin(Vattj € A;), where V) = g7 and sends
yz{la Ai; Xi,27 {ﬂ,j}VattjGAi-

(iii) U, checks whether e(A4;, wgs’) = e(h, g2)e(g1, g2)%+¥ . Then U; computes
yi = y; + v/ and makes a signature o; = DSigusk, (A, Xi2, Y = g7").

(iv) GM verifies o; under upk; and appends the tuple (i, upk;, A;, X; = (X;1 =
91", Xi2),Y;, s;) to rég. Then GM sends X ;.

(v) U; checks the relation e(X; 1, g2) = e(g1, X;2). U; owns an valid member-
ship certificate (A;, X;,y;) and attribute certificates {Ti,j}\mttje A;» Where
y; is known to him only. Thus, sk; = (A;, Xi, yi, {Tij bar,ea,) € G X G x
Ly X G‘IA”.

GM chooses $;,11 € Z,, and computes gas,, , = g1™"" when a new attribute
att,,11 is added. Let U; be issued 7} ,,,4+1. Then GM computes and sends 7} ,+1 =

Sm41
h~+#i to U; and also publish gat,.,, into gpk.
e BuildTree(p,S,T):

(i) Let Ty be the tree that represents the predicate Y.
(ii) Get extension tree T°** +— AddDummyNode (7).

(iii) Get secret value for each dummy node and the secret value of the root of

T using ({4, }d,epr, 57) < AssignedValue(S, 7).

(iv) Output the public values of T,

Ty = <{de}dj€DTT7UT =g5, Text)'
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Normally the verifier with his predicate approaches the GM for a group signature
and GM runs BuildTree algorithm to generate the public values of the predicate
T and stores it in a public repository. Then anyone among the group members
who are eligible will generate a group signature by using the predicate public
value. And in order to verify whether the published values of the predicate are
correct one (specially the verifier) can use the BuildTree-Validity algorithm.
By this the verifiers (outsiders) need not trust the GM as far as the predicate

public values are concerned.
BuildTree-Validity(params, gpk, Tr):

(i) Randomly choose an attribute set, Leaves C Att : T(Leaves) = 1 And
gets the corresponding Ay, (Vatt; € Leaves), and Ay, (Vd; € D) by
running MakeSimplifiedTree(Leaves,

Text)_

.. Aatt . Sq.. Ad-

(11> Compute Groot = HattjELeaves gattj 7 X deeD%;‘“’es 91 !

S'Aatt- Sd.Ad.

Y X deeD%;“”eS 92"

Zattj €Leaves Aattj SJ'Jer]- ED%E‘““ES Adj de

T

=q = ¢;" from (2.6).

= Hattj €Leaves 91

°

(iii) Verify whether e(groot, g2) = €(g1,v7). If not then 7T is the invalid public

values of the predicate T.

Sign(params, gpk, sk;, (, M, Y): It generates a group signature o on message
M € {0,1}™ with the user private key sk; who satisfy the predicate Y with his
subset of attributes ( C A; : T(¢) = 1.

(i) Get the public values of T, Ty = ({S4, }a,;ens, , vr, T"), from the public
repository.
(i) Let sy = Yaw;ecAase;5; and sp, = ZdjeD%Adjsdj. Then from (2.6), sy, +
ST, = ST
(111) Get ({Aattj}(VattjEC)a {Adj}(VdjEDng)) < Make31mpllf1edTree(<” Text) and
compute Sr,.

/(z+vyi)

(iv) Creates an ephemeral ID, ID(y;, z) = g, , with a random z € Z3.
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(v) Select r €g Z, zsmd set p1 = Ai,p2 = yi,p3 = Xi = (97,93'), 04 =

MayecTiy ™ = W75, p = B, gy = D5, 2), pr = (97, 63), ps = W*F (M)’
and py = gy,.

(vi) Commit the group elements o; = C(p;), for i = {1,3,4,5} and oy =
(CM(pg),C?(py)). Note that for committing the py and ps one has to use

u'. This is to separate the opening of user with the tracing of attributes.

(vii) Compute the NIWI Groth-Sahai proofs for the committed variables py, pa, ps,

pa, ps satisfy the following equations

e(pr,wpsz) = e(h,g2) x e(g1,95°) (6.1)
e(ps,wpsz) X e(ps, ga) = e(h,vr) (6.2)
e(ps, 95°pr2) = e(g1,92) (6.3)

e(ps,g2) = e(h,pra) X e(F(M),py) (6.4)

e(gt*,92) = elg1,95") (6.5)

e(ps1,92) = e(g1,ps32) (6.6)

e(pri,92) = e(gi,pr2) (6.7)

(viii) Output the signature
5 = ([0} (pYog) € GI x G

We add the corresponding Groth-Sahai proofs to the signature to prove the
validity of the above pairing equations. Equation (6.1) is a pairing product
equation, establishes that the signer has a valid membership certificate issued
through the Join algorithm (i.e. A; is well-formed), and the Groth-Sahai proof
requires 4 elements in each group. Equation (6.2) is a paring product equation,
establishes that the signer possess the required attributes (attribute certificates)
that satisfy the predicate T and also proves the association of the membership
certificates with the attribute certificates, and the proof requires 4 elements
in each group. Equation (6.3) is a linear pairing product, establishes that

pe is a well formed ID, and the proof requires only 2 extra elements in G;.
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Equation (6.4) does not use any committed data so it can be directly checked, it
establishes that (ps, po) is a Waters signature of M under the key p;. Equation
(6.5) is a quadratic equation, establishes that same y; is committed in both
groups which is needed for traceability adversary modeling, and it can prove
with 2 elements in each group. Equation (6.6) is a pairing product equation,
establishes that X; is well-formed which is needed for traceability adversary
modeling, and the proof requires 4 elements in each group. Equation (6.7) does
not use any committed data so it can be checked directly and this equation is
needed for non-frameability adversary modeling. Overall we will need 29 group
elements in G; and 20 in G,. Note that the signature is independent of the

number of attributes |(].

e Verify(params, gpk, M, o, T) :1t verifies to see whether all the paring equations
hold according to Groth-Sahai proof system.

e OpenUser(params, gpk, okyser, 0, M, T, r€g) : For the valid group signature the
Opener just opens the commitment of A; in o1, and outputs the corresponding

identity ¢ from the rég with respect to A;, if it is present, otherwise outputs L.

e TraceAtt(params, gpk,tkqy, o, M, T) : For the valid group signature the At-
tribute Tracer opens the commitment of ps; = h°72 from o5. Then for all
Ck : YT(¢k) = 1, it checks ps < hs%, where s, = 2 pk

jeDTT

exists then outputs it else outputs L. We note that for each unique ( there is

Ag;sq,- If any such ¢,

unique sz, value, it is from Lagrange interpolation.

6.4 Security Analysis
Theorem 6.4.1 The proposed ABGS scheme is correct.
Proof The correctness follows from the Groth-Sahai proof system. U

Theorem 6.4.2 The proposed ABGS scheme preserves attribute anonymity under
SXDH assumption.
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Proof The proof follows from the Groth-Sahai proof system. Namely the attribute
details are hidden in the components ps and p; which are committed with Groth-

Sahai proof technique to o, and o5, therefore under SXDH assumption it is perfectly

hiding. O

Theorem 6.4.3 If there exists an adversary A that can break the user anonymity of
the scheme, then there exists an adversary B that can break the (-DDHI problem in
Gy or the SXDH assumption, where  is the mazximal number of signing queries for

a user. And we have
AdpUser—anon S 1/71.(2.AdUSXDH _{_AdUéfDDHI) (68)

where n is the maximal number of join queries and £ is the mazimal number of signing

queries for a user.

Proof The proof follows the approach of anonymity adversary in [24]. The proof
is organized as a sequence of games such that adversary has no advantage in final
game where as the first game is the real attack game as given in definition (6.2.4).

Let S; denote the event that the adversary wins in the game G; with advantage

Gi: This is the real game as define in the definition (6.2.4). Challenger B sets up the
scheme and defines the parameters as in the real scheme,

params = p,G1,G2,GT767917927Att)

— =

(
gpk = (h7w7~77{gatt]‘}attjGAttaﬁau7U)
(

ik = (v,9)
Okuser = O
tkatt = Odll

B gives gpk, ik and tr.; to A. With this B answers all the queries made by adversary.

At challenge phase A chooses 2 unrevoked and uncorrupted users U,,, U;; and is given
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a challenge signature o* on behalf of U;_, k €g {0, 1}. In the output phase, adversary
outputs her guess «’ € {0,1} and the advantage is Adv, = |Pr[S;] — 1/2|.

Gy: Let n be the total number of passive join queries, joinP queries. In this game
we modify the simulation Gy, B picks a challenge user id ¢*. In the challenge phase,
B aborts if i,, # 1. B also aborts if ¢* is queried to corrupt or revoke oracle before or
during challenge phase period. The probability that B succeed in picking correct i*
is 1/n. Therefore, Advy = Adv; /n.

Gs: We modify the simulation of Gp. B chooses y €r Z; and define the (—DDHI
like tuple A = (g,gy,...,gye) € GI"'D = g% € G, . B chooses different ran-
dom values z*,zq,...,20_1 € Zf;, and define the polynomial f(X) = IIIZ1(X — z),
of degree ¢ — 1. From the above tuple, B can compute g, = ¢/&). The future
challenge user * will virtually have y;» = y — 2" and x;» €r Z;. B compute
g¥* = g{/g7" from the above tuple. The membership certificate for the challenge
user s (g7, g5, gt /g7, Aie = (hg!/g7 )+ {The ; = K757 }ayea,.). The setup
is indistinguishable from G,, since all keys are having same distribution.

B answers all queries according to definition (6.2.4) and for the challenge user Uy,
the j-th signing queries, he computes pg = g}/ (Wirt2y) _ g"i#iW+2) that can be done
from the defined tuple, the rest is done as in the real scheme using z; as random.
B can also answer any corruption query, that should not happen for the challenge
user, even if we know y in this game.

For the challenge signing query, he does the same as above with the ephemeral
value z*, and the expected ID, pg = gi/(yi*“*) = ¢g/Wy = gI'WglE)/Y - where
(X)) = (ITY_ (X + 2) —I1(2))/X is a polynomial of degree £ — 1 and thus g/ can
be computable from the tuple. B thus compute pg = ¢/’ @.D") and returns the

challenge signature o*. Therefore, Advs = Adv,.

G4: We modify the game Gs. Here we initialize Groth-Sahai commitment keys in
a perfectly hiding setting with the trapdoor, to allow the simulator to cheat in the

proofs. Then all the proofs are simulated. This game is indistinguishable from the
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previous one under the SXDH. Thus |Pr[Sy] — Pr[Ss]| = 2. AdvSXPH,

Gs: In this game, we do not know anymore y, that we did not use anymore any-
way, and thus this game is perfectly indistinguishable from previous one. Thus

P’I”[S5] = PT’[S4]

Ge: In this game, we replaces the defined /—DDHI tuple with the actual /—DDHI
challenge instance, where y is unknown to B and D is a random value. Thus this game
is indistinguishable from the previous one under the /—DDHI assumption. Therefore,
| Pr[Ss] — Pr[Ss]| < Adv*~PPHL

Note that the challenger signature does not depend anymore on the challenge user.
When we combine all the probabilities we obtain the upper bound (6.8) on A’s

advantage in game Gj. O

Theorem 6.4.4 The proposed scheme preserves the attribute unforgeability under
KFEA1 and DL assumptions.

Proof Lemma 6.4.5 implies the Theorem 6.4.4. U

Lemma 6.4.5 Under the DL and K E Al assumptions there exists no PPT adversary
A which passes verification with forged attributes with non negligible probability.

Proof The input to the simulator B is an instance of the DL problem, (g, ¢') € G2.
Let £ = log,q'.

Setup: According to the ABGS scheme setup B generates the system parame-
ters, params. B sets g1 = g and h = ¢, and generate the remaining parameters,
gpk, ik, okyser, thay. B gives gpk, okyser and tkqy to A.

Queries: As B knows all the keys, it can answer all the queries generated by an
adversary A according to the definition of Attribute Unforgeability .

Output: Finally, A outputs a signature o* with forged attribute certificates on mes-

sage M*, a predicate T* whose public values are Ty« = ({54, }4;e D, s VT = g5T, T,
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and signer’s secret key sk;« such that T(A;x+) # 1 and YT(Ai» Uatt;) = 1. Asitis a

T
valid signature which passes verification algorithm and from (6.2) p} = h7e= and

1y S5

p5 = h°™2 such that st + sz, = sp. This can be viewed as pj = h 7+ h 7%+ | where
st, = sy, + 85 and hﬁ is unknown to A but she is producing it in signature.

It is like B is giving input (g1 = ¢,97 = gau, = 9%) to A and A implicitly returns
(h = ¢,h% = ¢’*7). Then by KEA1 assumption, B can utilize the extractor A to
extract a value £&. Under DL assumption it can be done with negligible probability.
Thus the signature produced by the forged attribute certificates can pass verification
with negligible probability. Note that the A can also produce the missing attribute
in the value pf to satisfy the relation (6.2) but similarly its probability is negligible
under KEA1 and DL assumption. O

Theorem 6.4.6 The proposed scheme preserves the collusion resistance of attribute.

Proof Lemma 6.4.7 implies the Theorem 6.4.6.

Lemma 6.4.7 Even if some malicious participants U;,, ..., U; (k > 1) with the set
of attributes (;,, ..., ¢;, collude, they cannot make a valid signature associated with a
predicate T, where (U5_, Y (G;,) = 1) and Y({;;) # 1 for j = 1, ..., k with non-negligible
probability.

Proof Without loss of generality, we assume that U; with ¢(;, and U, with ¢,
represent malicious participants. U;, and U;, attempt to make a valid signature
associated with T which satisfies T((;, UG,) = 1, T({;,) # 1 and Y((;,) # 1. They can
satisfy the relations (6.1) and (6.2) because they have a valid membership certificate
(Ai,, X, vi,). We assume that Tl-thj = Ti, ;, where t € Z;. Note that the probability of

t = 1 is negligible. And they tries to compute

06 = hﬁ(zaccjeAil Aattjsj) % hﬁ(zattjeAQAattjsj)
6 =

1
. hm(zattj €A, Aattj Sj+t2attj €A, Aatt 55)
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Then from (2.6)
Yatt;eA;, Datt,; S5 + 1 a; e, Dat; S5 + EdjeDéﬁdj Sda; # ST

holds. Since t # 1 this means that they cannot collude. 0J

Theorem 6.4.8 If there exists an adversary A that breaks the traceability of the
scheme, then we can build an adversary B that can break the ¢-HHSDH assumption,

where q is the maximal number of users.

Proof Since the membership certificate format is similar to the one proposed in
[24; 48], the proof directly reduces to the ¢-HHSDH assumption. The simulator B
receives ¢-HHSDH challenge (g1, h, g2,w = g3, (91", 95", yi, Ai = (hgt' )0 )icp g1)
and tries to solve it, from A that breaks the traceability of our scheme.

Setup: B generates the commitment keys, attribute secret and public values, and
other parameters as in the ABGS scheme by using the ¢-HHSDH challenge values.
B gives gpk, ok, and tkqy to A.

Queries: To answer the i-th join queries, if this is an active join, B extracts y;
chooses his y! so that y, + ¢/ = y;, if it is a passive join, B directly chooses y;. Thus
B can answer all the queries according to traceability definition.

Output: After atmost ¢ join quires, A outputs a new signature with a new certificate
tuple with non-negligible probability. As B knows the trapdoor of the commitment
scheme, he can obtain (g7, ¢%, g7, g5, A = (hg{)"/0**)). Thus B answers the challenge
¢-HHSDH instance with the same advantage of A. O

Theorem 6.4.9 If there exists an adversary A that breaks the non-frameability of
the scheme, then we can build an adversary B that can either break the q-HSDH or
the CDH" computational problems, or the 1-DDHI or the SXDH decisional problems,

where q is the maximal number of signing queries for a user.
Proof The proof is similar to the proof of non-frameability in the Blazy and Pointcheval

[24] traceable signature. There exist two types of adversary, one breaks the non-

frameability by forging the new ID, pg, on an uncorrupted user and another breaks
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the non-frameability by reusing an existing ID with the corresponding certificate but

on a new message. With 1/2 probability B decides which type of adversary it is.

Type 1: The simulator B receives ¢-HSDH challenge ((g1, 92, g7, g5), (g%, 95, gi/(y+ti))ie[1’q1)
and tries to solve it, from an adversary A that breaks the non-frameability of our

scheme by forging a new ID, pg, on an uncorrupted user.

Setup: B generates the gpk, ik, okyse, and tk,, as the real settings and gives it to A.
B selects the target user on which he expects the attack and sets his membership

certificate corresponding to one with y as a secret key.

Queries: B can answer any joinP query as he knows ik and can answer corrupt query
on any user except the target user, otherwise the simulation fails. B can answer the
sign queries and can answer to atmost ¢ sign queries for the target user with the help
of challenge ¢-HSDH tuple.

Output: After all the queries and the atmost ¢ signing queries for target user,
A succeeds in breaking the non-frameability with non-negligible probability by gener-

/(y+1)

ating a new tuple (pg = 7 ,pr = (g%, g5)), on an uncorrupted user. Thus B solves

the ¢-HSDH challenge with non-negligible probability.

Type 2: The simulator B is given an asymmetric Waters public key (pk = (¢t, ¢%)
for the global parameters (g1, g2, h, F)). B tries to break this signature, and thus the
CDHT* problem, from an adversary A breaking the non-frameability of our scheme
by reusing an existing tuple pg, p7 on a new message.

In the first game, G;, B knows the discrete logarithm value ¢, generates a new
1k, Okyser, thay and gives ik, okyser, tha to A together with the public key gpk =
(h,w, F,{Gat; fatt;ean). B can answer any joinP query as he knows ik and extract the
secret keys from the extraction key of the commitment scheme, one of those uncor-
rupted user is expected to be a challenge user, with the secret key y, the one A has
to frame.

B can answer any signing queries. On one of them for the challenge user, say on M,
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he will use the above £ as ephemeral Waters public key (for the z), and thus computes
a pg = g%/ @) Wwith the corresponding Groth-Sahai proof. This way A possesses a
valid signature on M, with p; = (¢, ¢%), ps = h'F(M)*, pg = g5. With non-negligible
probability A breaks the non-frameability of our scheme, by hypothesis A does it by
reusing an existing p1, ..., p7, as uncorrupted users are indistinguishable, A frames our
challenge user with non-negligible probability, and as the signing queries are finite, he
will use p; = (g%, g4) with non-negligible probability. Therefore, with non-negligible
probability A outputs a new valid signature on M’ with p; = (¢, g%), this means we
have (p7, ps, pg) such that e(p7.1, 92) = e(g1, pr.2), €(ps, g2) = e(h, pr2) X e(F (M), pg),
and thus B can output a valid forgery on the Waters challenge for the public key
(g%, ¢%). But in this game, we know t.

In a second game, G,, the Groth-Sahai setup is used as hiding one, so that the proofs
can be simulated, and namely without using ¢. This is indistinguishable from the
previous game under the SXDH assumption.

In the third game, Gz, replace pg by a random value, still simulating the proofs. A
random pg is indistinguishable from the real one under the DDHI problem as seen
in user anonymity proof. Furthermore, here there is only one elements, hence the
1—DDHI assumption. In the last game, one does not need to know ¢ anymore, and

thus the signature forgery reduces to breaking the asymmetric CDH™. 0

6.5 Comparison

Let ® = |C|, where ( be the set of attributes associated with a signature and m =
| Att|. Let 7 be the average number of attributes assigned to any user and m/' is the
length of the message, a constant. e represents the paring operation and r represents
the number of revoked members. In Table 6.1, we compare the efficiency of our
scheme with other schemes. Note that the verification cost of the proposed scheme is
independent of the number of attributes, where as in other schemes the verification
cost is linear in terms of the number of attributes. From the table it can be noticed
that non-frameability is not achieved by combined scheme of Herranz et al. [70] and
Boyen et al. [34]. Further, the combined scheme has verification cost that is not

independent of the number of attributes and also the key lengths are large.
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6.6 Summary

6.6 Summary

In this chapter, we proposed an ABGS scheme which achieves attribute anonymity
with constant signature size. We proved that it is secure under the standard model.
In this scheme, the user opening (or the signer tracing) and the attribute tracing
methods are independent. Our scheme is dynamic with respect to both user and
attribute i.e. anytime a user can join or attributes can be added without changing
the keys. We note that our scheme is efficient than the other ABGS schemes in
terms of verification cost and signature length. Moreover, the proposed scheme is
non-frameable. In the next chapter, we propose an ABGS scheme with VRL and
backward unlinkability in the standard model.
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Chapter 7

A VLR-ABGS Scheme with
Backward Unlinkability and

Attribute Anonymity in the
Standard Model

In the previous chapters, we proposed an ABGS schemes with attribute anonymity
secure under random oracle model and standard model. We also proposed a VLR-
ABGS scheme with attribute anonymity in the random oracle model. In this chapter,
we propose an enhanced ABGS scheme with verifier-local revocation (VLR) in the

standard model.

7.1 Introduction

Khader proposed an ABGS scheme with VLR feature but does not address attribute
anonymity [72]. Afterwards Emura et al. in [52] have proposed an ABGS scheme,
but this scheme neither addresses the attribute anonymity issue nor provides the

revocation feature. To the best of our knowledge there is only one ABGS scheme



7.2 Proposed Scheme

with VLR feature proposed by Khader in [72] but the scheme does not have backward
unlinkability feature nor addressed attribute anonymity nor it is in standard model.
Moreover, in this scheme the signature length is linear in terms of the number of

attributes.

We propose an ABGS scheme with VLR feature (VLR-ABGS) with attribute
anonymity having backward unlinkability in the standard model [5]. Further, our
scheme has constant signature length and is non-frameable. We note that to build
a VLR-ABGS scheme with attribute anonymity in the standard model one can also
combine an ABS scheme [70] with a VLR-GS scheme [82], but it incurs combined

cost of both the schemes.

In Section 7.2, we present the proposed VLR-ABGS scheme with attribute anonymity
and the related security definitions. The construction of the proposed VLR-ABGS
scheme is given in Section 7.3. Its security analysis is given in Section 7.4. followed
by comparison with other schemes in Section 7.5. Finally we summarize in Section

7.6.

7.2 Proposed Scheme

In this section, we present our proposed VLR-ABGS scheme with the security defini-
tions which are similar to [20; 51; 72; 82] but with the added attribute anonymity and
backward unlinkability feature. In verifier-local revocation group signatures (VLR-
GS)[31], the group manager maintains a periodically updated revocation list (RL)
which is used by all verifiers to perform the revocation test and it makes sure that
the signatures are not produced by a revoked member.

Let GM be the group manager, k the security parameter, params the system pa-
rameters, T denotes the number of time intervals (it is bounded with k), Att the
universal set of attributes, T used to denote a predicate, T(¢) = 1 denotes that the
attribute set ( C Att satisfies the predicate T, gpk the group public key, ik the issuing
key used for issuing private keys to the members, ok, the user opening key used to

open the user identity of the group signature, A; C Att the set of attributes assigned
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to the user U;, sk; denotes the private key for the member U;, rég be the registration
table with the GM where the current group members information are stored, RL; be
the set of revocation tokens of interval ¢, which contains the revocation tokens of the
revoked users at the interval ¢ and grt be the (n x T)-vector of revocation tokens,
grt = {grt[1][1], ..., grt[n][T]}, where grt[i][t] denotes the token of member i at inter-
val t and n = O(k) is the maximal number of users. Note that ik includes grt and is
private with GM.

A user U; can make a group signature on a document M with the predicate T dur-
ing the interval ¢ if there exists a set of attributes ( C A; with the user such that
Y(¢) =1 and grt[i][t] ¢ RL;.

Definition 7.2.1 (VLR-ABGS) An VLR-ABGS scheme consists of following al-

gorithms. Unless otherwise indicated, algorithms are randomized.

e params < Setup(1*) : This algorithm takes the security parameter k as an

input and returns the system parameter params.

o (gpk,ik, ok,ser) < KeyGen(params) : This algorithm takes the system parame-
ter params, and returns a group public key gpk, an issuing key ik and a user

opening key okyser -

o sk; < Join({params, gpk,ik,t, upk;, A;) , (params, gpk,t, upk;, usk;)) : This is
an interactive group joining protocol between a user U; (using his secret key
usk; and the current interval t) and the GM (using the isswing key ik and the
attributes A; C Att for U; ). In this protocol U; ends with a member private key
sk; and GM ends with an updated, registration table rég and vector of revocation

tokens grt.

e 0 «+ Sign(params, gpk, sk, t,(, M, Y) : This algorithm takes params, gpk,t, sk;,
an attribute set ¢ C A;, message M, and the predicate T as an input and returns

a group signature o on M at the interval t.
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7.2 Proposed Scheme

e 0/1 « Verify(params, gpk,t, M, o, RL;) : This is a deterministic algorithm
verifies the validity of the group signature o against gpk and returns 1/0. If 1
then the algorithm claims that the o is a valid group signature, otherwise, o is

mvalid.

e i/l < Open(params, gpk, okyser,t, o, M, ,rég): This is a deterministic algo-
rithm which takes as input params, gpk, okyser,0, X, M and rég, and returns
either v+ > 1 or L. If 1, the algorithm claims that the group member with iden-
tity ¢ has produced o during the time interval t, and if L, then no group member

produced o .

Revoke: When the member U, is need to be revoke in the interval ¢, the GM publishes
(or adds) the secret tokens grtli][t], ..., grt[i][T] into the public lists RL;, RLyy1, ..., RLt,

respectively.

Entities: Following are the entities in ABGS scheme:

e The group manager GM, also known as issuer, has issuing key ¢k using which he
enrolls a user into the group by allotting some privileges (in terms of attributes)
say A; C Att and issuing a user’s private key sk;, by running interactive Join
algorithm with the user. Issuer revoke a group member by publishing the
revocation token of the member and also can reveal the signer’s identity from

the group signature by using grt.

e The opener has user opening key ok, by which he is able to opens the signa-

ture and reveals the user identity through Open algorithm.

e Group members, or signers, who are having their private keys sk;. They run
Sign algorithm to produce a group signature on a document M with predicate

T;if they possess valid attribute set A;which satisfies the predicate.

e Outsider or verifier who can seek a group signature for a document M with
predicate T from group manager GM. He can also verify the group signature

using the group public key, gpk.
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ABGS scheme is correct if the group signatures produced by an honest group member

are verified and reveals the identity of the signer.

Definition 7.2.2 (Correctness) Correctness requires that for all params <+ Setup(1¥),
all (gpk, ik, ok,ser) < KeyGen(params), sk; < Join({params, gpk,ik,t, upk;, A;) ,
(params, gpk, t, upk;, usk;)), , all t € {1,....,T}, all T, all { C Att and all M €
{0,1}*,ifU; € rég, ¢ C A;, Y(¢) = 1, grt[j][t] ¢ RL; and o = Sign(params, gpk, sk;, t,
¢, M,Y) then

1 « Verify(params, gpk,t, M, Y, o, RL,)

/N\Jj <« Open(params,gpk,okyse,t,0, M, Y, rég)
holds.
In the following definitions the adversary can run the Join protocol (similarly to [24]):

e cither through the joinP-oracle (passive join), which means that it creates an
honest user for whom it does not know the private keys: the index i is added
to the HU (Honest Users) list;

e or through the joinA-oracle (active join), which means that it interacts with the
group manager to create a user it will control: the index i is added to the CU
(Corrupted Users) list.

Note that when the adversary is given the issuing key (the group manager is cor-
rupted) then the adversary does not need access to the joinA oracle since it can
simulate it by itself, to create corrupted users (that are not necessarily in CU). After
a user is created, the adversary plays the role of corrupted users, and can interact

with honest users, granted some oracles:

e sign(z, M, T), if i € HU, plays as the honest user ¢ would do in the signature

process to generate a signature on message M with predicate T;
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e open(M,o,Y), if (M, Y, o) is valid, returns the identity ¢ of the signer;

e corrupt(i), if i € HU, provides the specific private key of this user. The adversary
can now control it during the whole simulation. Therefore ¢ is moved from HU
to CU;

e revoke(i, t), if i € HU, returns the member i’s revocation token for the current

period .

In ABGS scheme a group member may have multiple attribute sets to satisfy the
predicate and he can produce a group signature using one of them. An ABGS scheme
preserves attribute anonymity if it is computationally difficult to identify with what

attribute set he produces the signature.

Definition 7.2.3 (Attribute anonymity) We say that the VLR-ABGS scheme pre-
serves attribute anonymity if, for all honestly generated (gpk, ik, okyser) < KeyGen(
params), for all predicates Y, for all attribute sets A; C Att such that there exist
(1,86 CA; and Y(() = Y (¢) =1, for all sk; < Join({params, gpk,ik,t, upk;, A;),
(params, gpk, t, upk;, usk;)) and all messages M, the distributions Sign(params, gpk, sk;,
t,C1, M, Y) and Sign(params, gpk, sk;,t, (o, M, ) are identical.

In other words, even the computationally unbounded adversary cannot link a signa-

ture to a set of attributes used to generate it (similar to [85]).

ABGS scheme preserves backward unlinkability - user anonymity if there are at least
two unrevoked group members possessing valid attribute sets and one of them pro-
duces the group signature then it should be computationally hard to identify who

produced the group signature among them, even if they are revoked afterwards.
Definition 7.2.4 (BU-user anonymity) We say that the VLR-ABGS scheme pre-

serves BU-user anonymity if for all PPT A, the probability that A wins the following

game 1is negligible.
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e Setup: The challenger C runs (gpk,ik, okyse.) < KeyGen(params). C gives
gpk to A.

e Queries:

— Phasel : A is given access to the oracles: joinP, joinA, corrupt, sign, revoke

and open.

— Challenge : At some period t* € {1,...,T}, A outputs M*,T* and an
uncorrupted unrevoked users U;,, U;, (i.e. ig,i1 ¢ CU and not queried to
revoke before or during t*) and, ¢ : ¢ C A, ¢ € A;, and T(¢') = 1.
C randomly selects k €r {0,1} and responds with a group signature o* <

Sign(params, gpk,t*, sk;,_, ¢, M, Y).

— Phase 2: A can make queries similar to Phase 1. However A cannot
make query to corrupt on ig and i1 at any time but can query to revoke for

the intervals after t*.

e Output: Finally, A outputs a bit k', and wins if K" = k.

The advantage of A is defined as AdvPV—wser—anon( A) = |Pr(k = k') — %|

Thus there should not exist any PPT adversary to link a group signature to a signer

with non-negligible probability.

ABGS scheme preserves traceability if it is possible to trace the valid group signature

to its signer with the help of group opening key.

Definition 7.2.5 (Traceability) We say that the VLR-ABGS scheme preserves
traceability if for all PPT A, the probability that A wins the following game is neg-
ligible.

'Here ¢ can be different for U
attribute anonymity

io» Ui, but we are concerned about user anonymity rather than
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e Setup: The challenger C runs (gpk,ik, okyse.) < KeyGen(params). C gives
gpk, 0kyeer to A.

o Queries: A is given access to the oracles: joinP, joinA, corrupt, revoke and sign.

e Output: At some period t* € {1,...,T}, A outputs a group signature o*, a

message M*, a predicate Y* and a set of revocation tokens RLyx.

A wins if

(1) Verify(params, gpk,t*, M*, Y* RL;,0*) =1 and

(2) Open(params, gpk, okyser, t*, o*, M*, T* rég) = L.

The advantage of A is defined as the probability that A wins.

Thus it should be impossible to produce an untraceable valid group signature by any

PPT adversary.

ABGS scheme preserves non-frameability if it is difficult to produce a valid group
signature which traces back to a group member who has not produce it, even with

the help of group manager’s secret key.

Definition 7.2.6 (Non-frameability) We say that the VLR-ABGS scheme pre-
serves non-frameability if for all PPT A, the probability that A wins the following

game 1is negligible.
o Setup: The challenger C runs (gpk,ik, okyser) < KeyGen(params). C gives
gpk, ik and ok, e, to A.
e Queries: A is given access to the oracles: joinP, corrupt and sign.

e Output: Finally, at some period t* € {1,..., T}, A outputs a group signature

*

o*, a message M*, a predicate Y* and a set of revocation tokens RL;«.
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A wins if

(1) Verify(params, gpk,t*, M*, Y* o* RL;) = 1,

(2) Open(params, gpk, okyse,, t*, 0, M*, T* rég) = i*,

(3) i* € HU.

The advantage of A is defined as the probability that A wins.

Thus even the group manager should not be able to forge a group signature which

trace back to a honest member.

ABGS scheme preserves attribute unforgeability if it is hard for a group member

to forge an attribute certificate in order to produce a valid group signature.

Definition 7.2.7 (Attribute unforgeability) We say that the VLR-ABGS scheme
preserves attribute unforgeability if for all PPT A, the probability that A wins the

following game is negligible.

e Setup: The challenger C runs (gpk,ik,okyser) < KeyGen(params). C gives
gpk, 0kyser to A.

e Queries: A is given access to the oracles: joinP, joinA, corrupt, revoke and sign.

e Output: At some period t* € {1,..., T}, A outputs a message M*, a predicate

T* and a group signature o*.

A wins if

(1) Verify(params, gpk,t*, M*, Y* o* RL;) =1,

(2) Open(params, gpk, okyser, t*, 0, M*, T* rég) = i* and
(3) B € A - T(¢) = 1.

The advantage of A is defined as the probability that A wins.

Thus it should be impossible for any PPT adversary to satisfy the predicate with

invalid set of attributes.

179



7.3 Construction

ABGS scheme preserves collusion resistance of attribute certificates if it is computa-
tionally hard for group members to collude by pooling their attribute certificates to

satisfy the predicate and to produce a valid group signature.

Definition 7.2.8 (Collusion resistance of attributes) We say that the VLR-
ABGS scheme preserves collusion resistance of attributes if for all PPT A, the prob-
ability that A wins the following game is negligible.

e Setup: The challenger C runs (gpk,ik, okyse:) < KeyGen(params). C gives
gpk, okyse, to A.

e Queries: A is given access to the oracles: joinP, joinA, corrupt, revoke and sign.

o QOutput: At some period t* A outputs a message M*, a predicate T* and a

group signature o*.

A wins if

(1) Verify(params, gpk,t*, M*, T* o*, RL;) = 1, and

(2) A has obtained sk;,, ..., sk, : Y*(UF_ | A;)) = 1 and T*(A;)) #1 for j=1,.. k.
The advantage of A is defined as the probability that A wins.

Thus the users with valid set of attributes each, cannot collude with each other to

pool a valid attribute set for producing a valid group signature.

7.3 Construction

A construction of a VLR-ABGS scheme with attribute anonymity and backward
unlinkability features is presented in this section. For our construction we use the
membership certificate format of [24; 48] to achieve non-frameability. We use Groth-

Sahai non-interactive proof system under SXDH assumption (see Sec. 2.4.7.1) to
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generate the NIWI and NIZK proofs for the relations in the group signature. We
make use of VLR-GS scheme of [82] as a base construction. Similar to [51] we gen-
erate the public values of the access tree representing a predicate. We device an
BuildTree-Validity algorithm which gives provision to publicly verify the correct-
ness of the generated public values of the predicate and with this we reduce the trust
on group manager in producing public keys of the predicates. We device an idea to
achieve attribute anonymity. In contrast to other existing ABGS schemes [51; 72; 73],
our scheme is built in the standard model with attribute anonymity and achieves a
constant size signature, i.e. independent of the number of attributes. To highlight
the merits of the proposed scheme, we compare our scheme with other schemes in

terms of efficiency, features and assumptions.

Let Ty be an access tree representing the predicate T, Ty the public values
associated with Ty, (upk;, usk;) the verification/signing key of a signature scheme
DSig for user U;', A; the membership certificate for Uj, {Tm}attje A, denotes the
attribute certificates of U; and T; ; is the attribute certificate of the attribute att; €
Att of user U;.

Let £ : G; x G3 — G% be a coordinate-wise pairing such that, for any h € G; and
any vector v = (g, f) € G2, E(h,v) = (e(h,g),e(h, f)). As in [68], we make use of
asymmetric bilinear map F' : G? x G3 — G7. which is defined as, for any vectors
X = (X1,Xy) € G2and Y = (V1,Y3) € G F(X,Y) is the matrix of entry-wise
pairings (i.e. containing e(X;,Y;) in its entry (i, j)).

Also, for any z € Gr, t7r(z) denotes the 2 x 2 matrix containing z in position (2, 2)
and 1 elsewhere. For group elements X € Gy, the notation ¢;(X) will denote the
vector (1, X) € G? and for Y € Gy, 1»(Y) = (1,Y) € G2.

For a polynomial number of scalars z; € Zj;, and a pair (g,¢") € G2, the values
g'/+2) looks to be random and independent [50]. We used this to build our identifier,
ID(y, z;))= ¢"®+#) in the group signature. In the proof of user anonymity, the
simulator will be able to choose the z; prior to any interaction with the adversary

and we depend on ¢-DDHI assumption [50].

lwe assume that each group member has a personal public key upk;, established and certified

by a PKI, independently of any group authority, so that it has a means to sign a message, using a
matching personal private key usk; with him.
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o Setup(1¥): It generates the system parameters, params = (p, G1, Go, Gr, €, g1, g2,
H, T, Att); where

(i) Gy, Gy, Gy are the cyclic groups of prime order p, where 28~ < p < 2%,

(ii

(ii

)

) e: Gy X Gy — Gr is a bilinear map.

) g1 and gy are the generators of the groups G; and G, respectively.

(iv) H : {0,1}* — {0,1}™ is a collision-resistant hash function, where m’ =
O(k).

(v) T is the number of time periods.

(vi) Att = {atty,...,att,,}, for m = O(k) is the universal set of attributes’.

e KeyGen(params): It takes an input system parameters params and outputs a

group public key gpk, an issuing key ¢k and a user opening key okyse;-

(i) Select the independent generators kq,v',vi,...,0p € Gy, hy,...,hr € G
and define the Waters function, F : {0,1}™ — Gy, for M = (puy, ..., piny) €
{0,137 F(M) = v} vy

(ii) Select v €r Zj, and computes w = gg.

(i) For each att; € Att, choose a secret s; €p Z5, sets S = {; }att;can, and

computes gar, = gy, Vatt; € Att.
(iv) For the Groth-Sahai proof under the instantiation based on SXDH as-

. — — — — - - !
sumption, choose a vectors @ = (i, Uy = u}) and ¥ = (v}, Up = 0% ), where
— — /
iy = (91,9) € G} and ¥y = (g2,95") € G3 for t,t',a,0/ €g Z. o and o

are trapdoor keys.

(v) Outputs
gpk = (ki, h1, ..., hr,w, F, {gatt }attJEAttau 0), 1k = (7,5), Okyser = (CY,O/)~

The description of F includes the generators v’ vy, ..., vp,.

e BuildTree(p,S,T):

IFor m = 1 it becomes a group signature scheme, where all members possess that attribute.
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(i) Let Ty be the tree that represents the predicate Y.
(i) Get extension tree T°** <— AddDummyNode (7).

(iii) Get secret value for each dummy node and the secret value of the root of

T using ({84, }d,eps, 57) < AssignedVaule(S, 7).

(iv) Output the public values of T,
7} = <{de}dj€DT»r ,Up = g;T7 Tert>'

The predicate public values Ty are verifiable through BuildTree-Validity
algorithm.

A verifier with the predicate approaches the GM for a group signature. GM runs
BuildTree algorithm to generate the public values of the predicate T and stores
it in a public repository. Then anyone among the group members who are
eligible will generate a group signature by using the predicate public values.
If predicate public values are already present in the public repository then GM

need not invoke BuildTree algorithm.
BuildTree-Validity(params, gpk, Tr):

(i) Randomly choose an attribute set, Leaves C Att : T(Leaves) = 1 And
gets the corresponding A,y (Vatt; € Leaves), and Ay, (Vd; € D%;“”es) by
running MakeSimplifiedTree(Leaves,

Tezt)'

.. Aattj deAdj
(11) ComPUte Groot = HattjELeaves gattj X deeD%fr‘“’es g1

sjAattj sdedj
— Hatt]-GLeaves gl X deeD%;a'ues gl

Zattj €Leaves Aattj Sj+zdj GD,%;GUES Adj de

=0 = ¢;7 from (2.6).

2

(iii) Verify whether e(groot, g2) = (g1, vr). If not then 7Ty is the invalid public

values of the predicate T.

Join(< params, gpk,t,ik, upk;, A; >, < params, gpk,t, upk;, usk; >): A user
U, with the pair of keys (upk;, usk;) in the PKI, interacts with the group man-
ager, with the issuing key ik and the set of attributes A;, to join the group.
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This is similar to the Join protocol in [24; 48]. At the completion of this
protocol, U; gets private key sk; = ((Ai, Xi,¥i), {15 fate;ea,), where (Ag, Xi, ys)
is a membership certificate, {T; ;}ar,ca, is the set of attribute certificates and
A; C Att is the set of U,’s attributes. And GM ends with the updated rég and
grt. The protocol begins as follows,
(i) U; picks y; €r Z;, computes and sends Y = ngg, an extractable commit-
ment of yi. Note that the trapdoor of the commitment will not be known
to anybody except to the simulator in the security proof to be able to

extract y,.

(i) GMselects new z; € Z3 and arandom y} €x Z7, computes A; = (k Y;Y;")?/ (o),
Xio = ¢35 and T;; = A7 (Vatt; € A;), where Y/ = ¢ and sends
i, A, X2, {E,j}VattjeAi-

(iii) U; checks whether e(A;,wgs’) = e(k1, g2)e(g1, g2)%+¥ . Then U; computes
y; =y, + v and makes a signature s; = DSigys, (Ai, Xi2, Y:).

(iv) GM verifies s; under upk;, appends the tuple (i,upk;, A;, X; = (Xi1 =
91", Xi2),Yi, s:) to rég and add {grt[i][j] = hj'}_, to grt. Then GM sends
Xi,l-

(v) U; checks the relation e(X; 1, g2) = e(g1, X;2). U; owns an valid member-
ship certificate (A;, Xi,9;) and attribute certificates {75 }vatt,c4,, Where

y; is known to him only.

— GM chooses s,,41 € L, and computes gagt,,,, = 91" when a new attribute
att,,4+1 is added. Let U, be issued T;,,+1. Then GM computes and sends
Tims1 = A7 to U; and also publish gas,, ., into gpk. Thus attributes

can be added anytime.

— When user U; is to be revoked at time interval ¢, GM needs to simply add

grt[i][t] to the revocation list RL, for the interval ¢.

— For the group members to verify the validity of their issued attribute cer-
tificates {7} ;}, GM builds one general access tree such that it is satisfied

by each individual attribute. GM will publish its public values and every
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member U; can verify their individual certificates by using the following

equation
Adjsd;

e(T;, m] A, g2)=e(A;,vr) (7.1)

where (A, Ag;) MakeSimplifiedTree(s], Te"”) and sd is the corre-

att

Ag
sponding dummy node of s;, such that e(ga, ’.9; 44 ko) = e(gl, vr).

e Sign(params, gpk, sk;,t,(,j, M, T): It generates a group signature o on mes-

sage M € {0,1}* during the period ¢ with the user private key sk; who satisfy
the predicate T with his subset of attributes ( C A; : T({) =

(i)

(i)

(iii)

(vii)

(viii)

Get the public values of T, Tx = ({s4, }d;enr, , vr, T°"), from the public
repository.

Let s, = Yat;ecQate; s5 and sp, = EdjepgAdjsdj' Then from (2.6), sp, +
STy, = ST.

Get ({Aas, }(vatt;e0)s {Adj}(VdjeD;T)) + MakeSimplifiedTree((,7°") and
compute sp, = EdjeD§Addej'

Compute the hash value M = iy, ..., ppy = H(t||M) € {0,1}™.

Creates an ephemeral ID, ID(y;, z) = gi/(zﬂ/i) with a random 2 € Z;.

Aa
Select 7,0 €g Zy, and set py = I ecT, * AST2 = AT, py = yi,p3 =

Xi=(91"92"),ps = ID(ys,2), p5 = (gl,gz)me = ki F(M)", pr = g5,ps8 =
hf,pg =h, T = gf and Ty = e(g7" ,ht) .

Commit the group elements o; = C(p;), for i = {1,3,8,9} and oy =
(CV(p2),CP (p2)).

Compute the NIWI Groth-Sahai proofs for the committed variables p1, ps, p3

185



7.3 Construction

satisfy the following equations

e(pr,wpsz) = e(ki,vr) x e(gr, vr) (7.2)
e(pa; 95°ps2) = e(g1, 92) (7.3)
e(pe, 92) = e(ki, ps2) x e(F(M), pr) (7.4)
e(g1*,92) = elg1,95°) (7.5)
e(ps1,92) = e(gi,p32) (7.6)
e(ps1,92) = e(gr,ps2) (7.7)

(ix) Compute the NIZK Groth-Sahai proofs for the committed variables ps 1, ps, pg

satisfy the following equations

Ty = e(psi:ps) (7.8)
e(T1,p9) = el(g1,ps) (7.9)
e(gi,po) = el(gr, ) (7.10)

(x) Output the signature

o= {o:}3, {p}_), 08,00, T1, 1) € GIxGEXGIxGEX G2 x Gy x Gy x G5
X Gl X GT

We add the corresponding Groth-Sahai proofs {©,}{_; to the signature to prove
the validity of the above pairing equations. Equation (7.2) is a pairing-product
equation, establishes that the signer has a valid membership certificate issued
through the Join algorithm (i.e. A; is well-formed) as well as establishes that he
possess the required attributes (attribute certificates) that satisfy the predicate
T, and the Groth-Sahai proof requires 4 elements in each group, ©; = (77, 9:)
Equation (7.3) is a linear pairing-product, establishes that p, is a well formed
ID, and the proof requires only 2 extra elements in G, ©y = (9;) Equation
(7.4) does not use any committed data so it can be directly checked, it estab-
lishes that (pg, p7) is a Waters signature of M under the public key ps, thus
O3 = ¢. Equation (7.5) is a quadratic equation, establishes that same y; is
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committed in both groups, and it can prove with 2 elements in each group,
O, = (7, 91). Equation (7.6) is a pairing-product equation, establishes that X;
is well-formed, and the proof requires 4 elements in each group, ©5 = (75, 9};)
Equation (7.7) does not use any committed data so it can be checked directly,
thus ©g = ¢. Equation (7.8) is a pairing-product equation and the proof re-
quires 4 elements in each group, ©7 = (7%, 67). Equation (7.9)-(7.10) are linear
and requires 2 elements of G, cach, Og = (f3) and O = (6y). Equation (7.8)-
(7.10) establish that the signer has produced the signature during the time
interval t. Overall we need 30 group elements in Gq, 24 in Gy and 1 element of
Gr. The axillary variable pg is needed to prove the equations in NIZK. Note

that the signature is independent of number of attributes |(].

Verify(params, gpk,t, M,o, T, RL;) :
It parses 0 = ({o:}2_;, {p}l_4, 08,00, T1, T2, O1, 02,04, 05, {0;}_.) and returns

1 if and only if all proofs are valid and o passes revocation test:

(i) It verifies to see whether all the pairing equations hold according to Groth-
Sahai proof system. Here we give the abstract construction of proof el-
ements for clarity which is useful in the proof of anonymity. Following

equations must satisfy with the proof elements 0,05, 04, O5, O7, Og, Oq

(a) F(01,t2(w).032) = F(Ll(kl),ég(UT)) ®© F(o21,t2(vr)) © F(ui, m11) ©
F(uy, m12) © F(01,1,01) © F(01,2,032)

(pa; 022t2(p5.2)) = E(g1,t2(g2)) © E(021,01) © E(b22,03)

(P, g2) = ek, ps2) X e(F (M), pr)

(021,F) = (90,022)@F(ul,ﬂ4)®F(94,v1)

(051, 2(g2)) = F(1a(g1), 052) O F (i, 51) @ F 1k, m5.2) © F (65,1, 67) ©

F(052,73)

e(ps1, 92

(@)
~ ~— ~— —
S

F
F

) = e(g1,p5.2)

F(051,0%) = t0(To) © F (i, 771) © F (1, 172) @ F(07.1,01) © F (079, 05)
E(Th,09) = E(g1,08) © E(0s1,01) © E(bs2,03)

E(g1,09) = E(g1,t2(le)) © E(b91,01) © E(6y 2, 03)

1
3,1,
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7.4 Security Analysis

(ii) Revocation check: for all B;; = h{* € RL,
T2 7é €<T1, th) (711)

e Open(params, gpk, okyser,t, 0, M, T, rég) : For the valid group signature the
Opener just opens the commitment of p; = A" in 0y, and outputs the cor-
responding identity ¢ from the rég with respect to A;, if e(py, g2) - e(Ai,vr),
otherwise outputs L. If issuer and opener are the same entity then he can
open the signature in O(1) time complexity, as he knows sy value, he simply

computes A; = pi/°T.

7.4 Security Analysis

Theorem 7.4.1 The proposed VLR-ABGS scheme is correct.

Proof The correctness follows from the Groth-Sahai proof system. O

Theorem 7.4.2 The proposed VLR-ABGS scheme preserves attribute anonymity
under SXDH assumption.

Proof According to the definition (7.2.3) it is sufficient to show that for any predi-
cate T and for any subset of attributes A; : 3¢y, (o C A; that satisfies predicate i.e.,
Y (1) = Y((2) = 1, the output of Sign(gpk, sk;,t, (1, M, T) is indistinguishable from
the output of Sign(gpk, sk;,t, (2, M, Y), subject to the constraint that they pass the
verification algorithm.

For any signature, 0 = ({o;}2_1, {p}7_4, 08, 09, T1, T2, ©1, 04, 04, 05, {O;}7_.), the at-
tribute certificates are hidden and used in o; computation and it is easy to observe
that for any two given group signatures of the same user U; the uncommitted values
p1 = AT of both signature are indistinguishable among themselves, since both are
identical because of same sy value. Thus it will not reveal the underlying subset
of attributes, but only it proves that it satisfies the predicate. Thus the proposed

scheme preserves attribute anonymity unconditionally. 0]
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Theorem 7.4.3 If there exists an adversary A that can break the user anonymity of
the scheme, then there exists an adversary B that can break either (-DDHI problem
in Gy, DTDH problem or SXDH assumption. And we have

AdyBUmusermanon < /(2 AdvS P 1 Ado® PP 4 1/(Tn). (2. AdvS¥PH 4 AdyPTPH)
(7.12)
where n is the mazximal number of join queries, € is the mazximal number of signing

queries for a user and T is the number of time periods.

Proof A part of the proof is similar to [24] and other part follows the approach of
[82] under SXDH assumption. The proof is organized as a sequence of games such
that adversary has no advantage in final game where as the first game is the real
attack game as given in definition (7.2.4). Let S; denote the event that the adversary
wins in the game G; with advantage Adv; = |Pr[S;] — 1/2].

Gy: This is the real game as define in the definition (7.2.4). Challenger B sets up the

scheme and defines the parameters as in the real scheme,

params = (p,G1,Go,Gr, e, 91,92, H, T, Att)
gpk = (ki,h1,...,hr,w, F, {gattj}attjEAtt7 i, v)
ik = (v,9)
Okuser = (a,a)

B gives gpk to A. With this B answers all the queries made by adversary. At chal-

lenge phase A chooses 2 unrevoked and uncorrupted users U, and is given a

01 Vi1

challenge signature o* on behalf of U;_, k €g {0, 1}. In the output phase, adversary
outputs her guess ' € {0,1} and the advantage is Adv, = |Pr[S;] — 1/2].

Gy: Let n be the total number of passive join queries, joinP queries. In this game
we modify the simulation G, B picks a challenge user id ¢*. In the challenge phase,

B aborts if i,, # i*. B also aborts if ¢* is queried to corrupt or revoke oracle before or
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during challenge phase period. The probability that B succeed in picking correct i*
is 1/n. Therefore, Advy = Adv; /n.

Gs: In this game, we modify the simulation of G, where B randomly picks the chal-
lenge phase period t*. In the challenge phase, B aborts if t* # t*. The probability
that B picks correct t* is 1/T. Therefore we can write Advs = Advy/T.

Gaa: We modify the simulation of G,. B chooses y €g Z,, and define the /—DDHI like
tuple A = (g, ¢",....,¢"") € Gi*', D = ¢g'/¥ € G, . B chooses different random values
2%, 21, ..., -1 € Zi, and define the polynomial f(X) = 21 (X — ), of degree £ — 1.
From the above tuple, B can compute ¢; = ¢/*). B chooses v, € Z,, and defines
hy = gy fort € {1,..., T}. The future challenge user ¢* will virtually have y;« = y—z*.
B compute g¥* = g{/gi" from the above tuple. The membership certificate for the
challenge user is (g7, 95", g1/97 , Air = (kag{/g7 )Y 0" {Tw j = AilYausen)-
The setup is indistinguishable from G, since all keys are having same distribution.
B answers all queries according to definition (7.2.4) and for the challenge user U,
the j-th signing queries, he computes py = g}/ Weet2y) g"i#W+2) that can be done
from the defined tuple, the rest is done as in the real scheme using z; as random.
B can also answer any corruption query, that should not happen for the challenge
user, even if we know y in this game.

For the challenge signing query, he does the same as above with the ephemeral
value 2*, and the expected ID, py = gi/W ™) = gfW/y = WGy where
(X)) = (IT_ (X + 2) —II(2))/X is a polynomial of degree £ — 1 and thus ¢ can
be computable from the tuple. B thus compute p, = ¢/’ @ .D") and returns the

challenge signature o*. Therefore, Advs, = Aduvs.

Gop: We modify the game G,,. Here we initialize Groth-Sahai commitment keys in
a perfectly hiding setting with the trapdoor, to allow the simulator to cheat in the
proofs. Then all the proofs are simulated. This game is indistinguishable from the
previous one under the SXDH. Thus |Pr[Sy] — Pr[Sa]| = 2. AdvS¥PH,
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Goe: In this game, we do not know anymore y, that we did not use anymore any-
way, and thus this game is perfectly indistinguishable from previous one. Thus
P’I“[SQC] = PT[SQb].

Goq: In this game, we replace the defined /—DDHI tuple with the actual /—DDHI
challenge instance, where y is unknown to B. Thus this game is indistinguishable from
the previous one under the /—DDHI assumption. Therefore, |Pr[Ss;] — Pr[Ss.]| <

Ad,UZfDDHI

Gsa: We modify the game G3. In the setup phase we consider the group elements
Zy = g1, 72y = 95", %y = g1, Z% = ¢5° in constructing gpk and membership cer-
tificates. B chooses v; € Z and defines h; = g5* for t € {1,..., T}\{t*}, where
as hy = Zy. B chooses u €p Z3,
value sz, corresponding to the predicate, B set vy = (Zjw)?7 = gSTB =) for a

set ki = gi. For the appropriate computed

random 3 € Z; (so that implicitly we are setting sy = spfB(z1 + ), therefore we
assume that adversary wont invoke BuildTree-Validity algorithm to check the
validity of public values of the predicate). Then all the join queries (except for
i = %) will answer by setting membership certificate 4; = (Z*Z{'k] g{"")?/0+) and
other values are same as define in the game G3. For the target user Uy, B set
sk = (21, 21,y A = (kagl")? {T; = A}au,ea,), which implicitly defines
Ty = 2. We note that, for periods t # t*, the revocation tokens h;” are com-
putable as Z3*. The revocation token hyi*, for the period t*, for the user U, is not
computable and it is not needed, since A will not query for it unless the abortion
rule of Gy occurs. With this B can answer all the queries made by A even he does
not explicitly use 21, 29, the discrete log of Z1, Z5 respectively. A will not notice the

changes in the game. Therefore, Pr[Ss,] = Pr[Ss].

Gsp: We modify the game Gz,. Here we initialize Groth-Sahai commitment keys in
a perfectly hiding setting with the trapdoor, (¢,#'). Then all the proofs are simu-
lated. This game is indistinguishable from the previous one under the SXDH. Thus
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’PT’[Sgb] — PT[Sga]l = 2.Ad’USXDH.

Gsc: In this game, we modify the generation of challenge signature ¢* and uses
trapdoor (t,t') to simulate NIZK proofs. We assume that B known’s the values
(Z1 = gi", 21 = 93" Z> = 67, Zy = 95°, Z3 = g1°,n = ¢5'**), which is like DTDH
tuple but with fix . B use 2,7}, Z, = ¢7*, 7} as in game Gs, and uses Z3 to
create the challenge signature. B implicitly defines 6 = z3 by setting T} = Z3 and
Ty = e(g1,7n). B calculate the commitments oy, 09, 03 as specified by the scheme and
similarly computes the proofs (01, 09, ©4, O5). Here we calculate og as a commitment
to 1g, : namely, og = 01" © 05, where 73,53 €g Z;. Then, B generates a proof
O = (77, 9;), where

—t

71 = t2(n) ", w72 = a(n), by = 035, 072 = 03,

2223

Note that for generating this proof the value ps = hl. = ¢5*** is not used instead
it takes the advantage of 1. The proof Og is generated as the real proof using the
variable assignment ps = py = lg, that satisfies the relation e(77,po) = e(g1, ps)
and the committed value o9 = v7"° ® 5™, a commitment to 1g,. The Oy = (9;) is
computed as,

o1 = gig-Zz_tl7 oo = 97°.Zo.

This satisfy the last verification equation
E(g1,09) = E(g1, ta(he)) © E(091,01) © E(092,v3)

since 75 = (g4, 95" ~!). As in [68] the simulated proofs are randomized, uniform in
the space of valid proofs, and achieve perfect witness indistinguishability. This game

is perfectly indistinguishable from the previous game and Pr[Ss.] = Pr[Ss)].

Gsq: This is same as previous game but 7 is random from G,. This modification is not
noticeable to A under DTDH assumption. Thus |Pr[Sss] — Pr[Ss]| = 2. AdvPTPH,
Also it is easy to observe that Pr[Sss] = 1/2. The elements 77 and T3 are completely

independent of z;+ = z; (and thus of U;«). In game Gzyq under WI setting, the values
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{o:}3 1, {p}_5, 08,09 and the proofs Oy, Oy, O4, O, {O;})_- reveals no information of
the user Ujx.

When we combine all the probabilities we obtain the upper bound (7.12) on A’s

advantage in game G;j.

Theorem 7.4.4 The proposed scheme preserves the attribute unforgeability under
KFEA1 and DL assumptions.

Proof Lemma 7.4.5 implies the Theorem 7.4.4. U

Lemma 7.4.5 Under the DL and K EA1 assumptions there exists no PPT adversary
A which passes verification with forged attributes with non negligible probability.

Proof The input to the simulator B is an instance of the DL problem, (g, ¢’) € G3.
Let £ = log,g'.

Setup: According to the VLR-ABGS scheme setup B generates the system param-
eters, params. B sets g1 = g and k; = ¢’, and generate the remaining parameters,
gpk, ik, okyser. B gives gpk and ok, to A.

Queries: As B knows all the keys, it can answer all the queries generated by an
adversary A according to the definition of attribute unforgeability .

Output: Finally, A outputs a signature ¢* with forged attribute certificates on mes-
sage M*, a predicate T* whose public values are Ty« = ({54, }4,e Dy s UT = g5T, T,
and signer’s secret key sk;« such that Y(A;+) # 1 and YT(A;+ U att; ) = 1. As it is a

valid signature which passes verification algomthm and from (7.2) pj = A”ﬂ . This

can be viewed as pf = (kig}’ )W“ * /{:7”’* X and k{7 can be extracted by raising
y,L* ST

the power v + z;-, where X = ¢;""" . Note that k7 is unknown to A but she is
producing it in signature.

It is like B is giving input (g; = ¢, 9" = gatt Ix gy =
turns (k; = ¢/, k{" = ¢"*7). Then by KEA1 assumption, B can utilize the extractor A

to extract a value £. Under DL assumption it can be done with negligible probability.

= ¢°7) to A and A implicitly re-
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Thus the signature produced by the forged attribute certificates can pass verification
with negligible probability.

To be more particular, we can assume that the A is missing one attribute certificate,
say Ty j = A7l = (kygi™ )Wii, to satisfy the predicate, but he knows g, = g;’. And
A is producing it in forged group signature o*. Then similar to above from KEA1

and DL assumptions it is negligible to produce such signatures. O

Theorem 7.4.6 The proposed scheme preserves the collusion resistance of attribute.

Proof Lemma 7.4.7 implies the Theorem 7.4.6. U

Lemma 7.4.7 Even if some malicious participants U;,,...,U; (k > 1) with the set
of attributes G, ..., G, collude, they cannot make a valid signature associated with a
predicate Y, where (U;‘f:lT(Cij) =1) and Y((;;) # 1 for j = 1,..., k with non-negligible
probability.

Proof Without loss of generality, we assume that U, with ¢;, and U;, with (;, repre-
sent malicious participants. U;, and U;, attempt to make a valid signature associated
with Y which satisfies T((, U G,) = 1,Y(¢,) # 1 and T((,) # 1. They can satisfy
the relations (7.2) because they have a valid membership certificate (A;,, Xi,, ¥i,)-
We assume that T} ; = Tj,;, where t € Z:. Note that the probability of ¢ = 1 is

negligible. And they tries to compute

Aatt ; Aatt ST
_ j j P
P = HattjeAilTil,j X HattjeAiQT X A

12,J 1
_A(EattjeAilAattjsj-‘rtzattjeAiQAattjsj-i-STQ)
= A,

Then from (2.6)

Yatt;e A, Datt; S5 + 1 att e, Date; S + 515 # ST

holds. But ¢ # 1 means that they cannot collude. 0

194



7.4 Security Analysis

Theorem 7.4.8 If there exists an adversary A that breaks the traceability of the
scheme, then we can build an adversary B that can break the g-HHSDH assumption,

where q is the maximal number of users.

Proof Since the membership certificate format is similar to the one proposed in
[24; 48], the proof directly reduces to the ¢-HHSDH assumption. The simulator B
receives g-HHSDH challenge (g1, k1, 92,0 = g3, (97", 65", yi, Ai = (kagd ) O™ )icpn 1)
and tries to solve it, from A that breaks the traceability of our scheme.

Setup: B generates the commitment keys, attribute secret and public values, and
other parameters as in the ABGS scheme by using the ¢-HHSDH challenge values.
B gives gpk and ok, to A.

Queries: To answer the i-th join queries, if this is an active join, B extracts y;
chooses his y! so that y, + y/ = y;, if it is a passive join, B directly chooses y;. Thus
B can answer all the queries according to traceability definition.

Output: After atmost ¢ join queries, A outputs a new signature with a new certifi-
cate tuple with non-negligible probability. As B knows the trapdoor of the commit-
ment scheme, he can obtain (¢7,¢%, g7, 95, A = (kig{)/0*®). Thus B answers the

challenge ¢-HHSDH instance with the same advantage of A. O

Theorem 7.4.9 If there exists an adversary A that breaks the non-frameability of
the scheme, then we can build an adversary B that can either break the q-HSDH or
the CDH' computational problems, or the 1-DDHI or the SXDH decisional problems,

where q is the maximal number of signing queries for a user.

Proof The proof is similar to the proof of non-frameability in the Blazy and Pointcheval
[24] traceable signature. There exists two types of adversary, one breaks the non-
frameability by forging the new ID, p4, on an uncorrupted user and another breaks
the non-frameability by reusing an existing ID with the corresponding certificate but
on a new message. With 1/2 probability B decides which type of adversary it is.
Type 1: The simulator B receives ¢-HSDH challenge ((g1, g2, 97, 93), (g7, g5,

gi/ (y-‘rti))

frameability of our scheme by forging a new ID, p4, on an uncorrupted user.

icl,g) and tries to solve it, from an adversary A that breaks the non-
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Setup: B generates the gpk,ik and ok,s, as the real settings and gives it to A.
B selects the target user on which he expects the attack and sets his membership

certificate corresponding to one with y as a secret key.

Queries: B can answer any joinP query as he knows ¢k and can answer corrupt query
on any user except the target user, otherwise the simulation fails. B can answer the
sign queries and can answer to atmost ¢ sign queries for the target user with the help
of challenge ¢-HSDH tuple.

Output: After all the queries and atmost ¢ signing queries for target user, A succeeds

in breaking the non-frameability with non-negligible probability by generating a new

tuple (pg = gi/@*"

HSDH challenge with non-negligible probability.

,ps = (g%, 45)), on an uncorrupted user. Thus B solves the ¢-

Type 2: The simulator B is given an asymmetric Waters public key (pk = (g5, ¢5)
for the global parameters (g1, g2, k1, F)). B tries to break this signature, and thus the
CDH™" problem, from an adversary A breaking the non-frameability of our scheme
by reusing an existing tuple p4, p5 on a new message.

In the first game, Gy, B knows the discrete logarithm value &, generates a new
ik, okyser and gives ik, ok, s to A together with the public key gpk = (k1,w, F,
{Gatt, Yatt;ean). B can answer any joinP query as he knows ik and extract the secret
keys from the extraction key of the commitment scheme, one of those uncorrupted
user is expected to be a challenge user, with the secret key y, the one A has to frame.
B can answer any signing queries. On one of them for the challenge user, say on M,
he will use the above £ as ephemeral Waters public key (for the z), and thus computes
a py = gi/ W) With the corresponding Groth-Sahai proof. This way A possesses a
valid signature on M, M = H(t||M), with ps = (¢5,95),ps = ESF(M)*, pr = g5
With non-negligible probability A breaks the non-frameability of our scheme, by
hypothesis A does it by reusing an existing py, ..., p5, as uncorrupted users are in-
distinguishable, A frames our challenge user with non-negligible probability, and as

the signing queries are finite, he will use ps = (¢%, ¢5) with non-negligible probability.
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Therefore, with non-negligible probability at some period t* A outputs a new valid
signature on M’ = H(t||M") with ps = (g5, ¢5), this means we have (ps, pg, pr) such
that e(ps1,92) = e(g1, ps2), €(ps, g2) = ek, ps2) x e(F(M'), p7), and thus B can
output a valid forgery on the Waters challenge for the public key (g§7 gg) But in this
game, we know €.

In a second game, G,, the Groth-Sahai setup is used as hiding one, so that the proofs
can be simulated, and namely without using £&. This is indistinguishable from the
previous game under the SXDH assumption.

In the third game, Gz, replace ps by a random value, still simulating the proofs. A
random p, is indistinguishable from the real one under the DDHI problem as seen
in user anonymity proof. Furthermore, here there is only one elements, hence the
1—-DDHI assumption. In the last game, one does not need to know ¢ anymore, and

thus the signature forgery reduces to breaking the asymmetric CDH™. 0

7.5 Comparison

In the construction, the group signature contains 30 elements from Gy, 24 elements
from Gy and 1 element of Gp. Let ® = |(], where ( is the set of attributes associated
with a signature and m = | Att|. Let m be the average number of attributes assigned
to any user and m’ the size of the message. RO means Random oracle model, e
represents the paring operation and r represents the number of revoked members.
In Table 7.1, we compare the efficiency of our scheme with other schemes. Note
that the verification cost of the proposed scheme is independent of the number of
attributes, where as in other schemes the verification cost is linear in terms of number
of attributes. From the table it can be noticed that non-frameability is not achieved
by standard model combined scheme of Herranz et al. [70] and Libert et al. [82].
Further, the combined scheme has verification cost that is not independent of the

number of attributes and all the key lengths are large.
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7.6 Summary

7.6 Summary

In this chapter, we have proposed a VLR-ABGS scheme which achieves attribute
anonymity and backward unlinkability with constant signature length and proven
that it is secure under the standard model. Our scheme is dynamic with respect to
both users and attributes i.e. anytime a user can join and attributes can be added
without regenerating the keys. We note that our scheme is efficient compared to the
other ABGS schemes in terms of verification cost and signature length. We also note
that our scheme has non-frameability as an added feature compared to the recently
proposed VLR-GS scheme by Libert et al. [82]. Further, our scheme can also be used

as VLR-GS scheme. In the next chapter, we conclude our thesis.
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Chapter 8

Conclusion

In this thesis we addressed all the research questions listed in Section 1.2 except
the last one, i.e. attribute revocation. In chapter 2, we formalized the definition
of ABGS scheme with the new security definitions viz. attribute anonymity and
attribute unforgeability. In chapter 3, we proposed an ABGS scheme with attribute
anonymity and proven that it is secure under random oracle model. We also gave a
revocation mechanism for the scheme. The signature size is around 15 group elements.
In chapter 4, we proposed an ABGS scheme with VLR feature having attribute
anonymity and backward unlinkability. We proved that the scheme is secure under
random oracle model. The signature size is around 10 group elements. In chapter
5, we proposed two ABGS schemes with attribute anonymity having short signature
length. We proved that the schemes are secure under the standard model but does
not preserve non-frameability. The signature size of the first construction is 6 group
elements, and for the second construction is 5 group elements. In chapter 6, we
proposed an ABGS scheme which preserves non-frameability and proven that it is
secure under the standard model. The signature size is around 19 group elements.
In chapter 7, we proposed an ABGS scheme with VLR feature also which preserves
non-frameability and proven that it is secure under standard model. The signature

size is around 21 group elements.

Our schemes are dynamic with respect to the users and attributes, i.e. anytime a

user can join and attributes can be added without reissuing the keys. We compared



the proposed schemes with the other schemes in the literature and found that the
schemes are efficient in terms of verification cost, user’s secret key length, constant
signature length and signing cost with extra added features. This is tabulated in
Table 8.1. We observe that the schemes with random oracle model are efficient than
the schemes with standard model. All the proposed schemes can be used as group
signature schemes under special setting. The VLR-ABGS scheme preserves non-
frameability in contrast to VLR-GS scheme of Libert et al.. All the ABGS schemes
without VLR feature can be used as ABS scheme with an extra feature of signer
tracing. Our ABGS schemes supports monotone predicates in contrast to the short
ABS scheme of Herranz et al. which supports threshold predicates and has the
signature size of 15 group elements. Moreover the verification cost in our scheme is
constant where as the verification cost of Herranz et al’s ABS scheme is linear in
terms of the number of attributes. In the proposed ABGS schemes, signer has to
contact group manager if the predicate public values are not present in the public

repository whereas in ABS scheme no such communication is required.

We use Boneh’s membership certificate format [28], A; = (g1 F;)Y+*) where

the user’s and group manager’s secrets, x; and vy respectively, appear in the exponent

of A; in the form ﬁ This allows us to revoke the membership certificate using the

method given in [48]. But in attribute certificate the user’s attribute secret, s;, does
not appear in the required form. Therefore, we cannot use the method given in [48].
We have also tried to include user’s attribute secret in the attribute certificate as a

third component in the exponent of A; as , but still we cannot use the method

1
given in [48]. Further, we have tried to have attribute certificate without binding
1
) CUZ‘TSJ"

property to achieve attribute anonymity. Therefore, we leave attribute revocation for

with the group manager’s secret but we cannot use Lagrange’s interpolation

future work.

It is challenging to device an Build-Tree algorithm which runs without group

secret key. This allows the group manager to remain off-line.
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