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Abstract

Cloud computing technology is a novel storage and computing paradigm that en-
ables individuals and organizations to store data, share data with the intended
group of users, and retrieve data when required. It greatly improves peoples’ data
storage and sharing, and data retrieval capabilities by providing flexible, less expen-
sive, and quality services. For data security and privacy concerns, fine-grained data
access control, authenticated and secure data storage, authorized data searching,
and self-verifiability of the corrrectness of search results are of critical importance.
Attribute-based cryptographic framework is a promising solution for applications
requiring fine-grained access control. However, a significant computation cost that
rises in complexity with access policy complexity affects the majority of attribute-
based cryptosystems. Because of this, their usefulness in resource-constrained en-
vironments may be compromised. Hence, this thesis aims at designing secure and
efficient attribute-based cryptographic schemes with data storage, data sharing, and
data retrieval in cloud computing environments.

The contributions of the thesis are threefold. We, first, propose a lightweight
online-offline attribute-based data storage and retrieval scheme with Boolean key-
word search mechanism. The computationally intensive tasks are either offloaded
to the cloud or offline phase and the lightweight operations are carried out by the
data user, which makes the scheme lightweight.

Next, we design a verifiable and Boolean keyword searchable attribute-based
signeryption scheme in a cloud-based Electronic Medical Record (EMR) manage-
ment system. The scheme allows EMR owners to store and share their personal
EMRs with specific healthcare professionals. It uses disjunctive normal form en-
cryption policy to make the scheme communicationally efficient. Both the afore-
mentioned schemes achieve data owner (DO) privacy, data and DO authenticity,
non-interactive verifiability, fine-grained access control over encrypted data, Boolean
keyword search, keyword privacy, outsourced decryption, and provable security.

Further, to achieve efficient data sharing functionality along with data searching,
we propose an attribute-based proxy re-encryption scheme with Boolean keyword
search mechanism. We prove that the scheme is adaptive chosen ciphertext attack
secure at both the original and re-encrypted ciphertext, and chosen keyword attack
secure on both ciphertext and token.

Keywords: Attribute-based encryption, attribute-based signature and signcryp-

tion, bilinear pairing, constant decryption cost, linear-secret sharing scheme, data
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storage and retrieval, data sharing, attribute-based searchable encryption, attribute-

based proxy re-encryption, Boolean keyword search, search results verification.
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Chapter 1

Introduction

1.1 General Introduction

In our day to day life, data plays an indispensable role in decision making for both
private and public domains. Due to this fact, the voluminous personal data is main-
tained by both individuals and organizations, and the necessary data is being shared
with various kinds of users more often. Data management becomes a critical con-
cern in such scenarios. The emergence of cloud computing paradigm greatly reduces
the cost of personal data management and maintenance. Data storing and sharing,
and data retrieval are the two key components in cloud computing technology. To
facilitate data sharing and ensure secure data transmission to the designated data
users (DUs) in public networking settings, the data owners (DOs) outsource their
data to the cloud server. The cloud stores the data at storage servers. Next, the
cloud performs a search operation and transmits the outcome of the search to the
user through a wireless channel subsequent to obtaining a data retrieval request
from a DU. In bringing various benefits, cloud computing technology creates new
challenges including data security and data access control. The sensitive outsourced
data should only be accessed by authorized users.

To realize data confidentiality and fine-grained data access control over encrypted
data, Attribute-Based Encryption (ABE) schemes [75, 4, 85] are acknowledged as
being extremely prevalent. Each user in the ABE framework has a unique collection
of attributes that act as their public key. Attributes can be elements like a users
designation, affiliation, or other typical abstract credentials. Based on whether the
secret key or the ciphertext is linked to an access policy, ABE is categorized into
Key-Policy ABE (KP-ABE) [75, 28] and Ciphertext-Policy ABE (CP-ABE) [4, 85].

A set of attributes are appended to the ciphertext and an access policy is associated
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to the secret key in the KP-ABE framework (as shown in Figure 1.1). The CP-

ABE framework (as shown in Figure 1.2) associates the secret key with a set of
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Figure 1.3: Cloud-Based PHR Management System

attributes and uses an access policy to create the ciphertext. An access policy over
an attribute universe U is represented by a Boolean formula, in which attributes
are connected together with the assistance of the logical operators AND(A), OR(V).
A DU receives a secret key for his attribute set and an access policy is involved
in ciphertext generation. And, the DU is able to access the encrypted data if the
attribute set satisfies the access policy.

Consider, as a motivating example, a cloud-based Personal Health Record (PHR)
management system (displayed in Figure 1.3), where the DOs (such as patients)
upload their PHRs to the public cloud for storing and sharing with the specified
DUs, such as physicians, medical insurance agent, etc. Since the PHR contains
sensitive data, such as disease information, the DO’s privacy/anonymity must be
ensured while sharing PHRs with DUs; else, the DO will be identified on social
platform [70]. Apart from allowing DOs to anonymously impose fine-grained PHR
access control, permitting the DUs to retrieve encrypted PHRs of their interest from
a cloud is also an important problem.

A DU may search for his patient’s medical history related to a particular disease,
say Covid-19 or heart disease, but does not want to know about other diseases.
Hence, how to enable DUs to efficiently filter out required PHRs by specifying
suitable keywords is another crucial problem. Aiming to achieve fine-grained access
control and keyword-based data retrieval from the cloud, Attribute-Based Searchable
Encryption (ABSE) primitives [92, 81, 88, 13, 12] have been proposed. However,
these schemes cannot provide the data and DO authenticity, and DO anonymity,

which are crucial for PHR management systems. But Attribute-Based Signcryption
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(ABSC) [15, 72, 70], a logical integration of ABE [76, 29, 85] and Attribute-Based
Signature (ABS) [57, 72], provides the data and DO authenticity, and DO anonymity
in addition to the fine-grained access control over encrypted data.

To access the required patients’ PHRs stored at the cloud, a DU creates a data
retrieval request using appropriate keywords and delegates the same to the cloud.
Next, the cloud locates suitable PHRs and partially decrypts them. Given these
transformed PHRs, the DU (e.g., a doctor) treats the patients accordingly. Some-
times a patients inaccurate treatment may result from an untrusted cloud occasion-
ally returning a transformed PHR in the correct format but containing incorrect
PHR information [40]. This could be serious threat for the patient’s life. So, the
difficulty of allowing a data user (DU) to independently check the precision of search
outcomes acquired from the cloud becomes a topic of considerable interest. Realiz-
ing such verification mechanism in the context of ABSC is quite challenging if we
integrate the ABSC with keyword search functionality.

In a medical data sharing system, a covid-19 patient Harry wants to test whether
he is covid-positive or not in a clinic. The clinic should be located within 4 km from
London, the doctors should be senior doctor and appointed as a covid-specialist.
Harry encrypts his medical record using an access policy I' = {covid specialist N
senior doctor A\ Location : within 4 km from London} and a keyword set. The clin-
ics satisfying I' can decrypt the encrypted medical record. However, they couldn’t
get to the exact record by typing the keywords. Instead, the clinic needs to de-
crypt all the medical records satisfying I' and then satisfy the keyword set to get
the intended medical record. Also, in case, the clinic wants to share the medi-
cal record with some other junior doctors of the hospital located within 10 km
from Nottigham, it needs to decrypt the encrypted record sent by Harry and there-
after encodes the medical record using an access policy IV = {covid specialist N
gunior doctor A\ Location : within 10 km from Nottigham} and a keyword set. This
method is not suitable since the clinic has to perform n pairs of encryption and de-
cryption processes for n number of patients. Consequently, this system is extremely
inefficient regarding data searching and sharing.

The majority of attribute-based cryptosystems are significantly affected by a
computation cost that increases in complexity with access policy complexity. As
a result, their effectiveness in resource-constrained environments may be impeded.
Hence, it is highly desirable to construct attribute-based cryptosystems which fea-
ture low computation cost for the environments equipped with computational capa-

bility constrained devices.
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An insecure design [26] may result from a straightforward combination of attribute-
based keyword policy search primitives, ABE with verifiable outsourced decryption
(ABVOD), and ABS. Specifically, the design may be vulnerable to Keyword value
Guessing attacks (KGAs) and chosen ciphertext attacks. Moreover, it is much more
difficult to realize the verifiability mechanism in such designs.

Functionalities. The issues discussed so far motivate us to achieve the following

functionalities in the attribute-based cryptographic schemes.

(i) Fine-grained data access control over encrypted data: Only authorized DUs
with valid trapdoors can access the data stored in cloud. A ciphertext and the
associated data retrieval token will not reveal anything regarding the actual

plaintext to even the cloud sever.

(ii) Data and DO authenticity: The cloud server accepts a ciphertext for storage
only when the DOs signature is valid. An authorized DO who has obtained a
valid signing key from key generation authority (KGA) can create a verifiable
correct signature, thereby unauthorized DOs cannot store their data in the

cloud server.

(iii) DO anonymity: The ciphertext leaks no information about the DOs attributes
involved in the corresponding signing policy. The cloud server can just check
that whether the signature satisfies the signing policy, but cannot determine

the set of signing attributes originally used to create the signature components.

(iv) Keyword policy search over encrypted data: Our approach enables an expres-
sive and versatile keyword search over encoded data, where a data user sends
a Boolean query to the cloud and gets back the required search results in a

single search request.

(v) Keyword privacy: To protect the privacy of the keywords, our scheme assigns
a generic name to each keyword value; furthermore, solely the generic keyword
names are encoded in both the ciphertext and the search token. The actual
value of a keyword can not be deduced from merely the ciphertext and its

token in the absence of the cloud secret key.

(vi) Constant decryption cost for DUs: Our scheme supports the outsourced de-
cryption mechanism. Most of the decryption calculations are outsourced to
the cloud, so DUs can recover a message with a constant number of lightweight

operations.
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(vii)

(viii)

Non-interactive search results verification: Our schemes enable a DU to check
the correctness of search, transform and signature verification operations exe-
cuted by the cloud without interacting with any authority. We use verify-then-
decrypt framework, wherein the DU first verifies the correctness of the results

obtained from the cloud and next recovers the plaintext accordingly.

Data sharing: Along with data searching, our scheme enables a data sharing
mechanism, where a DU can share the encrypted data sent by a DO with

another DU without decrypting it.

Keyword set updating: Prior to sharing a ciphertext with others, our method
facilitates the update of the keyword set, hence allowing for future modification
of the keyword set. The ability to easily modify the ciphertext keyword set
depending on the data-sharingrecord makes this characteristic convenient for
DOs.

1.2 Objectives of the Thesis

The main objectives of the thesis are to design the following attribute-based cryp-

tographic schemes.

1.

Designing a computationally efficient attribute-based verifiable data storage
and retrieval scheme in the cloud computing environment supporting (i) data
and DO authenticity (ii) DO anonymity, (iii) fine-grained data access con-
trol, (iv) keyword policy search over encrypted data, (v) keyword privacy,
(vi) constant decryption cost for DUs, and (vii) non-interactive search results

verification.

Constructing a communicationally efficient attribute-based searchable sign-
cryption scheme for electronic medical record (EMR) storage and retrieval

that supports simultaneously the aforementioned functionalities.

Designing a ciphertext-policy searchable attribute-based proxy re-encryption
scheme achieving (i) keyword policy search over encrypted data, (ii) data shar-
ing, (iii) constant decryption cost for DUs, (iv) keyword privacy, (v) keyword

set updating, and (vi) search results verification.
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1.3 Thesis Summary

The thesis is organized into six chapters, with Chapter 1 providing a general
introduction to attribute-based cryptographic primitives and their applications to
cloud-based data storage and retrieval system, and Chapter 6 as the conclusion.
Chapter 2 presents the cryptographic preliminary notions to make the thesis self-
contained. Additionally, this chapter discusses the previous works that are most
relevant to the main theme of the thesis. In Chapters 3 to 5, we present our contri-
butions. Each presented attribute-based cryptosystem includes the description of a
system model along with the security proof. Chapters 3 to 5 are summarized below.

In Chapter 3, we first propose a computationally efficient attribute-based ver-
ifiable data storage and retrieval scheme in the cloud computing environment. Our
scheme supports data and DO authenticity, DO anonymity, keyword privacy, key-
word policy search over encrypted data, non-interactive verifiability, and outsourced
unsigneryption. To make our scheme lightweight, we make use of the online-offline
framework. The heavy computation tasks are offloaded either to the cloud or to the
offline phase, while only the lightweight operations are executed at the DU’s device
or the online phase, which makes the scheme computationally efficient. In order to
preserve keyword privacy, we divide each keyword into a generic keyword name and
a keyword value, and attach only the generic keyword names with the ciphertext and
trapdoor. The cloud server is assigned with a cloud public key and cloud secret key
pair. We make use of the cloud public key in trapdoor generation so that only the
cloud server can perform test operation with its cloud secret key. In order to vali-
date the cloud’s test, transform and signature verification, the DU re-randomizes the
trapdoor and the decryption key using a few random numbers. We have compared
the achieved functionalities, and theoretical computation and communication costs
with the existing schemes [1, 62]. Also, we compare the experimental outcomes with
[1] regarding storage expenses and execution durations. The experimental results
and theoretical analysis show that our scheme is computationally efficient compared
to the existing ABSE schemes [1, 62].

In Chapter 4, we propose a communicationally efficient Boolean searchable
attribute-based signcryption scheme for EMR storage and retrieval in the cloud
computing environment. Along with achieving data and DO authenticity, DO
anonymity, keyword privacy, and non-interactive search results verifiability, the pro-
posed scheme reduces the size of the ciphertext significantly compared to the existing

searchable signcryption schemes. We utilize a disjunctive normal form (DNF) en-
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cryption policy which makes the scheme communicationally efficient. It enables the
number of pairing computations in the transform algorithm to be independent of the
number of encryption attributes in the encryption policy. To prevent KGAs on ci-
phertexts, we adopt the linear-splitting technique, which splits each keyword cipher-
text component into two complementary randomized components and re-randomizes
every keyword trapdoor component to match the split components in the cipher-
text. To prevent KGAs on trapdoors, the cloud is allocated with a pair of public
and secret keys. In order to validate the accuracy of the search results returned by
the cloud, the DU makes use of the re-randomization technique on the trapdoor and
decryption key components. The attained functionalities, as well as the theoretical
computation and communication costs, were assessed in comparison to those of the
relevant existing schemes [53, 66]. We found our scheme to be rich in functionality.
Furthermore, an analysis of execution times and storage expenses is conducted to
compare the experimental outcomes with those in [53, 66]. The theoretical anal-
ysis and experimental findings demonstrate that our scheme is communicationally
efficient.

In Chapter 5, we have addressed the open problem presented by Ge et al. [25],
which was to provide a new attribute-based proxy re-encryption with keyword search
scheme (ABPRE-KS) for enabling more expressive keyword search. The schemes in
Chapter 3 and Chapter 4 do not provide a data sharing mechanism along with a
data storage and retrieval framework, where a DU can share the encrypted data
sent by the DO with another user without decrypting it. Here, we have proposed a
searchable attribute-based proxy re-encryption scheme that simultaneously provides
data storage, data sharing, and data searching framework. Our scheme supports a
keyword set updating mechanism, where a DU can modify the keyword set attached
to the ciphertext prior to sharing it with another DU. To delegate the re-encryption
task to the cloud server, the DU creates and assigns a re-encryption key to the
server. After checking the validity of the re-encryption key and the original cipher-
text, the cloud server re-encrypts and stores the re-encrypted ciphertext in it. To
increase the search efficiency in the attribute-based proxy re-encryption (ABPRE)
framework, the DU generates Boolean formula-based search query. Finally, we have
compared the achieved functionalities, and theoretical computation and communi-
cation costs with the existing relevant schemes [25, 48]. The theoretical analysis

along with achieved rich functionalities demonstrates the efficiency of our scheme.



Chapter 2

Cryptographic Preliminaries and

Literature Survey

The objective of this chapter is twofold. First, we discuss the preliminary concepts
that are necessary to understand the cryptographic primitives and their security
proofs described in the forthcoming chapters. Second, the presentation of literature
review, which covers the previous works that are most relevant to the main theme
of this thesis.

2.1 Introduction

The cryptographic preliminaries commence with a description of key notations and
terminologies necessary for the thesis to be presented in a clear and concise manner.
Since all cryptosystems included in this thesis rely on bilinear maps (or pairings), we
briefly review pairings, without giving the details of computation of such pairings
on elliptic curve groups. Note that a pairing-based cryptosystem can be fully under-
stood without any knowledge of elliptic curves. One can find an excellent exposition
on elliptic curves and pairings in [61],[56]. A scheme is provably secure if breaking
the scheme leads to a solution for a mathematical problem that is believed to be
hard (no one can solve the problem in polynomial time). We discuss several prob-
lems that are assumed to be hard to solve in polynomial time. Security of various
schemes presented in later chapters are based on the hardness of these problems. A
few useful building blocks used in our proposed constructions will also be described
briefly.

In literature review, we discuss the major functionality of some existing attribute-

based cryptosystems (in Section 2.7) such as ABE schemes, attribute-based sig-
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nature and signcryption schemes, attribute-based searchable encryption schemes,
searchable attribute-based signcryption schemes, attribute-based proxy re-encryption
schemes, proxy re-encryption with keyword search schemes. This survey is not ex-
haustive and covers only the schemes that are more relevant to the schemes we

address to design in the subsequent chapters.

2.2 Bilinear Pairing

We provide a brief introduction to (cryptographic) bilinear pairing that would be
useful for designing different kinds of secure cryptographic protocols, including the
schemes proposed in this thesis. Bilinear pairing is originally used in cryptology to
reduce the discrete logarithm problem on a certain class of elliptic curves over a
finite field to the discrete logarithm problem on a finite field [17],[60].

Definition 1. Let G and Gp be two multiplicative cyclic groups of prime order p.
Also, let g be a generator of G. The bilinear pairing tuple is defined as
Y = (p,g,G,Gr,e), where e : G x G — Gy is a bilinear map satisfying three

properties:

1. e(hy - ho, k) = e(hy, k) - e(ha, k) and
€(h,]{71 . k’g) = e(h, k?l) . G(h, ]{32), fO’I" CL” h, hh hg, ]{7, ]{?1, k/’g < G

2. e(g,q) # 1, where 1 denotes the identity element of Gr.
3. e is efficiently computable in polynomial time.

Remark 1. e is symmetric as e(g%, ¢°) = e(g,9)® = e(¢° g%), for all a,b € Z,
(using property 1).

Example 2.1. Modified Weil pairing ([7]) and Tate pairing ([17], [19]) functions on

elliptic curves over finite fields give typical implementations of bilinear pairings.

2.3 Hardness Assumptions

This section presents five important hard problems: (i) Decisional Bilinear Diffie-
Hellman (DBDH) problem [28], (ii) g-Diffie-Hellman Exponent (¢-DHE) Problem
[10], (iii) ¢-1 problem [35], (iv) ¢-2 problem [35], (v) Decisional Linear (DLin) Prob-
lem [13]. The security of our proposed constructions relies on the hardness of these

problems.
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2.3.1 DBDH Problem

Given a bilinear pairing tuple ¥ = (p, g, G, Gr, e) and the DBDH problem instance
Y = (%,Gy :=g%,Gy = g%,G3 = g%, Z), where ¢y, ds, ¢3 chosen secretly from
Zy, the task for an adversary « is to ascertain if Z is equal to e(g,g)?%2% or Z
has been selected randomly from Gr. The advantage for any PPT adversary &7 is
described as AdvDBDH

©Pr[e/ (2, Gy, G, Gs, Z=e(g, 9)"1%2%3)=0]—Pr[.e (5, G1, G, G, Z=random)=0] |
The DBDH assumption says AdvDBDH is negligible for all PPT adversary A.

2.3.2 ¢-DHE Problem

Given a bilinear pairing tuple ¥ = (p, g, G, G7, €) and the ¢-DHE problem instance
Y =(3,g¢, {g¢i}ie[2q]7i¢q+1>, where ¢ chosen secretly from Zj, the task for an adver-

sary A is to compute g‘bqﬂ. The advantage for any PPT adversary o is described
as Adv®,PHE < prge™t o o7 (V)]

2.3.3 ¢-1 Problem

Given a bilinear pairing tuple ¥ = (p, g, G, Gr, e) and the ¢-1 problem instance

e 9¢ v gd)l/wj} (i.9)€lg.ql» {9 %}(Za )E[24,9),i#£q+1>

gﬁtﬁ ¢g/¢/}

(3, 9 95 {g‘f’z g%, g

(4,3,3")€124,9,9),3#3" > (4,5,3") G[qqq]J¢J’7Z>

where 3,¢,91,...,1, chosen secretly from Z;, the task for an adversary < is to
ascertain if Z is equal to e(g, g)ﬁd’q+l or Z has been randomly selected from Gp. The

advantage for any PPT adversary 7 is described as
AdVEE (Pr[l « o/ (V)] Z = e(g, )] = Pr[l « &/ (V)| Z = random] .

2.3.4 ¢-2 Problem

Given a bilinear pairing tuple 3 = (p, g, G, Gr, €) and the ¢-2 problem instance

2 2 2
y = <2,g7g¢>1’g¢2’g¢>3 g(¢1¢3 {ng g¢>1¢>3wz g¢>1¢>3/¢z g¢> To31h; g¢2/¢1 g¢2/¢i }ie[q]7
¢1¢2¢3¢z/¢2

{g¢1¢3wi/¢j7g¢2¢z/w2 (p1¢3)2 1/11/%}

) g J)EqCJ]%#JaZ>

where ¢1, ¢, 3,91, ..., 9, chosen secretly from Z;, the task for an adversary & is

to ascertain if Z is equal to e(g, g)?*%2?* or Z has been randomly selected from Gr.
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The advantage for any PPT adversary o7 is described as
Adv?? © ‘Pf[l — I W)Z = elg,g)??2%] — Pr[l + (V)| Z = random”.

2.3.5 DLin Problem

Given a bilinear pairing tuple ¥ = (p, g, G, Gr,e) and the DLin problem instance
Y= (%,9,9%, g%, g%%, g?%, Z), where g is a random generator of G, (unknown)
$1, P2, P3, P4 chosen secretly from Zy, the task for an adversary o is to ascertain if
Z is equal to g?**%1 or Z has been selected randomly from G. The advantage for
any PPT adversary o7 is described as

AdVEH" = |Pr[1 « o/ (V)| Z = ¢%*+91] — Prl ¢ /(Y)|Z = random]|.

2.4 Building Blocks

2.4.1 Access Policy

An access policy over the attribute universe U is represented by a Boolean formula,
in which attributes are linked together with the assistance of the logical operators
AND (A), OR (V), and NOT (—). However, in our scheme, we use Boolean formula
consisting of AND (A), OR (V) gates.

Let T' = {(atty V atty V atts) A (atty V atts) A attg} be an access policy, where
att;’s are attributes for all : = 1,2, 3,4, 5,
6. A set A C U is authorized with respect to I' if A satisfies I' (in this case we
write A = I'). Otherwise, A is said to be unauthorized with respect to I' (in this
case we write A [~ T"). Here the set {att,, atty, atts} is an authorized set and the set
{atty, atty, atts} is an unauthorized set with respect to I

If A E T implies A; | T for all Ay D A, then I' is said to be monotone
access policy. From now on, unless stated otherwise, by an access policy we mean a
monotone access policy.
The ordered tuple (K, 1)) is said to be a monotonic span program (MSP), where K is
a matrix of dimension ¢ x n with entries from a field F and v : [¢(] — U is a function
that labels rows of IC. If a MSP (K, ) represents a monotone access policy I', we
denote it as I' = (K, ). In this case, A =T (or I'(A) = true) implies that there
exists @ := (wy,wa, . ..,wy) € F* such that &- K = 1, with w; = 0, for all i satisfying
(i) ¢ A AT (or T'(A) = false) implies that there exists b := (by, b, ..., b,) € F”
such that b- KO = 0, for all 7 satisfying (i) € A, for any matrix /C, the ith row is
denoted as K.
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Disjunctive Normal Form (DNF). Our methodology employs the disjunctive
normal form (DNF), a particular type of the Boolean formula. If B; C U for all
i € [m] and the attributes in U are represented by u, then a DNF Boolean formula

can be expressed as
I' = (/\ueB1 u) V (/\ueB2 u) VeV (/\ueBm u),where m e N
In short, ' =B,V ByV---VB,,. Let AC U be an arbitrary set. Then
AET & AD B;, forsomeié€ [m)]

If y be an attribute in U, then T Ay = (By A{y}) V (Ba A{y}) V-V (B A {y}).
Therefore, if y ¢ A, AFET Ay.

2.4.2 Linear Secret-Sharing Scheme

Let K be a share-generating matrix of size £ xn and 1) be a row labeling function that
maps rows of K to attributes in access policy I'. A Linear Secret-Sharing Scheme
(LSSS) for the MSP T' := (ICyxn, 1) is comprised of the subsequent two polynomial

time procedures.

1. Share(K, v, ). To distribute shares of a secret a € Zj, it chooses
Wa, Wy, ..., Wy, — Zy and sets \; = K@ . F, where @ := (o, wa, w3, ..., wy).

Finally, it assigns the ith share \; to the ith row.

2. Reconstruct(XC, ¢, A). To rebuild the shared secret «, it takes (K, 1) and a set

A of attributes as input. If A =T, it generates a secret reconstruction vector

7= (z1,29,...,2¢0) € Zf; satisfying Zz‘e[q zi-K® =1, and 2 = 0, whenever
(i) ¢ A. Let I := {i|¢(i) € A}, then ) .,z =aif AT, If AT, it
outputs L.

Remark 2. Using the Gaussian elimination method, the constants z; can be calcu-

lated in polynomial time in the size of the matrixz IC.

Given a valid set {\; : i € I} of secret shares and computed reconstruction vector d,
the secret o can be recovered as follows.
Since A =T, we get Z- K = 1,,. Consider I = {i € [(] : z; # 0}. Then
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Convertion of Access policy into LSSS Matrix

The following section outlines a useful approach for transforming Access policy into
an LSSS Matrix. A binary access tree can be used to represent it, with the leaf nodes
representing the characteristics and the inside nodes representing the operator name
AND (A) or OR (V) gates.

e Let a binary access tree T' represents an access policy.

e Start by assigning the root node r of the access tree T with the vector o, = (1),

which is a vector of length 1.

e Make the global variable C’s initial value 1 to count. Next, we denote as u,

to every node y with a vector u, by moving down the levels of T as follows:

— If y =V, then
L. tUiefe (y) = Uright(y) = Uy, Where left (y) and right (y) are left and right
childs of the node y, respectively.
2. x=x2+0.

— If y = A, then

o, - =2\ .
1. G () = (1@, 1), where v’ = (uy, 0) , 0 being a vector of length
zero, x — |4,|. Here, |i,| is the length of the vector u,. Note that if
x = ||, then u', = 4.
— —
2. Usight () = (0, —1), where 0 is the zero vector of length .

3. x=x+ 1.

Example 2.2. Let a,b,c,d, e, f be attributes and consider the access policy
<(a\/b\/c) A(dV e)) A f. The equivalent access tree is given in Figure 2.1. Converting

the above boolean formula we got the following matrix

e R s N SO
-

O O O = o=

-1 0
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a b

11,1 1,1,1)

Figure 2.1: Access Tree for the Access Policy ((a VbVe)A(dV e)> Af

Let p =13 and «, 29, 23 € Z13
and p : {1,2,3,4,5,6} — {a,b,c,d,e, f} be the row labeling function defined by
p(1) = a,p(2) = b,p(3) = ¢, p(4) = d, p(5) = €, p(6) = f.
Consider the secret o« = 11 and ¥ = (a, 22,23 ) = (11,9,2)
Secret share of a : 16(1) v=(1,1,1)-(11,9,2) =22 mod 13 =9
Secret share of b : =(1,1,1)-(11,9,2) =22 mod 13 =9
Secret share of ¢ : = (1, 17 1)-(11,9,2) =22 mod 13 =9
= (0,
= (0,

@1

Secret share of d : —1)-(11,9,2) = —2 mod 13 =11

~1)-(11,9,2) = —2 mod 13 = 11

Secret share of f: K© - 7 = (0, —1,0) (7,9,2) = =9 mod 13 =4

Let L = {c, e, f} be a set of valid users satisfying the access policy: (((aV b)V c) A
(dVve))Af. Sol={iel6]]|p(i)e L} =1{35,6}. Toconstruct the secret a for L,
set @ = (0,0, as,0,as,ag) such that @- K = (1,0,0), i.e., Zie[z} a; - K® =1 and get

the following system of equations.

Secret share of e : IC(5 v

as = 1
as — ag = 0
as —as = 0

We get a3 = a5 = ag = 1, solving the above equations.
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Finally, we get the secret by the equation ) a;\; = a.
i€l
Hence, « =0x9+0x9+1x940x114+1x114+1x4=9+114+4=11.

2.5 Key Derivation Function

If a function that outputs a cryptographically secure secret key, given an initial
keying material as input, then the function is called a key derivation function [38].
Upon receiving an initial secret key (SK;) as input, the key derivation function

KDF : SK; — {0, 1}* produces a secret key string with x bits of length.

Definition 2. The key derivation function KDF with the output length k, is secure if
for any PPT adversary A, |Pr[A(KDF(Z)) = 1] — Pr[A(R) = 1]| is negligible, where
T is an initial secret key recieved from keying source and R is chosen uniformly at
random from {0, 1}".

2.6 Hash Function

In general, a hash function is a (deterministic) mapping that takes bit strings of any
length and compress them into bit strings of a fixed length. For practical applica-
tions, hash functions should be easy to compute, i.e., given a string z, computing
the hash of x should be feasible in time polynomial in the size of z.

Let H : X — Y be a hash function. The domain X of H could be infinite
or finite, but the range Y is always a finite set. If X is finite, it is assumed that
| X| > Y| (or | X| > 2|Y| which is stronger condition). In case X is infinite, by the
pigeon-hole principal, there must exist distinct x1, 29 € X with H(x;) = H(x3). The
pair (x1,z3) is called a collision for the hash function H. For cryptographic uses,
the essential requirement is that it is “hard” to find such collisions. The following
is a desirable property of hash functions utilized in cryptography.

Collision resistant: a hash function H is collision resistant if it is infeasible for
any PPT algorithm to find zy, 29 € X with x; # x5 such that H(x,) = H(x3).

2.7 Literature Survey

2.7.1 Attribute-Based Encryption

Attribute-based cryptography, a branch of public-key cryptography, has been an

active area of research in recent years. The concept of ABE was introduced by Sahai
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and Waters [76]. Every user in this system has their own unique set of attributes
that act as their public key. The user secret key is created by incorporating an access
policy over user’s attributes and the ciphertext is generated based on a set of data
receivers’ attributes. This kind of encryption is called the KP-ABE [76, 29, 73]. The
dual mechanism is called CP-ABE [4, 85] wherein the user receives a secret key for his
attribute set and an access policy is involved in ciphertext generation. With either
architecture, decryption will work as long as the list of attributes matches the access
policy. In this thesis, we consider CP-ABE mechanism since it is more flexible to
realize fine-grained access control over encrypted data. With the goal of enhancing
the security and efficiency, diverse ABE frameworks have been constructed in [43,

33, 32, 74, 36].

2.7.2 ABE with Outsourced Decryption

The standard ABE designs suffer from huge computation cost in both encryption
and decryption algorithms, that usually grows with the number of attributes used in
the process. To make the encryption process lightweight, Hohenberger and Waters
[36] split the process into offline encryption and online encryption. In the former,
expensive operations (e.g., exponentiation, pairing) are performed while the latter
utilizes only light computations such as hashing, XORing, modular addition, mod-
ular multiplication etc. In an attempt to reduce the decryption cost at DU’s end,
Green et al. [30] framed a mechanism in which one can delegate the decryption
process to third-party decryption service providers (e.g., cloud service provider).
And, the cloud server converts the original ciphertext into another form so that
the DU needs to perform quite a few operations to obtain the plaintext, resulting
in the DU is able to recover the plaintext very efficiently. Later, Lai et al. [40]
identified that the method suggested in [30] is not feasible to verify the correct-
ness of the transformed ciphertext returned by the cloud, and designed an ABVOD.
A formal security model for verifiability is also formulated in [40]. The technique
used in [40] introduces significant computation and communication overhead in en-
cryption process. Following, several ABVOD primitives with different features (like
low computation cost, short ciphertext size, outsourced key-issuing, correctness of
partially decrypted ciphertexts for the unauthorized users) have been proposed in
[45, 44, 51, 68, 59], some of them are generic.
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2.7.3 Attribute-Based Signature

Maji et al. [57] established the concept of ABS alongside the advancement of
ABE. ABS has been utilized in several contexts such as attribute-based messag-
ing, attribute-based authentication and trust-negotiation, the disclosure of secret
[57], and the implementation of an attribute-based anonymous credential system

[78], etc. In general, ABS schemes are classified as

(i) Signature-Policy ABS: In the Signature-Policy ABS [57, 10] design, a set of
attributes is used to construct the signing key, and a signing policy that is met

by the signer’s attribute set is used to sign a message.

(ii) Key-Policy ABS: In Key-Policy ABS [71] design, the signing key is computed
according to an signing policy over signers attributes and a message is signed
with an attribute set satisfying the signing policy associated with the signing

key.

In Signature-Policy ABS, the specific set of signing attributes used to form the
signature cannot be determined. One can only have the knowledge that a signer with
a set of attributes that meet the signing policy has signed the message. This feature
is called signer anonymity. In Key-Policy ABS, the signer privacy guarantees that
the signature of a message for the attribute set A does not disclose any information

about the signing policy P of the signer except the fact that P is satisfied by A.

2.7.4 Attribute-Based Signcryption

Combining the ABE and ABS, ABSC scheme realizes data and DO authenticity
and, fine-grained data access control simultaneously. Various ABSC constructions
have been suggested to improve efficiency, security, and expressiveness since Gagné
et al. [18] introduced the study of signeryption in an attribute-based architechture
[15, 10, 67, 70, 69]. To facilitate the sharing of PHRs in the cloud, Rao subsequently
developed a Ciphertext-Policy ABSC (CP-ABSC) in [70] that, in comparison to the
CP-ABSC schemes [10, 15, 67], displays a small ciphertext-size. The CP-ABSC [67]
achieves non-selective security in composite-order bilinear group setting wherein the
group order is a product of three primes. Composite-order group constructions are
not very practical in the sense that they impose high computation burden on the
system. Recently, Rao [69] has proposed the concept of an online-offline architec-
ture within ABSC for the purpose of implementing a lightweight signcryption. In

order to reduce the computation overhead of unsigncryption algorithm, outsourced
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ABSC schemes [14, 2] have been suggested, building upon the outsourcing decryp-
tion technique developed by Green et al. [30]. With the help of certain ciphertext
components, the DU may confirm the accuracy of the converted ciphertext using
the technique suggested in [14], which is an adaptation of the ABSC [70]. Belguith
et al. ABSC [2] allows for access policy updates without the need to re-issue users’
secret keys or re-signcryption of cipherext. In order to verify that the converted ci-
phertext acquired in [2] is accurate, the DU must communicate with a semi-trusted

edge server.

2.7.5 Attribute-Based Searchable Encryption

To efficiently search over encrypted data, Boneh et al. [6] introduced public key
encryption with keyword search, wherein a storage server, not aware of the under-
lying plaintext or the keyword, verifies if a keyword selected by the DU is same
as the keyword linked to the ciphertext. The combination of ABE and searchable
encryption, called ABSE, provides data confidentiality, fine-grained access control,
and data retrieval mechanism simultaneously. In [92, 81|, for the first time the
search functionality is incorporated in ABE framework. The DU queries the cloud
by sending a trapdoor corresponding to a keyword and obtains back partially de-
crypted matching ciphertexts. ABSE can be broadly classified into three groups
(i) ABSE supporting single keyword search [49, 26, 88, 54, 64, 63, 62|, (ii) ABSE
supporting multi-keyword search [83, 91, 1, 77, 87, 62] and (iii) ABSE supporting
keyword policy search [12]. In [49, 26], the authors constructed ABSE with keyword
update and ciphertext re-encryption in key-policy and ciphertext-policy setting, re-
spectively. Although the ABSE [88] supports user revocation and traitor tracing
functionalities, it fails to resist KGAs. The scheme [83] focuses on outsourcing key
generation, encryption and decryption tasks whereas the verification of the partially
decrypted ciphertext returned by the cloud server is ignored. Less expressive AND
gate access policy is used in [91] to encrypt a data document and a conjunctive key-
word search policy is employed to generate a trapdoor. In [12], Cui et al. suggested
a generic construction of ABSE that simultaneously supports fine-grained data ac-

cess control, keyword privacy and expressive data searching. But it may not resist
KGAs.
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2.7.6 Searchable Attribute-Based Signcryption

By integrating the key-policy ABS from [72], the CP-ABE from [70], and the key-
word search scheme from [92], a searchable ABSC with single keyword search is
presented in [53]. Combining the KP-ABSC [72] with the single keyword search
framework [92], another ABSC with single keyword search is provided in [52]. Based
on the threshold-policy CP-ABE [21] and ABS [20], and B+tree-based data retrieval
framework, Obiri et al. [66] designed a single keyword searchable ABSC scheme to
share EMRs with intended DUs. The massive computational overhead of unsign-
cryption in [66] is left to DUs. Varri et al. [82] suggested a multi-keyword searchable
ABSC in cloud storage employing a multi-dimensional B+-tree framework, in which
DUs obtain search trapdoors from DOs. The workload of DUs is heavy and the
scheme cannot offer signer anonymity and search results verification functionalities.
Recently, Bera et al. [3] devised a novel secure, lightweight online-offline keyword

policy searchable ABSC for cloud environments.

2.7.7 Attribute-Based Proxy Re-Encryption

In order to effectively communicate the encrypted data with other DUs, Mambo
and Okamoto [58] proposed proxy re-encryption (PRE), where a proxy with a re-
encryption key can transform original ciphertext to another ciphertext of the same
message without knowing the original message. Later, Liang et al. [50] proposed a
PRE in attribute-based setting, known as ABPRE. In [55], Luo et al. suggested a
ciphertext-policy ABPRE (CP-ABPRE) scheme supporting a less expressive AND
gate access policy with positive and negative attributes. Later, Liang et al. [46, 47]
introduced different types of CP-ABPRE schemes with improved security. Later,
two key policy ABPRE (KP-ABPRE) schemes were proposed by Ge et al. [23, 27],
which are selective and adaptive model secure, respectively. In 2021, Ge et al. [22]
introduced verifiability and fairness in CP-ABPRE scheme. Recently, the direct

user revocation mechanism is introduced in ABPRE framework by Ge et al. [24].

2.7.8 Proxy Re-Encryption with Keyword Search

Shao et al. [79] initiated proxy re-encryption with keyword search (PREKS), which
enables a sender to transfer keyword search capacity to new users. Later, various
PREKS schemes were introduced in [89, 16]. However, all of the schemes [79, 89, 16]

support single keyword search. Later, Wang et al. [84] introduced conjunctive
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keyword search function to increase the search efficiency. Shi et al. [80] introduced
PREKS scheme in attribute-based setting. In order to facilitate keyword updates
and ensure chosen ciphertext attack (CCA) security in the random oracle model,
a KP-ABPRE with keyword search scheme was developed in [48]. However, the
scheme [48] does not support independent token generation framework. Later, a
searchable CP-ABPRE scheme was proposed by Ge et al. [25], which supports
independent token generation framework. Prior to this work, a searchable KP-
ABPRE scheme [37] was introduced, which is IND-CPA secure, but it does not
support search result verfication mechanism. However, all the schemes [80, 48, 25,

37] support less efficient single keyword search framework.

2.8 Chapter Summary

This chapter can be viewed as an integration of two parts: (i) cryptographic pre-
liminaries (Sections 2.2 to 2.6) and (ii) study of literature (Section 2.7). First part
provides the necessary tools for understanding of the topics given in the next chap-
ters, including pairings, hard problems, access structures, LLSSS, hash functions and
KDF. In the second part, we concentrate on providing appropriate related work

pertaining to the primitives presented in the later chapters.
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Chapter 3

Attribute-Based Verifiable Data
Storage and Retrieval Scheme in

Cloud Computing Environment

In this chapter, we propose a secure lightweight Attribute-Based verifiable Data
Storage and data Retrieval Scheme (ABDSRS) for cloud environments that attains
the following features: (i) lightweight design, (ii) provably secure, (iii) fine-grained
data access control, (iv) DO anonymity, (v) data and DO authenticity, (vi) keyword
policy search over encrypted data, (vii) keyword privacy, and (viii) search results
verification. ABDSRS employs attribute-based online-offline mechanism in which
only authorized DOs can anonymously upload data to the cloud. And, a DU can
search over encrypted data using keyword policy. ABDSRS enables a DU to inde-
pendently check the precision of search outcomes acquired from the cloud. ABDSRS
is lightweight in the sense that the heavy computations are offloaded either to the
cloud or to offline phase, while only lightweight operations are executed at the DU
device. We formalize more general security definitions of ABDSRS by considering
various possible adversarial capabilities and present rigorous security analysis. We

also conduct experiments to evaluate ABDSRS’s performance.

The work presented in this chapter is based on our published research article given below.
Sourav Bera, Suryakant Prasad, Y Sreenivasa Rao, Ashok Kumar Das, and Youngho Park.
Designing attribute-based verifiable data storage and retrieval scheme in cloud computing environ-
ment. Journal of Information Security and Applications, vol. 75, pp. 103482, Elsevier, 2023.
https://doi.org/10.1016/j.jisa.2023.103482
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3.1 Introduction

Cloud computing is a new paradigm for computing and storage that allows people
and organizations to store data, share it with specific users, and retrieve it when
needed. By offering adaptable, affordable, and high-quality services, it significantly
enhances peoples’ capacities for data sharing, storage, and retrieval. To effectively
deal with issues with data security and privacy, it is essential to establish verified
storage for data, implement fine grained data access control, provide efficient data
searching mechanism, and verify the accuracy of search outcomes. However, simul-
taneously accomplishing the aforementioned functionalities is quite difficult.

An insecure framework [26] may arise from a straightforward combination of
attribute-based keyword policy search mechanism, ABVOD, and ABS. Specifically,
the framework may be vulnerable to KGAs and CCA. Moreover, it is much more
difficult to realize the verifiability mechanism within such architechtures. This re-
quirement arises from the fact that the DU needs to confirm that three cloud-based
operations-search, transform, and verifying the signature-are performed correctly.
Within ABVOD, the DU only validates the transform algorithm executed by the
cloud. It is far from simple to combine ABE and ABS into one basic. Several ABSC
mechanisms have been shown to be vulnerable in [72, 70].

In order to address the technical challenges being identified, we propose a se-
cure lightweight ABDSRS for cloud environments by adapting the techniques of
[8, 13, 42, 69, 90] and introducing some new technical ideas. Our ABDSRS is a
novel secure lightweight online-offline attribute-based policy searchable signcryp-
tion cryptosystem equipped with the entities: DO, the Trapdoor Generation Center
(TGC), DU, the cloud, and the Key Generation Center (KGC), that supports si-
multaneously outsourcing unsigncryption, correctness verification of search results
and keyword privacy.

Briefly, in ABDSRS, a signature key and a decryption key are assigned to the
DO and the DU respectively, by KGC. The DO uses signcryption to secure the
confidential data by using an encryption policy, signature policy, and a collection
of keywords. The resulting ciphertext is then sent to the cloud for storage. The
cloud accepts the ciphertext if the DO is authorized. In order to access necessary
data from the cloud, a DU first obtains a trapdoor from TGC for a keyword policy.
Subsequently, the cloud receives a data retrieval request generated by the DU. The
test algorithm is carried out by the cloud, which finds matching ciphertexts after

getting the data retrieval request. After that, the cloud creates the “transformed
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Figure 3.1: Architecture of ABDSRS

ciphertexts”, which are matching ciphertexts that have been partially decrypted.
Afterwards, the DU receives the transformed ciphertexts from the cloud. Finally,
the DU validates the accuracy of the tasks executed by the cloud and restores
the original data using lightweight calculations (the detailed model of ABDSRS is
presented in Section 3.2.1).

Chapter Organization. The rest of the chapter is organized as follows. In Sec-
tion 3.2, we formally define proposed ABDSRS and its security notions. Section 3.3
presents the ABDSRS’s comprehensive construction. The security analysis of ABD-
SRS is provided in Section 3.4. Section 3.5 then addresses ABDSRS’s performance.
The chapter is concluded in Section 3.6.

3.2 Security of ABDSRS

3.2.1 System Model

The five entities of ABDSRS’s architecture are shown in Figure 3.1: DO, KGC,
TGC, DU and cloud.

(i) KGC. It is a completely trusted entity that is responsible for assigning a
signing key and a decryption key to DO and DU, respectively.

(ii) DO. It signerypts its personal message using an encryption policy, a signing
policy and a keyword set and generates the ciphertext.

(iii) TGC. The creation of a trapdoor for the keyword policy obtained from the
DU is the responsibility of this trustworthy entity. Next, the produced trapdoor is
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sent to the relevant DU using a secure connection.

(iv) Cloud. It offers data storage and retrieval services. After receiving the
ciphertext outsourced by DO, it checks the integrity of the ciphertext and stores
it. Also, when receiving a data retrieval request from DU, it first locates all the
matching ciphertexts (if the keyword set in ciphertext satisfies the keyword policy
attached to the data retrieval request, then those ciphertexts are called matching
ciphertexts) by performing the test operation. Then, it executes the transform
operation to create partially unsigncrypted matching ciphertexts called transformed
ciphertexts and sends them to DU.

(v) DU. It can obtain the stored ciphertext in the cloud based on its require-
ments. First, it generates a data retrieval request using the trapdoor, sends it to
the cloud, and finally obtains the corresponding transformed ciphertext from the
cloud. Next, it validates the accuracy of the transformed ciphertext returned by
the cloud and finally gets back the original data by unsigncrypting the transformed
ciphertext.

3.2.2 Security Models

In this section, we formally define the security of ABDSRS in terms of data confi-
dentiality, data unforgeability, DO privacy, verifiability and keyword privacy. Based
on the system model presented above, our proposed ABDSRS (for the ease of un-
derstanding, we present in Table 4.1 the notations used in ABDSRS) with signing
attribute! universe Uy, encryption attribute? universe U, and keyword universe U,
(let U be the attribute universe such that U = U, U U, U Uy) that supports signing
policy Ps over U, encryption policy P, over U, and keyword policy P; over U; with
the message space M involves five entities: KGC, DOs, cloud, TGC and DUs, and

consists of the following seven phases.

(1) System Initialization. First, KGC generates the system public parameters PP
and the system master secret key MK by running KGC-Setup algorithm with
the input security parameter 19, and initializes the system by announcing PP.
MK is kept secret by KGC. Next, by taking PP as input, TGC and cloud create
their public and secret key pair respectively [TPIK, TSK] and [CPK,CSK] by
executing TGC-Setup and Cloud-Setup algorithms. They make TPK and CPK
public for every entity in the system while TSK (resp. CSK) is known only to
TGC (resp. the cloud).

'We will use signing attribute and DOs attribute interchangeably.
2We will use encryption attribute, decryption attribute and DUs attribute interchangeably.
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Table 3.1: Notations used in our ABDSRS

KGC (resp. TGC)
PP (resp. MK)
TPK (resp. TSK)
CPK (resp. CSK)
SKa,

DK 4,

DRR

TDK

IC (resp. ZT,IDR)
msg

P, (resp. Ps, Py)
CT

CTout

7K,

TDPt

TD'pto

key (resp. trapdoor) generation center

system public parameters(resp. system master secret key)
TGC public key (resp. secret key)

cloud public key (resp. secret key)

signing key for signing attribute set A,

decryption key for the decryption attribute set Ay

data retrieval request

secret transformation decryption key

intermediate ciphertext (resp. trapdoor, data retrieval request)
data file or plaintext

encryption (resp. signing, keyword) policy

ciphertext for P, P., keyword set W

transformed ciphertext

transform key for the decryption attribute set A; derived from D4,

trapdoor for P; returned by TGC
transform trapdoor for P, derived by DU from 7 Dp,

o KGC-Setup(1¥) — [PP, MK].
e TGC-Setup(PP) — [TPK,TSK].
e Cloud-Setup(PP) — [CPK,CSK].

DO and DU Key Generation. In this phase, KGC generates and issues sign-
ing key to DO and decryption key to DU, by running sKeyGen and dKeyGen

algorithms, respectively.

o sKeyGen(PP, MK, A;) — SK,,. Taking PP, MK and a signing attribute
set As C Us, this algorithm produces a signing key SKy4,.

e dKeyGen(PP, MK,CPK,As) — DKy4,. Given PP, MK, a decryption at-
tribute set Ay C U, and CPK, this algorithm returns a decryption key DK 4,.

Signeryption. The DO executes this algorithm. In the offline phase offSigncrypt,
DO prepares the intermediate ciphertext ZC, which will be used in the online
phase. Then, once ZC and the plaintext msg becomes accessible, the online

phase onSigncrypt produces the final ciphertext CT .

e offSigncrypt(PP,SK4,, TPK,CPK,Ps) — ZC. On input PP,SK4,, TPK,
CPK, and a signing policy Py such that Ps(A,) = true, this algorithm creates
the intermediate ciphertext ZC.

e onSigncrypt(PP,ZC,msg, P, W) — CT. Taking PP,ZC, a set W of key-
words, a plaintext msg € M and an encryption policy P,, this algorithm
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(4)

(6)

produces a ciphertext CT. The set W° (of keywords that includes only
generic names) and the policies P,., Ps will be incorporated in CT. Let
W o= {1 : w],...,[W. : wc}, where W; represents the generic key-
word name and w; represents the associated keyword value. In this case,
we .= {W,.... W.}.

Keyword Policy Trapdoor Generation. This algorithm is executed by the TGC.
In the offline phase off TrapGen, TGC precomputes the intermediate trapdoor
Z7T, which will be utilized in the online phase. Next, once Z7 is ready to be
used and the keyword policy P; is received, the online phase onTrapGen creates
and sends the final trapdoor 7/:1/)7% to the DU.

e offTrapGen(PP,CPK,TSK) — ZT. Taking PP, CPK and TSK as input,
this algorithm outputs Z7T .

e onTrapGen(PP,ZT,TSK,P;) — 7?157%. On input PP, ZT,TSK, a keyword
policy P, this algorithm produces the trapdoor %'pt for P;.

Data Retrieval Request Generation. When sending the keyword policy P; to
TGC, the DU runs offline data retrieval request generation algorithm
offDataRetReq to precompute the intermediate data retrieval request ZDR. Af-
ter getting back the trapdoor 7/:1/?7%, the DU performs the online data retrieval
request generation algorithm onDataRetReq to generate the actual data retrieval
request DRR, and sends DRR to the cloud.

e offDataRetReq(PP, DK 4,, P;) — ZDR. Taking PP, DK 4,,P: as input, this
algorithm generates ZDR.

e onDataRetReq(PP,IDR,TDp,) — [DRR,TDK]. Taking PP,IDR, T Dp,,
it creates the data retrieval request DRR and the secret transformation de-
cryption key TDK. Note that DRR contains two components 7 Dpe and
TK a,, where the former is transform trapdoor (which is derived from 7/:7373,5)
for P, and the latter is transform key (which is derived from DK4,) for the
decryption attribute set Ag. That is, DRR := (T Dpe, TK4,). Only Py will
be included in 7Dpy, and hence in DRR, where Pf is the policy P; with only

generic names of the keywords.

Data Retrieval. Upon receiving the data retrieval request DRR := (T Dpe, TKa,)

from DU, the cloud server responds the request as follows. The cloud server first
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performs the Test algorithm on the stored ciphertexts and identifies the match-
ing ciphertexts obeying the property that the (blinded) keyword set W° in the
ciphertext satisfies the (blinded) keyword policy Py embedded in the trapdoor
(i.e., PP(W°) = true and hence Py(W) = true). After that, it sends the DU
the converted ciphertexts CT ,,; after running the Transform algorithm upon the

matching ciphertexts.

e Test(PP,CT,CSK,DRR) — CT or L. Taking PP,CT,CSK and DRR as
input, the test algorithm returns the ciphertext CT if Py(W) = true; other-

wise, returns L.

e Transform(PP,CT,CSK,DRR). — CT pur or L. Taking PP,CT,CSK and
DRR as input, it returns the transformed ciphertext CT ,,; if CT is the output
of Test; and returns _L if Test outputs L.

(7) Unsigncryption and Verify. Once the transformed ciphertext CT ,,; is received
by a DU from the cloud, it is unsigncrypted using the user’s secret transforma-
tion decryption key 7DK. Additionally, the user verifies the accuracy of the
Test and Transform operations carried out by the cloud through the execution

of the subsequent algorithm.

e Unsigncrypt-Verify(PP,CT ous, TDK) — msg or L. Taking PP, a transformed
ciphertext CT,,; and the transformation decryption key 7DK as input, it
outputs the message msg if the search results are correct and the signature
verification is done correctly by the cloud; otherwise, outputs L indicating

that search results are incorrect.

Data Confidentiality

Unauthorized entities should not decrypt a ciphertext stored in the cloud, which
is ensured by the security property called data confidentiality. In ABDSRS, only
the cloud can provide the ciphertext storage service that any authorized DU can
use. So, a DU with a valid trapdoor can’t perform search operation and decrypt the
ciphertext if it doesn’t know the cloud secret key (CSK). Therefore, an adversary
can manifest as either a Type-1 adversary, which refers to an unauthorized entity
possessing CSKC, or a Type-2 adversary, which refers to an authorized entity that
is ignorant of CSKC. The following defines this ABDSRS security concept using the
IND-CCA2 security game, wherein the ciphertexts are indistinguishable under an

adaptive chosen ciphertext attack.
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IND-CCAZ2 Security for Type-1 Adversary

The scenario is depicted in the following security game Game

IND-CCA2

Type-1 > which poses

a challenger ¢ against a Type-1 adversary o7

Experiment Game
1.
2.

IND-CCA2
Type-1 (1@)

Pt o/(19);
[PP, MK] < KGC-Setup(1¥), [TPK, TSK] <= TGC-Setup(PP),

[CPK,CSK] < Cloud-Setup(PP);

[msgg, msgr, Pr, W*, st] < /91 (PP, TPK,CPK,CSK), where |msgj| = |msgt|;
CT* + onSignerypt (PP, offSignerypt (PP, SK a,, TPK,CPK, P}), msg;, P, W*),
where i +— {0,1}, A, <— 2Us 5 PX(A,) = true, SK 4, < sKeyGen(PP, MK, A,);
i' /O P, PP, TPK,CPK,CSK, msgy, msgt, P, W*,st,CT*).

where Oy := {Oskg, Oprr, Osc, Opr-uv} and Oy := {Oskg, Oprr, Osc, Opryv}

are two sets of oracles (defined below), 2Us is the set of all non-empty subsets of the

signing attribute universe Uy, and st is state information maintained by .o7.

e Signing key generation oracle Ogsxg(As) : on input a signing attribute set A,

it returns the signing key SK 4, to 7.

Data retrieval request generation oracle Oprr(Aq, P;) : on input a decryption
attribute set A4 and a keyword policy P;, it performs as follows.
(i) In case Pr(Aq) = true, it computes [DK4,, TDp,, TKay, TDpe, TDK] and
returns the data retrieval request DRR := (T Dpe, TK4,) to <.

(ii) In case PX(Aq) = false, it computes [D’CAd,,]/—:Z/)pt] and returns the same
to o/. Note that, in this case, &/ can generate DRR := (T Dpe, TK4,) and
TDK.

Signeryption oracle Ose(msg, Ps, P., W) : on input a message msg, a signing
policy Py, an encryption policy P, and a keyword set W, it returns to < the
corresponding ciphertext C7T .

Data retrieval cum unsignerypt-verify oracle Opr-1y(CT, Ag, P;) : on input
a ciphertext C7T, a decryption attribute set Ay and a keyword policy P, it

returns either msg or L to /.

Opryy is same as Opr-yy, except that 7 is not permitted to query Opp_i1
using the input [CT™*, Ay, Py] satisfying Pr(Ay) = true A Py (W*) = true, here
W* is the keyword set of CT ™.
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If i = i, &/ wins the game. The advantage of o/ in winning the above game is

described as Adv'T'\i,EeCICA2 1%) o ‘Pr i'=1] — 1/2|

IND-CCAZ2 Security for Type-2 Adversary

The scenario is depicted in the following security game Game!ND-ScA2

Type-2 > which poses

a challenger ¢ against a Type-2 adversary <.

IND-CCA2
Type-2 (19)

1. [PP,MK] < KGC-Setup(1¥), [TPK, TSK] - TGC-Setup(PP),
[CPK,CSK] < Cloud-Setup(PP);
[msgg, msgr, Pr, Pr,W*,st] «+ /93 (PP, TPK,CPK), where |msgj| = |msg}|;
CT* + onSigncrypt(PP, offSignerypt(PP,SK 4., TPK,CPK, P;), msgr, Pr, W*);
where i <— {0,1}, Ag +— 2Us 5 P*(A,) = true, SK a, + sKeyGen(PP, MK, A,);
4. i+ oOUPP,TPK,CPK, msgy, msgt, Pr, Pr,W* st,CT*).

Experiment Game

Where 03 = {Oglgg, O%RR? OSC) ODR—MV} and 04 = {OS}CQ, O%RR? Ogc, O%)R—UV}
are two sets of oracles which are defined below.

e Data retrieval request generation oracle Opgrr(Ag, P:) : on input a decryption
attribute set A, and a keyword policy P, it returns [DK 4,, %pt} to «7. Note
that .7 can generate DRR := (T Dpe, TK4,) and TDK by using the received
DK 4, and TDp,.

IND-CCA2 (1)

The other oracles are essentially the same as that of Gamery 7

If i =1, o wins the game. The advantage of o/ in winning the above game is

described as Adv'T'\:,Ee__%CAZ def ‘Pr i'=i -1/ 2|

Definition 3. The ABDSRS is said to be IND-CCA2 secure if AdvIND-S%(19) and

Type-1
Ad IND-CCA2

Type-2 (1) are negligible, for all PPT Type-1 and Type-2 adversaries, respec-

tively.

Unforgeability of the Data

It detects the inability of an external malicious entity or an unauthorized DO to
generate a valid signature, thereby ensuring the signature verification mechanism is
successful. And, even if unauthorized DOs collude and pool their signing attributes
such that the collection of attributes satisfies a signing policy whereas none of the
single DOs would satisfy the policy on its own, they cannot create a ciphertext with
valid signature for that signing policy. Existential unforgeability against Chosen
Message Attack (EUF-CMA) model defines this ABDSRS security concept.
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EUF-CMA Security
The security game Game=’™ ™A involves a model that consists of a challenger

% and an adversary /. The game works as follows.

Experiment GameEYF-CMA(1¢)

1. Pr«+ (1¥);

2. [PP, MK] < KGC-Setup(1¥), [TPK, TSK] < TGC-Setup(PP),
[CPK,CSK] « Cloud-Setup(PP);

3. CT* « «°(PP, TPK,CPK,CSK).

where CT* = CT (ps ps )y O = {Osxg, Oprp, Osc, Opr-uv} is a set of oracles

and

e Signing key generation oracle O%5(As) : on input a signing attribute set A,
with the restriction that P;(As) = false, it outputs and transmits the signing
key SK 4, to &

Note that the other oracles are similar to that of Gameho-SA2(19).

Type-2

The adversary o/ wins this game if there exist Ay, P; satisfying the following
simultaneously: P*(Ay) = true, Py(W*) = true, Opr-y(CT*, Ay, Py) = msg* # L,
and o/ did not query for Og¢ using the input (msg*, Pr, Pr,W*). The advantage

of &7 in this game is defined as AdvE/F"“MA(1#) o Prob[«/ wins the game].

Definition 4. The ABDSRS is said to be EUF-CMA secure if AdvEPT MA(19) s
negligible, for any <f .

DO Privacy

This guarantees that the ciphertext does not reveal the set of attributes used in
signing process. No one, including the cloud server, a DU, or any other adversary,
can deduce the set of DO’s attributes used to generate a signature from a certain
ciphertext. The scenario is depicted in the following security game Game > ™7™,
which poses a challenger ¥ against an adversary /. The game works as descried

below.
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Experiment Ga mei}o_Privacy (19)

1. [PP,MK] < KGC-Setup(1%), [TPK, TSK] + TGC-Setup(PP),
[CPK,CSK] + Cloud-Setup(PP);

2. (A, 4D msg, Py, Pe, W, st] « o/ (PP, MK, TPK, TSK,CPK,CSK),
where Pg (Ago)) = true = Ps (Agl));

3. CT* < onSigncrypt(PP, offSignerypt(PP, SK ;. TPK,CPK, Ps), msg, Pe, W),
where i <— {0,1}, SK ;) ¢ sKeyGen(PP, MK, AD):

4. i' + o (PP, MK, TPK,TSK,CPK,CSK, A, AY msg, Py, Pe, W,st,CT*).

In this game, & need not to query any oracle and it can compute required
components by itself because &7 is given access to system master secret key, cloud
secret key and trapdoor secret key.

If i =4, o/ wins the game. The advantage of &/ in winning the above game is

AdvPOPrivaey (1) 4 prob i = ],

Definition 5. The ABDSRS is said to provide DO privacy if Advzo_Privacy(lp) =1,
for any < .

Verifiability

The verifiability ensures that DU can check whether the transformed ciphertext
made by the cloud is correct. That is, an authorized DU can verify the correct-
ness of the test, transform and signature verification operations done by the cloud.
Specifically, given a challenge ciphertext for the message msg*, the malicious cloud
cannot create a transformed ciphertext that gives a message not in the set {msg*, L}
and passes the verification mechanism. The model is formulated by a security game
Gamej(';riﬁabi“ty, presented below, between an authorized DU % and the malicious
cloud 7. where O := {Oskg, Obrr, Osc, Opr-uv} and

e Data retrieval request generation oracle Ofgrr(Aq, P:) @ on input a keyword
policy P; and a decryption attribute set Ay, it outputs [DK4,, 7/:157% TKa,,
TDpe, TDK] and sends the data retrieval request DRR := (T Dpe, TKa,)
to the adversary 7. Next, it stores the tuple [Ag4, Py, TK4,, TDpe, TDK] in

table Tabpr.
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Experiment Game‘;iﬁabi“ty(lp)
1. [PP, MK] « KGC-Setup(1¥), [TPK, TSK] < TGC-Setup(PP),
[CPK,CSK] < Cloud-Setup(PP);
(msg*, P*, P, W* st « /O (PP, TPK,CPK,CSK);
CT* < onSigncrypt(PP, offSigncrypt(PP, SK a,, TPK,CPK, P}), msg*, P;, W*);
where A, «— 2Us 5 PX(A,) = true, SK 4, + sKeyGen(PP, MK, A,);
4 [Ag,Po,CT ou] O (PP, TPK,CPK,CSK, msg*, P, P*, W*,st,CT*),
where PX(Ay) = true A Py(W*) = true.

Suppose that the tuple [Aq, Py, TKa,, TDps, TDK] is in table Tab}gy. If not, it
can be generated by querying the oracle O% 4 with the input (Ag, P).

The adversary o/ can win the game
if Unsignerypt-Verify(PP,CT out, TDK) ¢ {msg*, L}.

Definition 6. The ABDSRS is verifiable if the advantage of </ in the game
Game?;;riﬁab”ity, defined as Adv?iﬁabi“ty(lp) dof Proble? wins|, is negligible, for all PPT

adversaries & .

Keyword Privacy

This guarantees that the ciphertext reveals nothing about the keyword values it
contains. The cloud server (referred to as Type-1 adversary) cannot determine which
ciphertext uses which set of keyword values without knowledge of the corresponding
“valid” trapdoor. A trapdoor is considered valid if it contains a keyword policy
that accepts the set of keywords linked to the ciphertext. The Type-2 adversary,
which refers to an authorized entity that is ignorant of CSK, is unable to identify
which ciphertext utilizes which set of keyword values, even though the adversary
knows the corresponding valid trapdoors. Security in terms of keyword privacy is
defined subsequently as indistinguishability against chosen keyword set attack (in
short, IND-CKA).

IND-CKA Security for Type-1 Adversary
The scenario is depicted in the following security game Ga me'T'\;'g;_ClKA, which poses

a challenger ¥ against a Type-1 adversary o7
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Experiment Ga me'T'\;E;_ClKA (1%)

1. W§,W{ < &/(1%), where |Wi| = |W{| and W5° = W},
2. [PP, MK] + KGC-Setup(1¢), [TPK, TSK] + TGC-Setup(PP),
[CPK,CSK] « Cloud-Setup(PP);
(msg*, P, P*,st] « /O (PP, TPK,CPK,CSK);
CT* + onSignerypt (PP, offSignerypt (PP, SK a,, TPK,CPK, P}), msg*, P, W),
where i ¢+ {0,1}, A, <— 2Us 5 PX(A,) = true, SK 4, + sKeyGen(PP, MK, A,);
5. i« ZO(PP,TPK,CPK,CSK, msg*, P, Pt W, Wi st,CT*).

where O = {Oskg, Ofrr, Orest } and

e Data retrieval request generation oracle Ofnr(Ag, P:) : on input a decryption
attribute set A4 and a keyword policy P; with the condition that
P(W§) = false N Py (W7T) = false, it computes the data retrieval request
DRR := (TDps, TKa,) and sends the same to .

e Test oracle Oust(CT,P;) : Taking a ciphertext CT and a keyword policy Py
obeying the condition P (W) = false ANPy(W}) = false, it returns the output
of Test algorithm.

IND-CKA Security for Type-2 Adversary

The security game Game!NP_CKA

Type-2  involves a model that consists of a challenger ¢

and an adversary /. The game works as follows.

IND-CKA
Type-2 (1@)

1. [PP,MK] < KGC-Setup(1¥), [TPK, TSK] - TGC-Setup(PP),
[CPK,CSK] < Cloud-Setup(PP);

2. [msg*, Pr,Pr,W§, W, st] + &9 (PP, TPK,CPK), where |[Wg| = |[W;| and
Wge = Wi,

3. CT* + onSignerypt (PP, offSigncrypt(PP, SK a,, TPK,CPK, P}), msg*, P, W),
where i <— {0,1}, A; +— 2Us 5 P*(A,) = true, SK 4, + sKeyGen(PP, MK, A,);

4. i+ SO (PP, TPK,CPK, msg*, Pr, P, Wi, Wi, st,CT*).

Experiment Game

where Oj := {OSICQ> OlDRR? Oi/fest} and Og 1= {OS’Cgv OlDRR? Oglest}’

o Test oracle O, (CT,P;) : Given a ciphertext CT and a keyword policy P, it

returns the output of Test algorithm.
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o O, .(CT,P,) : This is same as O, ,(CT,P,), except that o/ is not permitted
to query O, using the input (CT*,P;) such that P,(W;) = true.

tes

For k € {1,2}, the adversary wins the game Game%’-\;'g;_ckKA if ¢/ = i. The adversary’s
advantage in Gamel-wg;_ckKA is defined as Adv%'-“),'s;_CkKA(lp) oo |Probli’ =] —1/2|.

Definition 7. The ABDSRS is said to be IND-CKA secure if Adv'ND-SA(19) and

Type-1
IND-CKA
AdvND-9

tively.

(1) are negligible, for all PPT Type-1 and Type-2 adversaries, respec-

3.3 ABDSRS Construction

Prior to presenting our ABDSRS, we first describe our techniques that are used to
achieve the key characteristics of ABDSRS.

Let p be a prime, and G and G be cyclic groups of order p. We employ a bilinear
pairing ¢ : G x G — Gr and eight collision-resistant hash functions {H;}>_,, the
description of these functions is given in KGC-Setup algorithm presented below. To
reduce the number of hash functions, we use the hash function Hs : {0,1}* — Z7
to map either a binary string or a Gr element to an element of Z;. In the latter
case, we first convert the G element into a binary string, then we use Hs. The
attribute universe U = {0, 1}*. Using a hash function H; : {0,1}* — G, the signing
attributes are converted to random elements of . Using another hash function
H; : {0,1}* — ZF, one can map each encryption attribute/keyword string to an
element of Z;. Hence, for brevity, we treat both encryption attributes as well as
keywords are elements of Z;. All the access policies we consider in this system
use MSP representation (described in Section 2.4.1). We assume that the signing
attributes involved in signing policy are all distinct. However, this is acceptable
from a practical view point due to the following fact. To sign a data file, the DO
formulates a signing policy that accepts its signing attribute set. This can be done
in many ways. For instance, if A is a signing attribute set, then DO can always
create a policy of the form P, := PV A, satisfying Ps(As) = true, where P, is any
signing policy with distinct attributes which are also different from those in A; and
A, C A,

We employ suitably and significantly modified version of the attribute-based
online-offline signcryption scheme (ABOOSC) proposed in [69] as the building block
due to the following fact. ABOOSC supports a large attribute universe and ex-

pressive monotone boolean function access policies, and realizes constant size public
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parameters, DO authentication, lightweight signeryption and DO anonymity, simul-

taneously.

o Lightweight Design. We implement an online-offline framework in signcryption,
trapdoor generation and data retrieval request generation algorithms. The offline
phase carries out majority of the required computations including all the heavy
computations such as pairing, exponentiation etc. whereas during online phase
comparatively quite a few light computations (e.g., hashing, modular addition
and modular multiplication etc.) are performed. Using the idea suggested in [90],
we make the number of required pairing computations constant (precisely, 14)
during the process of identifying matching ciphertexts. The number of pairings
used in transform operation is independent of the number of keywords and signing
attributes, and depends only on the number of encryption attributes associated
with the ciphertext. Precisely, this number is 2¢. 47, where £, is the number of en-
cryption attributes. To make unsigncryption lightweight, we employ outsourcing
mechanism. The cloud partially unsignerypts the ciphertext using the trapdoor
received from a DU and sends the transformed ciphertext to the DU. Then, in
order to retrieve the plaintext and ensure that the cloud operations were valid,
the DU just has to run two Gy multiplications, two G exponentiations, two hash

function calculations, and one key derivation function KDF computation.

e Keyword Privacy. In order to ensure the keyword privacy, the technique used in
[42, 13] is adopted. Namely, each keyword is split into generic keyword name and
a keyword value. Precisely, the structure of each keyword is [generic keyword name
: keyword value]. In the ciphertext, we include only the set W*° of keywords that
includes only generic names. And, a trapdoor is attached with the keyword pol-
icy with generic names of the keywords only. For instance, if the keyword pol-
icy is P; := |[university : ABC] A ([faculty : asst-prof] V [student : research-scholar]),
then the policy P; := university A (faculty V student) will be attached to a trap-
door. Therefore, both the cloud and users are not familiar to the precise keyword
values ABC, asst-prof, research-scholar. Many pairing-based searchable encryption
schemes are not secure against KGAs [9]. More specifically, the actual value of the
keyword concealed within a ciphertext (resp. a keyword trapdoor) can be deduced
by an adversary through the appropriate pairing of the ciphertext’s components

with the public parameters.

(i) To prevent KGAs on ciphertexts, we adopt the linear-splitting technique
suggested in [8, 13] in combination with the technique proposed in [90]. The
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former splits each keyword ciphertext component into two complementary
randomized components and re-randomizes every keyword trapdoor compo-
nent to match the splitted components in the ciphertext. The latter makes

the number of required pairing computations constant.

(ii) To prevent KGAs on trapdoors, a pair of public and secret keys are associ-
ated with the cloud. Additionally, the generation of trapdoors utilises the
public key of the cloud in a manner that mandates knowledge of the cloud
secret key for the search operation. Therefore, information regarding the
keyword values will not be disclosed from a trapdoor to an adversary other
than the cloud. Only the cloud server with its secret key can perform search
operations and can identify the matching ciphertexts, the cloud can acquire
knowledge of the keyword values encoded in the trapdoor by performing
offline KGAs.

Verifiability. Verifying the accuracy of the cloud’s test, transform, and signature
verification procedures independently is the most challenging task. The follow-
ing novel technical concepts are used to accomplish this. The ciphertext CT
consists of (€, 2, U, tag2, Fs, 9, 7), where Q (resp. ), () consists of signa-
ture (resp. encryption, keyword) components. The message msg is encrypted
as ct 1= msg b KDF(gff%), where gr is a public parameter and (3,6 are ran-

1
dom exponents. Note that tag2 := Hj (Hg(gff")

1 1 N
one needs compute g§+9 = gg - g¢. The DU re-randomizes the trapdoor 7T Dp,,

||ct). To recover the message,

received from TGC, with the random number 7/t, and produces the actual trap-
door TDp,. Also, the DU suitably re-randomizes the decryption key with two
random numbers 7,. Hence, in the generation of transformed ciphertext CT ,us,
the term géi = ¢e(g,9)*® is masked as e(g,¢) /7 - e(gi4, )P/ which is de-
noted by A,. To cancel the term e(gi, 9)®?/7, cloud computes X; (given in
Equation (4.4)), X, (given in Equation (4.3) and the product X;X, correctly
yields Ay = e(gu, g)P?/t if CT is a matching ciphertext. This verifies the
correctness of test operation done by the cloud. Next, the cloud runs the sig-
nature verification algorithm of [69] with random exponent ¢, and recovers the
term g}’i/ % if the ciphertext contains a legitimate signature. Next, the cloud com-
putes Az := (g;’i/ 9)1/ ¥ = g;/ . Finally, the DU receives the transformed ciphertext
CT our = (A1, Mg, Ag, ct, tag2) from the cloud. Since the cloud does not know
(tdky := t,,tdky := ) set by DU, it cannot decrypt any original ciphertext. Upon
receiving CT ous, DU computes A := (A;) 7% . (Ay)!k2 . Ay and checks whether
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Hs(Hy(A)]|ct) ~ tag2. If all the operations done by the cloud are correct, A cor-
rectly gives g?rg and hence Hj (HQ(A)Hct) = tag2. In this case, the DU recovers
the message msg as msg = ct & KDF(A).

e DO authentication. An authorized DO who has obtained a valid signing key from
KGC can create a verifiable correct signature. The DO includes the components
o = g" 0" =g T = H7(g;/9) @ Hg(e(o',Y,)"") in Q,, where Y, := ¢{5%
is the cloud public key. Upon receiving the data storage request from DO, the
cloud executes the signature verification algorithm of [69] with random exponent
w and computes the term Ay as given in Fig. 3.2. Next, it verifies the identity

r=+ H7(A(1)/w) @ Hg (e(o’, 0”)CS’C). If the DO has a valid signing key, A, correctly

/% and hence the identity is true. In this case, the cloud accepts the

produces g
ciphertext for storage; otherwise it rejects the DO’s request. Note here that only

the cloud can verify the authenticity of a DO using its secret key CSK.
The description of our ABDSRS is as follows.

1. System Initialization

This phase is specified by the following three setup algorithms.

KGC-Setup(1¥). Taking input the security parameter 1%, this algorithm pro-
duces the system public parameters PP and the system master secret

key MK in the following way.

e Select a pairing tuple X := (p,G,Gr,e) (the details are given in
Section 2.2).

e Sample ¢, g1, G2, . .., G5 —— G.

e Choose a +— Zy, and compute gr := e(g, g)*.

e Select the message space M := {0, 1}ss. Choose a key derivation
function KDF : Gy — {0, 1}fmss.

e Pick eight collision-resistant hash functions H; : {0,1}* — G,
Hy : Gr — {0,1}%, Hy : {0,1}* — {0,1}, Hy : {0,1}* — Z7,
Hs :{0,1}* = Z3, Hg : {0,1}* = G, H7 : Gy — {0, 1},
Hg : Gy — {0,1}*# where H; and Hg are two independent hash
functions, H; and Hj are two independent hash functions, and H;
and Hg are again two independent hash functions.

e The system public parameters
PP .= <Ev ar, 9, {gz 11217 Ma {Hi}zszh KDF>
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e The system master secret key MK := g°.

o TGC-Setup(PP). Taking PP as input, this algorithm (run by TGC) gen-
erates TGC’s public and secret keys TPK and TSK, respectively, as
described below.

o Pick wy, ws, w3, Wy, T — Z,, and compute g6 := g=*, g1i7 1= g*?,
918 1= g7, g19 1= g™+ and hr = e(g, g15)"
e Output TPK := (g16, 017, 918, 919, h) and TSK := (w1, wo, w3, w4, T).

o Cloud-Setup(PP). On input PP, this algorithm (run by cloud) produces
cloud’s public and secret keys CPK and CSKC, respectively, in the follow-
ing way.

e Choose 7, — Z, and calculate Y. := g;°.
e Output CPK :=Y, and CSK :=r,.

2. DO and DU Key Generation
This phase contains the following two key generation algorithms (run by KGC).
KGC issues signing key to DO and decryption key to DU.

o sKeyGen(PP, MK, Ay). Given input PP, MK and a signing attribute set
As C {0,1}*, this algorithm returns the signing key SK4, for Ag as

described below.
e Choose 1/ +— Zy and compute
Sy = gagzl‘” Sy 1= nga SS,y = (Hl(y))rlavy € A,.
e The signing key SK 4, := (A, S1, 52, {5 }yea.)-

o dKeyGen(PP, MK,CPK, A;). Taking input PP, MK,CPK and a decryp-
tion attribute set Ay C Z;, this algorithm generates the decryption key
DK 4, for Ag as follows.

o Pick r +— Z,, and compute Dy := g*Y, Dy :=g".
e For each x € Ay, pick 7, +— Z,, and calculate
D3 = 9", Dig = (9291)" 95"
e The decryption key DK 4, := (Ag, D1, Do, { D3, Dy s }zea,)-

3. Signcryption
To signerypt a plaintext, the DO carries out this phase using two sub-algorithms:

offline signcryption and online signeryption.
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o offSignerypt(PP,SK 4., TPK,CPK, Ps). Given input PP,SK 4., TPK,CPK
and a signing policy Ps := (Mg, ps) (where My represents a matrix with

dimension /4 X ng) satisfying Pg(A,) = true, it generates the intermediate

ciphertext ZC by carrying out the steps given below.

As Py(Ag) = true, we can calculate

a:= (ay,as,...,ap,) < Reconstruct(My, ps, As), satisfying
a-M, = fnw ie., Zz‘e[zs] a; - MY = fns and a; = 0 Vi satisfying
ps(i) ¢ As. For the matrix My, the ith row is denoted as M.

Sample
(b1, by, - by,) = {(b1,ba, .. by,) € ZE | Yo idY =0, ).
Re-randomize the signing key SK 4, as follows: pick " +— Zy, and

set

SICAS = <A37 Sy = Slg:la Sy 1= 52gr”7 {Ss,y = SB,y(Hl(y))ru}yeAs>
- <AS7 Sl = gagL 52 = g?““) {53,?; = (Hl(y))%}yEAs%

where 7 := 1" 4+ 1"

u

Select 3,0, 01,02,0",0" «— Z;, and set

7)57 97 01, 0/ = g‘s/’ 0’” = giﬁ, I .= H7(g;w/9) ) Hg (6(0”, }/C)é“),
1 a;
9 01 B =+ N\ 09b;
le = 0= Sle (95 gﬁ) H (S3?ps(i) ’ Hl(ps(z)) 2b1)7

. 1€[4s]
{O’i = S;QOQbi}ie[és]

u

Pick ¢, n,0" «— Z; and for each j € [m.], select X}, t;, (; — 7y,
where m, € N; and set
67 5/7 n, {)\;7 t]? Cj}je[me}a a = H5 (6(0/7 }/0)6”/)7
E':=g)" By = ¢°, B> = (g5 9l0)”,
3 Xyt G it
{EJ = <g4 g3 7(92 gl>tj7gtj)}je[me]v
. B+3 _ B+
tagl := H, (gT ), key := KDF(gT )

Choose f1, fa, f3, f1 — Z7 and for each j € [my],
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. Y u
pick ¢, w}, w1, mj2 <— Z,, where my € N; and set

—

{Kj, kj, Ej, w;}je[mk}a where

K; = ((01{912)% 91, (911 912) 913 ),

kj = (t; —mj — fi,mqn —fzatvj — Tjo — f3,Tj2 — fa)

Q;C =

e The intermediate ciphertext ZC := (2, QL. ).

o onSignerypt(PP,ZC,msg, P., W). Given input PP, an encryption policy
P. .= (M, p.) (where M, represents a matrix of dimension ¢, X n.),
ZC, a plaintext msg € M, and a set W := {{W; : wy],...,[W. : w]}
of keywords (where W; represents generic keyword name and w; repre-
sents corresponding keyword value), it generates the final ciphertext CT

as follows.

e Compute ct := msg @ key, tag2 := Hj(tagl||ct)
and (Aq,..., A ) < Share(M,, p., (3 - 0).
Set & := (A — N, ti(pe(i) — (), Vi € [¢.] and

Q. = <Pea ct, Ela Ey, {El? 51}26[&]>

Compute 0y := Hy(ct||LU||E'||Pe||Ps||W°), x := B(01 — 01) and set

Qs = <Psa 0/7 OJ/; F? g, {O-i}i’e[&b X>

Calculate u; := £;(w; — w)), for all i € [¢] and set

Qk = <WO7 kT, E, {-R:“ Eia ul}l€[§]>

Compute & := H5(Qs||Q||Q%|[tag2) and ey := B(E — ).
e The final ciphertext CT := (€, Qe¢, Q, tag2, Es, €9, 1).

Remark 3. Now, DO outsources the ciphertext CT to the cloud. Then, cloud
accepts CT for storage if the DO 1is legitimate. Figure 3.2 illustrates the data

storage phase, which is given at the end of the construction.
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Remark 4. The distribution of the ciphertext

Qs = <Ps; OJ; 0-”7 F? g, {O-i}ie[&]’ X>’
Qe = <7Dea Ct7 Ela Eh {EZ = (Eih Ei27 Ei?’)’ é:; = <€i17 €i2)}i€[£5}>}

CT = | Q= (W° kp, L := (L1,L27L3,L4)»{Ej = (K, Kjo),
ki = (Kj1, kjo, ks, ki) st jelq)
tag2, [y, g2, 1

of a data file msg for the signing policy Ps = (Mg, ps), encryption policy
P. .= (M., p.), where My (resp. M, ) represents a matriz of dimension {s X ng
(resp. L. X ne), and keyword set W = {[Wy : wq],..., W, : w} is of the
form {o',0",0,0:,E',E\, Es, Eiy, Eig, Eis, Ly, Lo, Ly, Ly, Kj1, Kjs} € G, T' €
{0,1}%, ct € {0,1}fmss, kyp € Gr, tag2 € {0, 1},

{xgins €2, kju, ko, ks, kja, ug, €2,m} C Zoy and

( 1 )

E,:=¢° T = H7(g¢1p/9) @ Hs(e(g, g1)"°" ), ct := msg & KDF(9§+5),
tag2 := Hg(HQ(ij_%)HCt),OJ = g% a’ =g,

o= 570 (00 (T 1) F )5 500 =
Ey = 94 g5 - 945“ Eip = (92 Dgi)ti - g,°2, By = g,

Ly 9167 Ly = 9177 Ly = 9187 Ly = 9137

Kjl = (911 912) 910 '911 7 Ky = (9?912)5'91_3[3 91_1uj,

ki = Ej—ﬂﬂ—fhk’ﬁ =751 — fa, ks —t — [3,kjy =m0 — [fu,

kr = e(g, g15), By == (g59290)° - g7

\

/

(3.1)
(Vv e

where 976a575 75 7T702an7tiaflaf27f37f47tj77rj177rj2aX7€27Ei17€i27uj are ran-

)90 CSK) with respect to

dom exponents, X\; is the ith share of [ - Hj (e(g,g4
(M, pe), 61 := Hy(ct||T||E'|[Pe]|Ps|[W?°), § := Hs (€] |€2][€2[tag2),
(ay,a9,...,ap,) and (b1, by, ..., by,) are vectors satisfying respectively
D icie @i MY =1, and D icie Uit MY =0,., a is the system master key, T
1s TGC secret key, CSK is cloud secret key, and others are public parameters

of the system. O

We use this distribution of CT in correctness and security analysis of the

proposed system.

4. Keyword Policy Trapdoor Generation To generate a trapdoor for a key-
word policy, the TGC performs this phase in two sub-algorithms: offline trap-

door generation and online trapdoor generation.
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o offTrapGen(PP,CPK, TSK). Given input PP,CPK and TSK, it produces
the intermediate trapdoor Z7T .

o Pick f, f, ' +— Z¥, and for each i € [my], choose 7, 7, ks, V] — Zy,

here m; € N.
TO = gf7T1 = gf7T2 = gz{/a ot := €(T17 )/C)f/u
{73‘, 7%, Ki, 1%, Oi, Tu, fzi}z‘e[mt], where
i = w1 wal; + wawyl — f,
o Set TT :— o 102 3Ty /

9 " o "
W12 FWIWAT,; W1W2T+wW3wW4r;

fli = (gfé " J10 » 913 )7

Ty == (977 - 912) "=, (951 - 912) 772, (g - g12) "+,
(g5 - g12)~"=1)

o onTrapGen(PP,ZT,TSK,P;). On input PP, ZT,TSK and a keyword pol-

icy Py := (Mg, p7, {wpe (i) Yiefe,)) (Where M, represents a matrix of dimen-

sion £; X ng, the rows of M, are mapped to generic keyword names via the
function pf and the associated keyword value is denoted as {wje () }icfe),

it generates the trapdoor 7,:1/77%.

e Compute (t1,...,10,) < Share(My, p7, T - Hs(ot))
e For each i € [(;], calculate By; := ¢; — ¥} and
By = (Fi(—wppa) + Ki) o, Fi(—wpe ) + Ki)wa, Fi(—wpe (i) + Ki) w3,
F(—wpe) + Ki)wa).
o Set Tr; = (Tosr, Ho(ot|[P]|MD) - Touo) for i € [41].

e The trapdoor TDp, := (P;, Ty, Ty, Ta, {01, Trs, Toi, B, éQi}ie[ft]>-

5. Data Retrieval Request Generation
Once the DU receives the trapdoor 7/:5pt from TGC, it proceeds to execute
two algorithms described below in order to create a data retrieval request
(DRR).

o offDataRetReq(PP, DK 4,, P:). On input PP, DK 4,, Py, this offline data re-
trieval request generation algorithm produces the intermediate data re-
trieval request ZDR. Here DK 4, := (A4, D1, D2, { D34, Dy s }zca,)-

e Choose v, 7, t, +— Z,, calculate trk := 7/t
(01, ..., Us,) < Share(My, p2, trk) and {gv; Yicie-
Note that Py := (Mg, py).
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{gfzi}ie[ftb
T]CAd = <Ad> Tllv T2/7 {Té,xv Tzi,z}IGAd>7 where
e Set IDR := | T/ := (D, - g},)". T} = DY, T}, = DY,

T;, = D)) TDK = (tdk, tdk,),
where tdk; :=t,,tdky ==

o onDataRetReq(PP,ZDR, ﬁpt). Taking PP,IDR, ’7?737;“ it generates a se-
cret transformation decryption key TDK := (tdk;,tdks) and the data
retrieval request DRR. Note that 7TDK will be used to decrypt the

transformed ciphertexts received from the cloud.

e Compute Ty := gii . fm and set Ty = Tm,
and hence T}; 1= (Tm, Tii2).

e Set DRR := (TDps, TKa,),
where TDpe = (P, Ty, 11,1, {Qi,ﬁi,f%, By, Egi}ie[gt]> is trans-
form trapdoor for P, and TK 4, is transform key for the decryption
attribute set Ay.

Remark 5. The distribution of the data retrieval request

> 1o, 11, T3, {Qi,fu = (Thir, Tha2),
PRR — TDPt = < Ty 3:£T2i1>T2i27T2i3;T2i4)}i€[€t]> >7
{Bui, Bai := (Bai1, Baia, Bais, Baia) bieja,]
T,CAd = < Ag, T1/7 T2/7 {Té,:u Tﬁi,l‘}xeAd >

of a keyword policy Py := (My, pf, {wye (i) }iepe,)) s of the form
{To, Th, Ty, Thin, Thia, Toin, Toin, Tois, Toia, T4, 15, T3, Ty, } C G,
{0i, B1i, Bai1, Baja, Bajs, Baja} C Z,, and

[ Toi=g/ Ti= g/ T, _g4l7Qi = w1l + w3yl — f, )
Ty = 915 9wm2n+w3mr g
Thip = 914 Hﬁ( (9, 94)ff’ CSICHPOHM( ) ‘Wélwz'lu‘i-‘—wgwy*;’
Ton = (g”pt() g12) e '911 L i = (911pt() 912)_7%,@2 - gr e,
Tois = (gllptu 91 2)_1%% g2, Toig o= (911pt<) 912)_1#“ g,

| T} = ga/vg£CSK 7) 14/77Tf =g 7T§,x - grijm — (gg))gi", )

(3.2)
where fa f’ f,a %ia 7%;7 ?a s 7V_’ ?:L‘? tT‘a Bli7 BQil) BQiQa B2i3; BQi4 are random exponents
(elements in Z;), ¥; (resp. ;) is the ith share of T - Hs(e(g, g41) Ir CSKY (resp.
trk = 7/t,.) with respect to the policy (My, pf), (T, w1, wa, w3, wwy) is TGC’s
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secret key, o is system’s master secret key, CSK is cloud secret key, and others

are system public parameters. [

We use this distribution of DRR in correctness and security analysis of ABD-
SRS.

6. Data Retrieval
The cloud uses two steps, test and transform, to finish this phase after receiving
DRR from a DU.

o Test(PP,CT,DRR,CSK). Taking PP,CT,DRR := (TDps, TK4,),CSK
as input, the cloud server outputs either C7 or L by carrying out the
following steps. TDpe is parsed as
TDpe = (P;, Ty, 11, 15, {01, Tui, T, Bli7§2i}i€[€t]>-

e Compute & := H5(€]|Q||2||tag2) and check
€2 ?
e(Ey- 97, 9) = e(g59i g0, B1)

If above equation do not hold, output L. Otherwise, proceed further.

e Set @’ := (a},aj, ..., ay,) < Reconstruct(My, p7, W*) and calculate
ot = €(T1,T2)CSK
X; = e(El, H (Tia 'gﬁ;“)a"> -e(g, H (Kpeen '91f§(i))aigi>
1E€[4¢] 1€ [0y]
UpR (i) 5
"f(TO? I (Ko o) ) (3.3)
7;6[@]

X2 — 6(916, H (T222 gBsz)alkp,?Uﬂ) <L17 H (7"’21,2 . gﬁma)a;)

iE[et] iE[ft]
alk o
‘€<9177 H (T - gBQ“) ' pt(m) ‘€(L27 H Toir - g1 )
1€[4¢] 1€[4]
alk o
-6(918, H (Toia - git) et 3) (L:s, H (Taia - grp*)" )
i€[l] 1€ 4]
atk o
-e(glg, H (Tois - grpi®) " ei® ) -6<L4, H (Tais - g1) )
i€[l] 1€ 4]
(3.4)

e Verify that X; X, - k?"’(m). If it does not hold, the algorithm outputs
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L. Otherwise, the trapdoor T Dpe is matched by the ciphertext CT,
ie., P2(W°) = true (P(W) = true, implicitly). As a result, the
matching ciphertext CT is generated.

Note. Even though we mentioned DRR in the input of Test algorithm,
actually Test uses only the trapdoor 7Dpe (in fact, 7?1/)7%). We use this
fact to answer test queries in IND-CKA security.

THs (ot Wpo (i {0 (sy-al-(w1mat+wsmwar!
),3 5()'697H( pg (4) )p§(>1(12 34,))

i X1 = 6(97 g1 911 " 912 i
i 1€ 4] i
} Wpo (i 1 jo () @l (w1 T + w3 waT! }
| X, = 6(9, H (gnth _912) P9 (i) @y (@172 3004 )) 1
1 i€l 1
| BT Hs (ot Hs (o !

o Transform(PP,CT,DRR,CSK). Taking PP,CT,DRR := (TDps, TKa,),
CSK as input, the cloud server outputs either transformed ciphertext
CT out or L by executing the following steps. TK 4, is parsed as
T,CAd = <Ad? TZ(? T2/7 {Té7m7 Ti,x}xGAd>'
o If Test(PP,CT,DRR,CSK) — L or P.(A4) = false, output L.
Otherwise, proceed further.

e Consider X5 from previous algorithm and compute

jﬁ = 6<E1, H (Tuz : H6(0t||Pf||Mt(i))_1)a§)
1€[4¢]
xe(g, H (Kpg(i)Q : gqflp?(i))a;gi>
1E€[4¢]
xe(To, H (Kpg(z')mg?f?(i))a;) (3.5)
iG[et]
Al = XlXQ

e Since P.(Ay) = true, calculate

=

a’ .= (af,ay, ..., aj ) < Reconstruct(Mc, p., Aq),
0 = Hj(e(o', E)")
X3 = G(Tll, El)
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X, = e(TQ’, H (Eﬂ .gin)ag,)
i€[le]

"

£4i2 -1 %
<11 (e (T3 poiy Bz - 95°) - e(Th p 00, B )>
i€[le]
AQ = X3 . (X4)7CS]C/6
e Choose ¢ +— Z3 and obtain (X/, ..., A}.) <= Share(M, ps, ¢)
e Calculate 6 := Hy(ct||T||E'||Pe||Ps||[W°),

. 1/¢
. P
A3 — 6(0 95,9 ) (36)

e(9296, B7) - Tlice (92" Hi(ps(0))?, ;)

e The transformed ciphertext CT s := (A1, Ag, Ag, ct, tag2).

r-,- -~ -~ -~-~--~"-"-—"=—F""""""/"""%>"-~""">">">/"-/'""»”=>W\”-/-""-‘-"~“‘ ‘- ~"~"~">"\»7"/"""‘>"~"~">"”>/"”/¥”/W’w’-/""/"»"="Ww--"""7"">">"”\">">">"=">"="7 a
|
|

Correctness. By Remark 4 and Remark 5, we can see that
\if Test(PP,CT,DRR,CSK) — CT and P.(Aq) = true, then

] ,B-t k w °(4) i’ o(s- ; vi“r v;
Xi = elg.gu)™ 'e<g’ 1T (9" - g12) og (i) 01 (@127 wwn))
iE[ft}

i X, = 6<g, H (gi”lpg(ﬂ '912)—tpg(i)~a;(w1w2ﬁ+w3wu§’.)) i
i iE[ft] i
I . > . Btrk (B%)/tr I
AL = XX = 6(97914) = e(9, 914) |
Xz = e(,9) 7 e(Ye,9) - e(g1a, )7, where Yo = g5

Xy = elg, )™

By = Xy- (X0 OKI9 — (g, g - e(gyy, g) 5P
o 0

Ay = elg,9)7 =gy

Remark 6. The cloud can avoid the computation of Equation (3.6) as follows.
On receiving the ciphertext CT, the cloud computes Ay (given in Figure 3.2)
and verifies the identity I — H7(A(1)/w) ® Hg(e(o’,0”)%). If it is true, the
cloud can store the ciphertext as [CT, Aé/w]. Before sending to DU, the cloud
verifies the integrity of the term Aé/w using the same identity I’ - H}(Aé/w) &
Hg (e(a’,a”)c‘g’c) and sets As := A(l)/w. In this case, the transform algorithm

requires only 20, + 7 pairing evaluations instead of 20, + {5 + 8.

7. Unsigncryption and Verify
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The DU runs the following algorithm to recover the original plaintext.

o Unsignerypt-Verify(PP,CT out, TDK). On input PP, CT .+ and the secret
transformation decryption key TDK := (tdk;,tdks), this algorithm out-
puts the data file msg or L.

e Compute A := (Ap) 7tk . (Ay)idk2 . A,
e Check whether Hs(Hy(A)]|ct) < tag2.
If this condition is not met, the error value L is returned to confirm

that the cloud deceptively returns a false search result.

e Else, Output msg = ct & KDF(A).

‘Correctness Note that tdk, := t,,tdks := ~. If the cloud honestly

returns a valid transformed ciphertext C7 ,.:, then

7/t "tr o T 0
A= (elg,01a)") " (e(g, 9) 7 - e(gra, ) PT) gi!

B+
= gT 3

Hs(Hy(A)||ct) = Hs(tagl||ct) = tag2
ct ® KDF(A) = msg @ KDF(gh'?) @ KDF (g2 %) = msg

Remark 7. As shown in Figure 3.2, a DU can retrieve the required data from the

cloud.

3.4 Security Proof of ABDSRS

In this section, we provide the security analysis of our ABDSRS under the assump-

tion that KDF is secure.

Lemma 1. Suppose the number of rows and the number of columns in the challenge
encryption policy are at most q. Then, ABDSRS demonstrates IND-CCA2 security
against a Type-1 adversary in the random oracle model, assuming the hardness of

the q-1 problem (presented in Section 2.3.3).

Proof. Let a PPT Type-1 adversary &/ breaks IND-CCA2 security (modeled as a

game Game'T'\y,?;_clcA2 in Section 3.2.2) of our ABDSRS with non-negligible advan-

tage, then a challenger € can solve g-1 problem by communicating with .7 as in

GameTypeCCA2 % is given the ¢-1 problem instance (X, g, ¢°, {g%, g7, g%,

¢ /4h2 i Bl /7/1 )
g” v 9(1) /wj}(u )Elg,als {9¢ /w]} (4.3)€[2q,q)i#q+1> {g"" } (4.7,3") €[2a,9,q),5#3" >
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Data Storage Phase

KGC

SK 4, + sKeyGen(PP, MK, As)

IC « offSignerypt(PP,SKa,, TPK,CPK, Ps)
CT < onSigncrypt(PP,ZC,msg, Pe, W)
where CT := (Qg, Qe, O, tag2, Ea, £2,m) -,
Compute § := HS(QaHQeHQkHtag2)
Check e(E - 932, 9) = e(g590g0. E1)
<———— If this is not true, return L

Otherwise, select w +— Z,, and compute
(AT, ;A7) < Share(Ms, ps,w)
0 := Ha(ct[[T[| E'||Pe||Ps[[W*)

X w
AO = - (i(lT 95 ’g)\/)/
6(y§gs<,E'f) Tlicies) 6(94" Hy (ps(i))“m)

Check T £ H7(AY*) & H(e(o”, 0")05K)

——— If this is not true, return L

Else, cloud accepts CT for storage.

Data Retrieval Phase

KGC

'D/CAd

DK 4, < dKeyGen(PP, MK, CPK, Ag)

TGC
Formulate keyword policy P S SN
IDR < offDataRetReq(PP, DK 4,, P;) IT < offTrapGen(PP,CPK, TSK)
TD P

Tt TDp, < onTrapGen(PP,ZT,TSK,P;)
[DRR, TDK] « onDataRetReq(PP,ZDR, TDp,)
where DRR := (TDpe, TKa,) _DRR

CT or L « Test(PP,CT,DRR,CSK)
Llowor L g . or L « Transform(PP,CT, DRR,CSK)

msg or L < Unsignerypt-Verify(PP,CT out, TDK)

Figure 3.2: Data storage and data retrieval phases.

{gﬂd’i%/%’,gﬁ‘pi%’/w?’}(i7j7j/)e[q,q7q]7#j/, Z). In order to ascertain if Z is equal to
e(g,9)?"" or Z has been randomly selected from G, € interacts with &7 as de-

scribed below.

(1) o sends the challenge encryption policy Pr := (M, pf) to €, where M} is an
05 x nf matrix with 5, nt < q. Let My = (M2, a8 M) be the ith

*
€ & ENg
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(2)

row of M.

€ samples o +— Zy and sets gr = e(g, 9)* -e(g?, g*") (i.e., the system master
secret key MK is defined implicitly as g® where a := o/ + ¢7™!). Next, ¢ picks

2, 21,22, .., 215 — Z,, and defines
g:=g g5 =g~ g0 == g
z 2\ 2(.)M;L(j) 2 z
9= 0" e nn (977 p(j g5 = g g1 = g
P L /a2 M{:LJ z z
92 = 9% Tlweres ) (9°7%) ; g1:=9° g7 g1z = g
z e\ e z z z
93 =9 TL0eqer me (9° /i) gs = (9°)* - g™ G13 7= g+
g1:=g° g9 = (%) - g™ g4 = g7
G15 = g7*®

% chooses eight anti-collision hash functions H; : {0,1}* — G,
Hy : Gy — {0,1}%, Hy: {0,1}* — {0, 1}, Hy - {0, 1} — Z,
Hs :{0,1}* — Z, Hg : {0,1}* = G, Hy : Gr — {0, 1}, Hg : Gy — {0, 1},

in which € simulates H; as follows.

To answer H; hash queries, 4’ maintains a table Taby,. If one submits a signing
attribute y, € answers in the following way. If the tuple [y, H(y) := ¢g*¥] exists
in Tabg,, returns g*v. Otherwise, € picks v, — L, returns g*v and inserts the

new tuple [y, Hi(y) := ¢g*¥] into Taby,.

€ sets PP := (¥, g7,9,{9:}}3,, M, KDF, { H;}%_,), where the message space is
M = {0,1}%s and a key derivation function is denoted as KDF : Gy —
{0,1}mss.  Lastly, € selects T, w1, @y, w3, @y, Te Zy, computes gy =
97 11 = %% q1s = 73,919 = 974 hy = e(g,915)7, Y. 1= g;° and sets
TPK = (hr, g16, 917, 918, G19), T SK := (7, w1, w2, w3, wy),

CPK =Y., CSK :=r. o obtains the tuple [PP, TPK,CPK,CSK].

o/ queries signing key generation oracle Ogig(As), data retrieval request gen-
eration oracle Oprr (A4, P;), signeryption oracle Ogc(msg, Ps, Pe, W) and data
retrieval cum unsignerypt-verify oracle Opgr-1y(CT, Ag, P;), with the respective

inputs. Then % answers these queries as described below.

o Osig(As) 1 € chooses 7 +— Zy,, implicitly defines 1’ := 7 — ¢¢ and returns
the signing key
! = =~ —1 ~ — U,
SKa, == (A, S1 = g7 g5, % = g"(¢°") {5y = g™ (¢°") " }yea,) to
o .

e Oprr(Aq, P;) : €’s response is one of the following two types.
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(i)

If P*(Aq) = true, then € selects
s f, [T T Ty Bui, Bain, Baia, Bais, Baia, d, d’, d” — Z,, and implic-
itly sets v := a/d, 7 := (ad”)/d,t, := (ad”)/(dd"). Next, € computes

the data retrieval request

P2, To, T1, To, {03, Thi = (Thir, Thiz) Yieje)
PRR — TDP;’ = < {TQi ii (T2i17T2i27T2i3>T2i4>}ie[€t}a >7
{Bii, Byi = (Bai1, Baiz, Bais, Bzi4)}ie[ét}
T]CAd = < Ag, T1,7 T2/> {Té@’ Ti,z}xGAd >

of the keyword policy P, := (My, pf, {wye (i) }iefe,)) and the decryption
attribute set Ay as follows: Compute 77 := ¢ g% and 9; (resp.
;) is the ith share of 7 - Hs(e(Ty, To)™) (vesp. trk := #/t, = d')
with respect to the policy (Mg, p7), and calculate the other compo-
nents of DRR as in Equation (3.2). Note that, in this case, € does
not know 7DK := (t,,7). However, since ¢ knows TGC’s secret key
(T, w01, w2, w3, W), the above DRR is properly distributed according

to Remark 5.

Suppose P*(Ay) = false. Then, € computes

5 = (61,09, ...,0n:) € ZZ; such that §; = —1 and & - M = 0,
Vi € {i|p;(i) € Aa}. Now, € picks 7 <— Z3, implicitly defines

ro= (o Y eq 00 97717Y) and caleulates the decryption key
D4, := (A4, D1, D2, {D3 4, Dy s }zca,) as given below.

*
Ne i

Di=g"g [T )", De=g™ ] (o) .

=2 i€[ng]
For each attribute € Ay, € chooses 7, +— Zs, and implicitly defines

§ Py
Ty =Tz + Tz i eler]

—, and computes
priga, T — PE()

y (Fre )/ (@=p(i'))
D3, = g™ H (9%/)

i'elez)
pe(i")¢Aq

o H (gwi/qsqﬂ,i) (6irc )/ (z—pE(i"))

(1,1')€[ng £¢]
pe(i)¢Aa

Y
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D47$ = (gggl)fz . (D&x/g?‘z)mz—&—zl
,,:7,,;1 r—p*(j ;L(j) r—p* 7;/
% H <g¢Lw2//w?) ( pe(]))M /( pe( ))

(@',g,0)€[C% L5 nE]
ps(i')¢Aq
H ( w-uzﬂ“”L/w?)%16i($_pé(j))Mg‘(j)/ (z—=pe(@))
g J
(3,1 G, ) E[E L8 05 k]
pe(i)EAq, (J#1 Vit
—z38;rg "

—ch_l +1—i +1—ite .
g H<g¢q ) I] <g¢q /i

i€[n;] g0l t2.ni]
1F£L

) —Te 161' M(:L<j)

Since € knows TGC’s secret key TSK := (7, @y, wo, w3, wy), it com-
putes the trapdoor as 7,:757% < onTrapGen(PP,ZT,TSK,P;), where
IT « offTrapGen(PP,CPK, TSK). Finally, € sends [DK4,, TDp,] to
/. In this case, both &/ and € can generate DRR := (T Dpe, TKa,)
and TDK by using [DK4,, TDp,).

o Osc(msg, Ps,P.,W) : € selects a set A, satisfying P,(A,) = true, gener-
ates SKCa, « Oskg(As) and outputs the ciphertext
CT < onSigncrypt(PP,ZC, msg, P., W), where
ZC <« offSigncrypt(PP,SK 4., TPIK,CPK, Ps).

o Oprany(CT,Ag,P;) : Firstly, € calculates DRR <« Oprr(A4, P:). If
Test(PP,CT,DRR,CSK) — L or P.(A4) = false, it returns L. Oth-

erwise, %’s response can be one of two types given subsequently. The

ciphertext is parsed as CT := (€, Qe, Q. tag2, Es, 9, 7), where

Qe

Qki

(i)

= <P€70t7E/7E17{Ei7?§i}i€[fe]>7 Qs = <P87U,7U,/7F707 {O'i}ie[ﬁs}ax> and
= <WO7kT7 La {K'uklaul}ze[{])

In case Pr(Aq4) = true, € does not have the knowledge of the se-
cret transformation decryption key 7T DK according to the simula-
tion of Oprr(Ag,P;) and hence it proceeds in the following way.
If £+ 2n+ z4 = 0 (this happens with prob. at most 1/p), where
€ = H5(Q4|2]|Q2%]|[tag2), then € aborts. Else it calculates

Vi = (B g®) - o By - g3t BT (goh)(Eramban ™) = g2,

Ay = g}/a (using Equation (3.6)) and A := Y1 A; = gffé.

Next, € checks whether Hj(Hs(A)||ct) = tag2. If this is not true, it
returns L. Otherwise, it returns msg = ct @ KDF(A) to 7.

In case PX(Ay) = false, € knows TDK. Hence, it computes the
transformed ciphertext CT o, <— Transform(PP,CT, DRR,CSK) and
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returns to &7 the output of Unsignecrypt-Verify(PP,CT oui, TDK).

Once this query phase is done, & outputs a signing policy P}, two messages

msgy, msgy € M, and a set W* of keywords.

Let P’ := (M3, pt), where M* represents a matrix of dimension ¢% x n¥. € picks
i +— {0, 1}, picks a set A, satisfying P*(A,) = true, calculates

@ := (a1,az,...,as) < Reconstruct(M, p;, A,) satisfying 3 ;i a;- M9 = Ly
and a; = 0 for all ¢ € {i|p}(i) ¢ A}, samples

(b1, by ... b)) <— {(br1,ba, ..., bpx) € Zk | Zie[ﬁ;] b - M2 = 6,1;} To compute
the challenge ciphertext

Q: = <7D;7 OJ*? O-”*7 F*7 0-*7 {U;}ié[@]a X*>7
Q: = <P2> ct*, E™, Ef» {E: = (E;b Ei*Z’ EZ(S)?gik = (52175?2)}1'6[52]%

CT = | . ._ [ W™ ki L= (L}, L3, L5, L),
k- % * * Tox * * *
{K = (K_]17Kj2)7kj = ( 310 V525 53, ]4) }je

tag2*, ES,e5,n*

of the message msg; for the signing policy Pr := (M3, p%), encryption policy
Pr = (Mg, pr) and keyword set W* := {[W; : w1],..., W, : w(]}, € chooses

v

A/ 7 * ok ok ok * , U * s s
0,0",0",0", 71,02, f1, f2, f3, fa, U, i1, Wi, X*, €5, €51, €y Uj <— Z,y, implicitly sets

7= 751 - ¢q7ti = —53%7

A= MY - (80, B + 63, B0G* + b3, ..., OGP TE + 6,0

=" MBo¢ ! + Z o; M\,

JE[nE] Jj=2

where 0 := Hj (6(9,94)&5”/”), and computes the components of CT* in the
following way.
Bt = g%, T* := Hi(gy/") @ Hs(elg, 91)"7""),

ct* = msngBKDF(Z-e(gﬁ,g)a/ gg}/e), tag2* := H; (HQ(Z-e(gﬁ,g)o‘/ -g;/9)||ct*),

5/// Ix L 6/ 1% 6//
E _g4 70- .—g,U _g4a

.:9094 (gﬁ)Z561+zsgs * 1[—[](9 ps(l)( 0 +02b)(g¢q) Up‘g(i)‘#))
icfer

a;

_ g -*1—02b (g¢> )—72’
ZT‘Z 5'M;'(i> Ny —&} 8M;<j)
E;l = gy 20jMej " (gﬁ%) i 948 1 H(J elet nt] (g/3¢ %/%)

676

J#i
2api(i)a1) | o s J20 (P () P2 (D))OME
By = (7)) 0ri0ra) . g2 TG et e (970797) 777

)

Y
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Ef = (9"")77,

Ly = gl Ly = gf2, Ly = g1z, Li = g5, )

K = (97 912)5 (7)™ - 9117 Ky == (917 912)5 (97) 7% - 917,

k=1 —mpn — Lk =m0 — fo kg =1 — ma — fy, Ky o= me — fu

Ky = (g, gis)7, By i= (g°)77€Ham 430 . g5

where 01 := Hy(ct*[|[T|[E™|[P||PI]|W°), € := Hs(Q]|€%] 2] |tag2”),

n* = (=& — z4)/z and W := {W;, Wh, ..., W, }. Lastly, € sends the challenge
ciphertext CT™* to <.

(5) Now, o queries for the oracles like step (3), with the obvious restriction that
it cannot query data retrieval cum unsigncrypt-verify oracle with the input
[CT™, Ag, Py] satisfying P*(Ay) = true A Py(W*) = true. Once this query phase

is over, ./ outputs a guess ¢’ of i.

</ wins the game if ' = i. Therefore, if &/ wins, € will claim that Z = e(g, g)**""";
otherwise, & claims that Z is a random element of Gr.

When Z = e(g,¢)?*""", according to Remark 4, the challenge ciphertext CT™* is
an accurately derived ciphertext as in original construction. Note that if Z has been
randomly selected from G, then CT* is independent of 7 in .&7’s view. In this case,
/’s guess is random and its advantage is 0. Thus, if .7 has non-negligible advantage

in winning the game, € can solve ¢-1 problem with non-negligible advantage.  [J

Lemma 2. ABDSRS demonstrates IND-CCA2 security against PPT Type-2 adver-
sary assuming the hardness of the DBDH problem (described in Section 2.3.1).

Proof. Let a PPT Type-2 adversary <7 that breaks the IND-CCA2 security (mod-
eled as a game Gamell'-\y[?;_%cA2 in Section 3.2.2) of our ABDSRS with non-negligible
advantage, then a challenger € can solve DBDH problem by communicating with
</ as in Game'T'\;Ee__%CAz. % is given the DBDH problem instance <Z, g,G1,Ga, G, Z>,
where G = g1,

Gy = g%, G5 := g® (note that ¢y, ¢, ¢35 are unknown to ). In order to ascertain
if Z is equal to e(g, g)ﬁ‘z’ﬁ1 or Z has been randomly selected from Gr, € interacts

with &7 as described below.

(1) € picks o, 24 +— Z% and sets gr = e(g,9)% g4 = g*. Next, it chooses
91,92, 93,95 - - -, 15 <— G, and eight collision-resistant hash functions {H;}5_,
(as described in the construction). Now, € sets PP := (%, g7, 9, {9:}}2,, M, KDF,
{H;}8_,), where the message space is M := {0, 1}*ms and a key derivation func-
tion is denoted as KDF : Gy — {0,1}*m=s and MK := g“. Lastly, € selects
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T, W1, Wa, W3, Wy —— L, computes gig = g7, g17 = g%, gi1s = g7, g9 =
g% hy :==e(g,015)7, Y. := G7* and sets TPK := (hr, g1, 917, 918, 919), T SK =
(1,01, we, w3, w4), CPK := Y., and implicitly sets CSK := ¢;. € sends the
tuple [PP,TPK,CPK] to «.

o/ queries signing key generation oracle Ogxg(As), data retrieval request gen-
eration oracle Oppx (Aqg, P:), signeryption oracle Oge(msg, Ps, Pe, W) and data
retrieval cum unsignerypt-verify oracle Opr-1y(CT, Ag, Pi). Since € knows the
system master secret key M and TGC secret key TSK, it can answer the &7’s
queries by running suitable algorithms of ABDSRS. Once this query phase is
over, &/ sends to € two messages msgy, msgy € M, an encryption policy Pr, a

signing policy P} and a keyword set W*.

Let P’ := (Mg, pf) and Pr := (M}, p), where M* (resp. M}) is an ¢} x n}
(resp. £* x n*) matrix. ¢ samples i <— {0,1}, formulates a signing attribute
set A such that Pr(As) = true, calculates

@ := (a1, as, ..., as) < Reconstruct(M, p, A,) satisfying >, ) a;- M2 = L
and a; = 0 for all i € {i|ps(i) ¢ As}, picks

(bla b27 s 7bf§ <— { b17 b27 s 7be§> S Z’p | Zze[ez] bz . Ms*(z) = 671;*}

To compute the challenge ciphertext

O = (P, 0™, 0™ I, 0 {0} e, X*)s
Q’é = <P;> ct*, E/*’ ET» {Ez* = (E;I’ E;% Ez*3)75_; = (5:175;2)}1'6[52]%
CT* = o W*e k., L* .= (Ly, L5, L%, L}),
{K* = (K;17K;2)7 k= (k*la kj27 33 j4) }JE
tag2*, S, e5,n*

of the message msg; for the signing policy Pr := (M3, p%), encryption policy
Pr = (Mg, pr) and keyword set W* := {[Wy : w1],..., W, : w(]}, € chooses

07 ﬁa 5”7 ?7 02,1, tia fla f27 f37 f47 {ja 515 52, X*a 557 6;17 8?27 'LL;, Vo, ..., Ung <L Z; and
computes the components of CT* as follows. Set o’* := Gy, E™* := G3*,

. 9 " . MED(BH5(Z4) wayvys) 4. —et
F = H?(gf;/ )@ Hg(e(Gl,G2>6 4)7 Eil = g4 3 2 € gé‘ . g4 “7 and

compute the other components of CT* as in Equation (3.1), where
N\ = M9 (BH5(Z*),va, ...,y ) is the ith share of SH5(Z*) with respect to
(Mg, p?). Lastly, € sends CT* to <.

Now, &7 queries similar to step (2), except that .27 is not permitted to query data

retrieval cum unsignerypt-verify oracle with the input [CT*, Ay, P;] satisfying
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Pr(Ag) = true N Py(W*) = true. When this query phase is over, &/ announces

a guess i’ of i.

o/ wins the game if i’ = i. Therefore, if &7 wins, € will claim that Z = e(g, g)#192%3;
otherwise, & claims that Z is a random element of Gr.

From Remark 4, if Z is equal to e(g, g)?'?2%3, the challenge ciphertext CT™* is
an accurately derived ciphertext similar to the ciphertext of original ABDSRS con-
struction. If Z is randomly chosen from Gy, then CT* is not dependent on i in
/’s view; resulting in 7’s guess is random and its advantage is 0. Thus, if & has
a non-negligible advantage in winning the game, ¢ can solve DBDH problem with

non-negligible advantage. [l
We derive the subsequent theorem by combining Lemma 1 with Lemma 2.

Theorem 1 (Data Confidentiality). Suppose the number of rows and the number of
columns in the challenge encryption policy are at most q. Then, ABDSRS is IND-
CCA2 secure in the random oracle model, under the assumption that q-1 and DBDH

problems are hard.

Theorem 2 (Data Unforgeability). ABDSRS demonstrates EUF-CMA security in
the random oracle model assuming the hardness of the q-DHE problem (given in

Section 2.3.2), if the challenge signing policy has a mazimum of q columns. .

Proof. Let a PPT adversary o/ breaks EUF-CMA security (modeled as a game
Game=)F"“MA i Section 3.2.2) of our ABDSRS with non-negligible advantage, then
a challenger € can solve ¢-DHE problem by communicating with o7. Given the
¢-DHE problem instance <E, g, {gd’i}ie[gq]#qﬂ% the task of € is to compute ¢g**".

We show below how this can be done.

(1) o7 sends the challenge signing policy P’ := (M}, pf) to €, where M} is an
0% x n% matrix with n} < q. Let M = (Ms*l(i)7 ML;(i), e ,M;(LZ;)) be the ith row
of M.

(2) € chooses o, 0 +— Zy, and sets gr = e(g, 9)%e(g?, g*")? by implicitly defining
a = 0a + 07" Next, € picks 21, 22, 23, 25, . . . , Zg — 7y and
G10, - - -, 15 <— G, and defines ¢ := ¢, g4 := ¢%,¢; := g% fori =1,2,3,5,...,9.
% selects eight collision-resistant hash functions {H;}%_; (as mentioned in the

construction), and simulates H; and Hy as explained below.

H, Hash Queries: To answer H; hash queries, 4 maintains a table Taby,. If

one submits a signing attribute y, ¥ answers in the following way. If the tuple
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[y, vy, Hi(y)] exists in Taby,, € returns Hy(y). Otherwise, € picks v, +— Z,

returns

Lo *(z)
Hi(y) = { gty Hje[n;] (g‘z’]) M , if y is the attribute of some ith row of MY |

gy, otherwise,

and inserts the new tuple [y, vy, Hi(y)] into Tabg,.

H, Hash Queries: To answer H, hash queries, ¥ maintains a table Taby,.
These queries are of two types. (i) Queries being submitted by <. When o
submits the input (ct, [, E', P., Ps, W°), € responds as follows. If the tuple
[(ct, T, E", P, Ps, W°), 0] exists in Taby,, € returns o as

Hy(ct||T||E'||Pe||Ps||[W*°) := 6. Else, € selects 6 «— Z3, returns 6 and inserts
the new tuple [(ct,T', E', P., Ps, W°), 6] into Taby,. (ii) Queries being conducted
by € during signcryption oracle simulation (which will be discussed in signeryp-

tion oracle execution given below).

Next, € sets PP := (3, g7, 9, {g:}.2,, M, KDF, { H;}3_,), where M := {0, 1}fmss
is the space of all messages, and KDF is the key derivation function. Lastly, &
selects T, wy, ws, W3, Wy, Te — Z;, computes gig 1= g, 917 := g%?, 18 ‘= §73,
G190 = g%, hr :=e(g,¢15)7, Y. := g;° and sets TPK := (hr, g16, 917, G18: 919)
TSK := (1, w1, ws, w3, wy4), CPK =Y., CSK :=r..

€ sends [PP, TPK,CPK,CSK] to <.

Now, &/ queries signing key generation oracle O (As), data retrieval request
generation oracle Oppr(Ag, Pr), signeryption oracle Oge(msg, Ps, Pe, W) and
data retrieval cum unsignerypt-verify oracle Opr-(CT, Ag, P;). Then € re-

sponds to these queries as explained below.

o O%ig(As) : & submits a signing attribute set A, such that P;(A,) = false.
Then, € calculates § = (01,02, ...,0n:) € Zr such that §; = —1 and
5 MY =0,Vi e {ilp5(i) € A}. Now, € picks rj +*— 7z, implicitly
defines 1’ 1= r{ + ZLe[n;] 05,0771 and returns the signing key
SKa, = (As, S1, 52, {55, }yea,) to &7, where

*
Ng

Su=g gt T ()™, Se=g0 TT (o)™,

=2 L€n}]
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v i\ M a-t 145\ —06, M7
S Mjepmsy (97) 77 T jyepmrmyini (97 ) "

S3y 1= if p3(i) =y

U .
Sy, otherwise.

o Oprr(A4, P:) : o/ submits a decryption attribute set A; and a keyword
policy P,. € picks 1o, ry — Z,, implicitly sets r := ro — Or1¢? and cal-
culates the decryption key DK 4, := (Aq, D1, Do, { D3 2, D4y }uea,), where

7091“;1

Dy := g g}, Dy := g™ (9%") s Ds o i= 9", Dyo = (g591)" Dy ™.

Since € knows TGC’s secret key TSK := (7, w1, w2, w3, wy), it computes
the trapdoor as 7/:1/)pt < onTrapGen(PP,ZT,TSK,P,), where
IT < offTrapGen(PP,CPK, TSK). Lastly, € sends [DK4,, TDp,] to o .

o Osc(msg, Ps,Pe, W) : Let W :={Wy r wq],..., W: : w}, Ps := (M, ps),
and P, := (M., p.), where My (resp. M,) is a matrix of size {5 X ns (resp.
le X ng). € chooses a signing attribute set Ag such that Ps(As) = true,
calculates @ := (ay, as,. .., as,) < Reconstruct(My, ps, As) satisfying
D icie % - MY =1, and a; = 0 for all i € {i|lps(i) ¢ As}, samples
(b1 by, by,) = {(br b, by,) € ZE| S0 bi - M =10, }. To gen-

erate a ciphertext

Qs = <Ps; 0/7 0//7 Fa a, {Ui}ie[és‘]’ X>’
Qe == (Pe,ct, E', Ev, {E; := (Eq, Eig, Ei3), € := (€1, €i2) Yiele))
CT:= 0 WO,kT,E = (LlaL27L37L4)7
k= % I
{K; = (K, Kj2), by o= (Ko, Kja, Kys, Kja) wsdjerq),
tag2, Iy, e2,1

bl

of the message msg, € picks

0,B,0',8" 8" %, 00,0, ti, f1, f2. f3, 1, 65, W1, Wi, X, €2, Eat, iz, Uy <— 25, im-
plicitly sets 6; = Hy(ct||T||E’||P.||Ps||[W°) := 6 — (B25) '™ (this is of
type (ii) query mentioned above), and computes the components of C7 in
the following manner.

Set o := g”‘/gfgg)agg(nie[es] H, (ps(i))%JrOQbi)ggX and calculate the other
components of CT as in Equation (3.1). Finally, ¢ sends this CT to <.

o Opruw(CT, Ay, P,) : First, € obtains [DK4,, TDp,] + Oprr(Ad P).

Next, it computes ZDR < offDataRetReq(PP, DK 4,, P:),
[DRR,TDK] < onDataRetReq(PP,ZDR, ﬁpt). Next, it executes
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Test(PP,CT,DRR,CSK), Transform(PP,CT,DRR,CSK) and
Unsigncrypt-Verify(PP,CT out, TDK) algorithms, in that order. % sends
the final output to <.

When this query phase is over, &/ outputs a forgery ciphertext CT* of the
message msg* for the encryption policy P’, keyword set W*, and the signing

policy P;.

</ wins the game if all the following conditions are true.

(i) A4, P 2 Pr(Ag) = true AN Py (W*) = true,

(ii) Test(PP,CT*,DRR := (TDps, TKa4,),CSK) =CT",

(iii) Transform(PP,CT*, DRR,CSK) =CT .

(iv) Unsignerypt-Verify(PP,CT,,,, TDK) = msg* # L and

(v) o did not query for Oge using the input (msg*, Py, Pr, W*).

The ciphertext CT™ is parsed as CT* := <Q§ = (Py, 0™, 0" T, 0% {0} }icies)s X7),
O = (P ct™, B, E7 {7, Ycen), . tag2*, By, €5, 177).

From Remark 4, conditions (i)-(iv) imply that

" a G5 \B ol g o2biy oyt Fai b
o* = gog] (95 96) (Hz‘ewg] Hi(p:(i)) @ ") g5 *, of = go t% Ef = ¢°, where
7, B, 02, X* are random exponents, 6, := Hy(ct*||T*||E™||Ps||Pr||W*°), (a1, as, . . . , ag:)

and (b1, b, ..., be) are vectors satisfying respectively >, a; - MO = Tng and
D icien Ui MY = 6n;. Condition (v) implies that
01 := Hy(ct*||T*||E™||P2||PZ||W*°) = 6 (this is of type (i) query, € can obtain this

value from Taby,). Now, € can calculate the unknown value ¢ as

1€l

*

g _ o
ga, (Ef)ozs—i-za Hie[&;] (U:)Up§<i>

EUF-CMA

Therefore, if the advantage of &7 in the game Game,, is non-negligible, then
% can solve the ¢-DHE problem with non-negligible advantage. O

Theorem 3 (DO Privacy). ABDSRS preserves DO privacy.

Proof. The challenger € interacts with an adversary <7 as in Ga me;O_Privacy (formu-

lated in Section 3.2.2).

(1) € computes [PP, MK] < KGC-Setup(1¥), [TPK, TSK] + TGC-Setup(PP),
[CPK,CSK] + Cloud-Setup(PP); and sends [PP, MK, TPK, TSK,CPK,CSK]
to .
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(2) In this step, o/ need not to query any oracle and it can compute required
components by itself because &7 has the knowledge of system master secret key,
cloud secret key and trapdoor secret key. o7 sends to € an encryption policy P,,
a message msg, a signing policy Ps, a keyword set W and two signing attribute
sets A, ALY obeying the condition P, (A( )) = true = P; (Agl)).

(3) € samples i <— {0,1}, computes the signing key
SICA@ + sKeyGen(PP, MK, Ag)), the challenge ciphertext
CT* <« onSigncrypt (PP, offSignerypt(PP, SK ), TPK,CPK, P;), msg, Pe, W),

and sends CT* to /.
(4) <f outputs its guess i’ of 1.

From Remark 4, the signature €, := (Ps,0’, 0", ', 0, {0, }icie,); x) of a data file
msg for the signing policy Py := (M, p,) is of the form

[ := Hq(g//") ® Hs(e(g,9)" 0" F), 0" = ¢ 0" = g,

a E i+0 bl _ Ta; °
0 :=g99] (6296) " ( [T Hips(0) ™ ") g5 ¥, 01 := g 8"+t
1€[4s]
where 0, 3,0',8",7, 05, are random elements of Z, 01 := Hy(ct||T||E'||Pe||Ps||W°),
1
ct := msg @ KDF(g?FG), (ay,ag,...,a5,) and (by, by, ..., by,) are vectors satisfying

respectively Zie[és] a; - MY = 1n and Zle b; - MY = 6n5, « is the system master
key, CSK is cloud secret key, and others are public parameters.

Since oy is random, each % + 09b; is random, and hence all the components
o',d" T, 0,0; of the signature are random elements from adversary’s point of view.
That is, the signature is independent of the signing key being used to generate it.
Therefore, the challenge ciphertext gives no information about 7 in GameDO Privasy to
the adversary o7, resulting in &/ has to output just random guess i’. In this case,
Prob[i’ = i] = 1/2. Hence, &’s advantage Advo0 ™Y (1¢) o Prob[i' = i] = 1/2.

Thus, ABDSRS provides DO privacy. n

Theorem 4 (Verifiability). ABDSRS is verifiable under the assumption that Hj is

a collision-resistant hash function.

Proof. If there exists an adversary . that wins the verifiability game Game"s" >

(presented in Section 3.2.2) of ABDSRS, then an authorized DU % identifies a

collision for the hash function Hz by communicating with <7 in the following way.
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(1) € computes [PP, MK] < KGC-Setup(1¥), [TPK, TSK] + TGC-Setup(PP),
[CPK,CSK] + Cloud-Setup(PP); and sends [PP, TPK,CPK,CSK] to /. The
secret keys MIC and TSK are kept secret by €.

(2) o7 adaptively queries signing key generation oracle Ogig(As), data retrieval re-
quest generation oracle O% 5 (Ad, Py), signeryption oracle Osc(msg, Ps, Pe, W)
and data retrieval cum unsignerypt-verify oracle Opr-1(CT, Ag, Pi). As € has
the system master secret key MK and TGC secret key TSI, it simulates .o7’s
queries properly. At the end of this phase, &/ announces an encryption pol-
icy P, a message msg*, a signing policy P

>, a keyword set W*, and sends
(msg*, Pr, Pr,W*| to €.

(3) € selects a set A, satisfying Pr(As) = true and obtains a signing key
SK 4, < sKeyGen(PP, MK, A;). Next, it computes
CT* < onSignerypt(PP,ZC, msg*, Py, W*), where
ZIC < offSignerypt(PP,SK 4., TPK,CPK, PY).
Then, the ciphertext CT* will be given to <.
Here CT™ := (QF, Q, O tag2*, B}, 5, 1%).

(4) Again &7 queries the oracles Oskg, Oprr, Osc, Opr-uy and obtains the respec-
tive responses as in step (2). At the end of this phase, </ outputs a de-
cryption attribute set Ay, a keyword policy P; and a transformed ciphertext
CT our := (A, Ay, Ag, ct,tag2”) such that Pr(Ay) = true A Py (W*) = true.

Suppose that the tuple [Ag, P, TK4,, TDpe, TDK] is in table Tab gz, where
TDK := (tdky,tdks). If not, it can be generated by querying the oracle O%pp with
the input (Ag, P;). Since &7 can break the verifiability of ABDSRS, € recovers a
message msg <— Unsignerypt-Verify(PP,CT out, TDK) with the property that msg ¢
{msg*, L} as follows. € (i) computes A := (A;)7t*1 . (Ay)ik2 . Ag (ii) observes
Hs(H(A)||ct) = tag2* and (iii) obtains msg = ct ® KDF(A).

If A* and ct* are the respective components of A and ct being used in the gen-
eration of CT™, then there are two possibilities A # A* or A = A*. Note that the
condition (ii) implies that Hs(Ha(A)||ct) = Hz(Ha(A*)||ct*).

In case A # A*, Hao(A)||ct # Ho(AY)||ct* and hence the pair
(Hs(A)||ct, Hy(A*)||ct*) forms a collision for the hash function Hs.

In case A = A*, since ct @ KDF(A) = msg # msg* = ct* ®KDF(A*), we have that
ct # ct*. So, Ha(A)||ct # Ha(A*)||ct* and hence the pair (Ha(A)||ct, Ho(A*)||ct*)

causes Hs to collide.
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% detects a collision for Hsz in each scenario. Due to the collision-resistance
nature of Hj, it is impossible for & to gain a non-negligible advantage and win
Game"s™P1 - Therefore, we prove ABDSRS to be verifiable. O

Remark 8. Note that the components X; and Xy (computed in Equations (3.3) and
(3.4)) can also be computed as

X = €<E17 H (Tm : Qﬁ“)ag) : H ‘9(9& - To, (Kﬁ%’(i)l 'g?fgm)a;) (3.7)
1€[4¢] 1€[ly] X

=]

Xy = H {e(g O L (Toin - g172) ,> 'e(gk”t D2 Lo, (Ton - g2) ,>

iG[Zt]

—1.X 1%
=Ko i1 =Ko ()2
kog ()3 L. (T B2ia\ %\ . kg ()4 Lu (T Baiz\ % 3.8
Xel 918 3, \42i4 * 911 €\ J19 4, (42i3 * 911 ()
%/—/ %,—/
_.X X
=koo ()3 =k oo ()4

Hence, one can run Test algorithm using Equations (3.7) and (3.8) instead of
Equations (3.3) and (3.4), respectively. Due to this fact, we can modify the distri-
bution of DRR (presented in Remark 5) and CT (given in Remark 4) as follows.

e mMDRR (modified distribution of DRR): It is the same as DRR, except
where the components (Tg, {Qi}ie[m) are replaced by {o; }icje,), here
0F 1= g% - Ty = g™ =2 +=s=4 % (from Equation (3.2)). More specifically,

Pt ) Tla T27
TDP;’ = {QiX,Tu = (T111,T1i2)7T2i = (T2i17T2i27T2i37T2i4>}i6[€t}; ,
mDRR = =
{Bri, Bai == (Bai1, Baia, Baiz, Baia) Yiele]
TICAd = < Ad7T1/7T2,7 {T?:,gc?Téi,x}fL"EAd >
(3.9)
where o) = gETITRATEAL and the other components are identical to that of
Equation (3.2).

e mCT (modified distribution of CT ): This is the same as CT except that the
components (E {E'}je[g) are Teplaced by the components {E;( }iel], where
P -7 k; T
k‘x : (ijh ijza ijga ijél) and k]l = 916 Ly = 916 " k]XQ = 91%2 Loy = 91%17

ng:; = 918 Ly = 9?8 ", /‘%4 = 919 Ly = 919 (from Equation (3.1)).

We use these modified distributions to answer adversary’s queries in IND-CKA

security proof (for Type-1 adversary) presented in Lemma 3. [
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Table 3.2: The sequence of 2¢ + 2 games G,.q, Go, Gy, ...

’ GQ§~

Game The Challenge Ciphertext CT*
G | < We.br (R = (K, Koa) ey >
k= (kS klxzvklxsvkﬁ) ky = (31, kgp. kg3 k3q), - (kcxl’kévkcxs»kx)
G 0 _< [} AR = (Ko Kj2) i hieta >
kx : (klxl k1X2vk1X3vk'14) kx : (k2x1’k;2=k;37k2x4)» gx = (k<X1’k<X27k<X3 kgx4)
Gy Q= < We.[rr ] {K; = (Kji, Kjp), us}jerq) >
k’l = W k12 kyss ki), kz = (k3 ko, k3. k24)-~-~-,k = (b1, kG, ki3 k),
., 0, < we, = (K1, K52), s} jefq) ) >
klX = (| R}, k127k1X37k1X4)vk2X = (| R ,k;z,kﬁg,kﬁ),u.,kf = (kjl’k:'(?’k:f?’k:(ﬁl)‘r
G Q= < EZ J = (KJl’Kﬂ) “J}Je >
Ky ~*(R11 k12,k13,k14) = (B2 ’k22)k237k24 m’ 2 gX3 :<4
Gey1 Q= ‘iVO ’{K = (K1, Kj2), “J}JE
ki = (R kw Rz | ki), kz = ( !R—zlL k3, kg, k3), = m’ o0 ks k)
oo | ui=( o [rr] K = (K, K2y} jerg,
1X ’R—llyvkuv’R—ld‘ﬁk’m kz = ’R—zl’v k3, ’R—%’vku m’ 00kl k),
G2§ Qp = KVO77 {KJ = (Kﬂ’ Kﬂ)ﬂﬁj}je[g% -
ki o= ((Ru | kiy,| Bas ), ki), by o= (’R—ﬂ’v k2><27’R—23‘7 kgy)y oo kS = (’R—sl’v kév’R—sﬁ’v k),

Lemma 3. If the challenge keyword set has at most q keywords, then ABDSRS
provides IND-CKA security against PPT Type-1 adversary, under the assumption
that g-2 and DLin problems (given in Sections 2.5.4 and 2.5.5, respectively) are hard.

IND-CKA

Type-1 11 Section 3.2.2) em-

Proof. We prove this security notion (modeled as Game
ploying a hybrid experiment which consisting of a sequence of games between a
challenger % and a Type-1 adversary .«7. The individual games differ in how % con-
(Qg, Qe, ., tag2, Ey, e9,m)

be the challenge ciphertext given to & during IND-CKA game. Let ¢ be the size

structs the challenge ciphertext given to 7. Let CT* :=

of the keyword set used in computation of CT* such that ¢ < ¢. The sequence of
26 + 2 games Gyear, Go, Gy, .. .,

components in €, are modified (precisely, some components are replaced by random

Gy is defined in Table 3.2. In these games, only the

elements) and all other elements of C7™* remain unchanged. For brevity, we omit the
components ), ., tag2, Fy, £9,1 from CT* and present only the components of {2
in Table 3.2. Let r be the random element of Gy and Ry, R13, Ro1, Ros, . .., Rc1, Re3
be random elements of G. Note that all the components of €2 in the challenge ci-
phertext (computed in Go.) are random elements and hence the challenge ciphertext
is independent of the two keyword sets submitted by 7. But, the challenge cipher-
text of G,y is well formed. The challenge ciphertext in Gy, reveals nothing about

its keyword set. To complete the proof, we show that the transitions from G,.4 to
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Gp to Gy to ... to Gy are all computationally indistinguishable (in Claims 1, 2 and
3).

Claim 1. Under the hardness assumption of q-2 problem, no PPT Type-1 adversary

can distinguish between the games G,eq and Gy with non-negligible advantage.

Proof. Assume there is a Type-1 adversary &7 that distinguishes between the games
G,eq and Gy with non-negligible advantage. Next, we introduce a challenger % which
solves ¢-2 problem with non-negligible advantage by interacting with o7 as follows.

Given the ¢-2 problem instance <E, g, 9%, g%, g%, g(#193)* {g¥, ghro3vi, gPres/vi

2 ) 2 2 /.12 s a2 a2 2.0 /ol
g¢1¢3'¢'z’ g¢2/¢z , g¢2/¢1 }’ie[q]7 {g¢1¢3'¢'2/¢3 , g¢2wz/ j , g¢l¢2¢3'¢}z/¢] , g(¢)1¢3) wz/w] }(i,j)e[q,q],i;éjv
Z), the task for € is to ascertain if Z is equal to e(g, g)*'92%* or Z has been randomly

selected from G.

(1) o announces two challenge keyword sets Wi := {{W; : w§°)], e [We w£0>]}

and W = {{W; : wgl)], W wgl)]}. Note that these two sets satisfy the
conditions |W{| = |Wf| =¢ and W§° = W}° = {Wy,..., W} of Gamelll-\;B;_ClKA.

(2) Firstly, € samples 1 <— {0,1} and sets W := {{W; : w) W W)
Then, € selects o, z; +— Ziie{l,...,9,11,...,15}, implicitly defines
o = /¢y and sets gp := e(g,¢%)*, g; := g% for i € {1,2,...,9,14,15},
gi0 := 9*', g11 = g™ Hje[g] g%/ gry = g ng[g} (gr93/¥i) (9¢2/w5)_w§m
g13 := g”1g**. Next, it chooses eight collision-resistant hash functions {H;}%_,
(as mentioned in construction) and sets PP := (3, g7, g, {g:}12,, M, KDF,
{H;}8_,), where M := {0, 1}%m is the message space and KDF is the key deriva-
tion function, and MK := (¢?2)*. Lastly, € picks 7o, @1, w2, @3, Wy, Te Zy,
calculates gi6 1= g, g17 := 9%, g18 = 97, g19 1= g™,
hr = e(g, g15)™ -e(g?', g%2)*15, Y, := gi°, and sets TPK = (hr, gis, 917, 918, J19),
TSK = (1 := 19 + ¢1¢2, w1, we, w3, wy), CPK :=Y,, CSK := r.. Note that
T 1= Ty + @10 is implicitly defined. € sends [PP, TPK,CPK,CSK] to <.

(3) 7 queries signing key generation oracle Ogig(As), data retrieval request gen-
eration oracle OF,5(Ag, Pr) and test oracle Ouest (CT, Py). Then € responds as

follows.

o Osxg(As) : € chooses 1/ «— 77, sets Sy := (¢°2)*' g, S2 == g",
Ssy 1= (Hl(y))”/,Vy € A,, and returns SK 4, := (A, S1, 52, {595 }yea.)-

u

Prr(Ad, Pr) + o/ submits a decryption attribute set A, and a keyword
policy P; with the condition that P,(W§) = falseAP(W7) = false. Hence
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Py(Wr) = false. Let Py := (My, p7, {we (i) Ficle,)), where M, is a matrix of
size £; x ng. Since Py(W}) = false, € can compute a vector

§ = (81,09,...,00,) € Zy* such that ¢, = —1 and Mt(i) 5=0,

Vi € {i|p; (i) € W;°}. It selects oy, . . Ongs o Zy, sets Ty := g,
T, = gjj/, d = Hs(e(T1,T3)"), and implicitly sets

J = (0,09,...,04,) — (70 + ¢1¢2)5§. For each row i € [(;], its share is

—

lgi = Mt(z) : 5: Mt(z) : (07 09, ... 70m) - T()éMt(i) : g— ¢1¢25Mt(2) : g

It samples o, 7o, 0, . . ., 0], — Zy, implicitly defines 7 := %05¢1¢2215/z14,
t?"k? == ¢1¢28215/2’14, tdkl = 7'0, tdkg =7 = fyogbg,
79 (0 027 ) nt) (¢1 23215/214)

In this case, the share of the row i € [¢] is
G 795 = D (0. o 5 M5
Q- t p (0,09, .., nt) (¢1020215/ 214) M,

% calculates the trapdoor TDpe := (Py,T1, T3, {gf,fu, fgi, B, ggi}ie[gt})

(mentioned in Equation (3.9)) in the following way.

-

Case-1: For the row i € [(;] where pf(i) € W;°. In this case, MO .5 =
and therefore ¥; = Mt(l) -(0,09,...,0p,) <,
and ¥; = M" - (0,0,...,0,,) <t

v 97 u *
Choose 74, 7, B1;, Bai1, Baja, Baig, Bajy <— Zp? set

X o w1 o+ T3t
o, = g ’ i
I vt; w1 e+ w3, —By;
T 915 " 910 e gis
. — ff/-r o (%) w1+ 3wt
Ty = 9141 : Hﬁ(e(g,g4) || Pyl M, ) " 913 Y

and compute the other components of 7Dpe as in Equation (3.2).

Case-2: For the row i € [(;] where p7(i) &€ W° (i.e., wyeq) # w; (w) Vj € [s]).
In this case, Mlt(Z 5 # 0, and ¥ cannot compute gblqbg@Mt . § and
(gblgzﬁzézw / 214)]\7[t(i) . 5. However, by properly defining 7;, 7%, € is able to
calculate o7, Thi1, T2, Ti1, Toiz, Tois, Thia-

Choose 14,75, B1i, Bai1, Baio, Bais, Bas — L, implicitly define

— . -

8¢2z15( Vi 5) ¢1¢3¢j5215(]\2t(1) -0

2@1@2 ey 2w1w2(wp§(i) —w
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=

8¢22’15( ) . (S) B

2@3@4

Moo=

JEls

and compute

X .__ o1 wari+wo3wyr 2 Sz15 M5
QZ = g [ i . (g ) t .
T vt;—dr0M{)§  wiwaritwswar,
1i1 ‘= Y15 “ 910 ’

Tii2 == g1y - Hﬁ( (9794)ffl'rc||P§||Mt

—azls(M(') 5)

X H ¢1¢3’/’J “pg (i >7w

J€ls]

_ . 2 N w
g H(9¢1¢3w]) :

=

¢1¢3¢j5215(]\21€(i) : 5)
(H))

<] 2@3@4(11)/)?(1') — ’U)j

—5215(]\7(i) .8)

H(gdmbs%) P2 (i ’”";#)

JE[s]
— 821501 5)
(1)
Q) "5

J€ls]

(i)) . (QiX)ZlB . (gél)W1W2Ti+W3W4T§

(1w iy +12)0215 00 -5)

pt()

T = (911" - g12) g (9%)

(z11w 0(l)+z12)6210(lvt( )5)

2w (w P9 (1) T wlt ))

H (g¢1 b3, )

JEld]

2wy

0215(1\4@ 5)

[T (gteereis)=stunn) )

(4,t)€lss]

*5215<1‘7ft(i)'5)(’”o?<i) —uf)

w H (gdﬁ/l/’]z) PL=

J€ls]

Bay5 (1)

= (n)
R HON

> (g¢1¢2¢3¢t/¢?)

() €lssliFe

2wo (wpg (6) " We

(M))

The components 155,153,154 can be computed as Th;; since these com-

ponents have the term (g,/¢" -

. v u[
g12) in common and 74,7 have the same

structure. Now, % generates the transform key

T’CAd = <Ad7 2/’ {Té,:pv

T _ ga /'yoch T(g¢1)7“'05Z15/’YO’ T2/ = g?,

Lastly, ¢ hands over mDRR :=

’ ~~ o u £
1o Jaed,), Where 7,7, <— Z7 and

—7

Ty =97, T;, = (9501 g5

[TDpe, TKa,] to & . According to Remark

8, the generated data retrieval request for (A4, P;) is accuarately derived.
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® Oust(CT,P,) : & submits a ciphertext CT and a keyword policy P, with
the condition that P,(W§) = false A Py(W7) = false. Hence
Pt(le) = false. Then, € chooses a decryption attribute set A4, obtains
MDRR := [TDpe, TKa,] + Oprr(Ad, Pt), and sends the outcome of
Test(PP,CT,mDRR,CSK) to o/. Note that the choice of A; doest not
affect the output of Test algorithm because it uses only 7 Dpy from mDRR.

When this query phase is over, &/ submits an encryption policy P}, a message

msg*, and a signing policy P}.

To generate the challenge ciphertext

Qs = <7D;7 OJ? OJ/J F? U’ {Ui}ie[fs]7 X>’
Qe := (P, ct, E', By, {E; := (Ei, Ei2, Ei3), & = (i1, €i2) biele))
ka = <W,L):07]€T7 {Kj = (KjlaKjQ)vk; = (ij k;?’ jé’kj4)x7uj}je[§]>7

Jb

mCT™* =
tag27 E27 E2,M

of the message msg* for Py := (Mg, ps), Pr := (M., pe), where My (resp. M,)
is a matrix of size £5; X ny (resp. £, X n.), and the keyword set

Wi={[W : W), W s wl)}, € samples

0, (5/, (5//, 5”/, 7%, 02,1), ti, y 41, 52, X5 €2, €1, €42, Uj, 62, ey 6@6 (L Z;, 1mph(:1tly de-

fines B := qbg,fj :=1); and sets

By = g%, T := H:(g/") © Hs(e(g, )",

ct :=msg* B KDF(e(g‘”, By g;/e),

tag? :— Ha(H 2 B L N o = ab o = g
ag2 := Hy(Ha(e(9”, E1)* - g7 )l|ct), 0’ i=g” 0" := g},

of G o1zt A\ S onby Fag o
o= (g¢2) 7 gl B 5+ 6(Hie[£5] Hl(ﬂs(l)) g o2 )g5x’0.i =gt 2bi [ = ",

7 le ~ i .
E'l . EZ48M6(1>9421'=2 OJ'MeE;') ti (@)
K] T

1 g3 'gisil,Eiz = (956 gl)ti -gieiz,Eig = 9“7

(.”)7105“))

Nz w4 —uj . w .
K = <gw3) nw+ziz | g1 'HLe[c] (9452%/%2)( j g¢1¢31/13/1/1/,7

J
Kjg = Kjl . El_zlii’
]g].xl = (g%’)mg*ﬂﬂm’ k]?; = g2, ]{;J,XS = (gwa’)mg*ﬂjzm’ k]?<4 = gz
kr = (B, gi5)™ - 279, By i= 7SI goes

“lliefd] g

where 0 := H; (e(g,gz;)é/ém'rc),

Ai = (¢30,09,...,04,) - MY = ¢38Me(? + Zﬁ‘;z @Mé? is the ith share of
B0 := ¢30 with respect to (M, pe), 61 := Hy(ct||T||E'||P||Pr|W)e),

€ 1= H5(Q]|Q0||Q%]|[tag2), (a1, as,...,as) and (b1, bs, ..., b, ) are vectors satis-
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fying respectively ;. ai - MY = 1,. and D icieg bi MY = 0,,. Lastly, €
hands over the challenge ciphertext to 7.

(5) In this step, &7 queries the oracles similar to step (3). Once this query phase is

over, o/ makes a guess .

If 4’ = pu, o/ wins, and in this case, Z = e(g, g)?1?2%3; otherwise, ¢ claims that Z is
a random element of Gr.

If Z = e(g,9)?2%, then ky = e(E1,g15)™ - Z°5 = e(g, g15)™" and hence &’s
view is identical to the original game G,.y. On the other hand, if Z is a random
element then k7 is a random element as well and hence .&7’s view is identical to the
game Gg. Therefore, if &7 can distinguish between G,.,; and Gy with non-negligible

advantage, € has a non-negligible advantage in solving ¢-2 problem. (of Claim 1)

Claim 2. Under the hardness assumption of DLin problem, no PPT Type-1 adver-
sary can distinguish between the games G; and Gy with non-negligible advantage,
1€{0,1,...,¢ —1}.

Proof. Let a Type-1 adversary &/ distinguishes between the games G; and Gy
with non-negligible advantage, then we construct a challenger ¢ that solves DLin
problem with non-negligible advantage by interacting with <7 as follows. Given the
DLin problem instance (¥, g, g%', g2, g?'%, g2%1, Z), the task for € is to determine
whether Z = ¢%»%% or Z is a random element of G. As in [8], we write DLin
problem as <Z,g,g¢1,g¢2,g¢1¢’3,D,g¢> for 1 such that ¢¥ = Z, and consider the
task of deciding whether D = g#(¥=%3),

(1) o submits two challenge keyword sets Wg := {W : w\”], ..., W, : w!”]}
and W7 = {{W : w§1)], o W wgl)]}. Note that these two sets satisfy the
conditions [Wg| = [Wf| = ¢ and Wg° = W = {Wy,... , W} of Game[,2-*.

(2) Firstly, € samples 1 <— {0,1} and sets W= {W : wY‘)], oV wé“)]}.

Then, € selects o, T, ws, Wy, Te, 2i — Ziie{l,...,10,12,...,15}, sets

gr = e(g,9)% g; == g fori € {1,...,10,13,14,15}, g11 := (¢*)",

g12 i= 9212(9¢2)_Tw’ma 916 = 9%, 17 7= 9”, 918 = g7, gro = g7,

hr = e(g,915)7, Ye := g3°. Next, it chooses eight collision-resistant hash func-
tions {H,;}%_, (as described in the construction) and sets

PP = (2, 9r,9,{g:}12,, M,KDF, {H;}}_,), MK := ¢°,

TPK = (hr, 16, 017, Y18, G19), TSK := (T, ¢a, 1, w3, w4), CPK =Y,

CSK :=r.. Note that w; := ¢, wy := ¢ are implicitly defined. € sends

(PP, TPK,CPK,CSK] to <.
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(3) € simulates «7’s queries as follows.

Osig(As) : € returns SK 4, < sKeyGen(PP, MK, Ay) since € knows MK.

"

DRR(Acb Pt)
policy P; with the condition that P;(W{)
Pt(W;) =
matrix of dimesion ¢, x n;. € calculates

TDpe = (P?,Th, T3, {Qix,fli, 7:2,-, By, égi}ie[m> (mentioned in Equation
(3.9)) as described below. Choose

. &/ submits a decryption attribute set A; and a keyword
= falseNP, (W) =
false. Let Py := (My, p7, {we( }ielr,]), where M, represents a

false. Hence

f, f/, 7\1, tr, i, 7’;, Bh', Bgil, B2i27 BQ@'37 Bgi4, 52, Cee 5nt, 5’2, e nt % Z*
€ [¢], implicitly define
- it (W) — wl(u)) and 7 = '+ 219917
GaT (Wpp (i) — wl( )) + 212 3w (a7 (Wes ) — wl(u)) + 212)
and set a ( (g g4)ff’~1”c) 19 = M() ) (Téa 52a -yént>a1§i = H1E<i) :
(7 /tr, O, .., nt) T, := gf Ty := gjj ,
of = (g¢1 )T’igw3W47"§’
Ty = g% . (g¢1)TiZ1ogw3w4T§Z1o _9;5311’
Thip = gﬁ : HG( (9, 94)”/ TCHPOHM ) (9 ¢1)r12139w3w4T§Z13>
(1)
T2i1 — (gd)Q) mT(w 0() w, ) . 91—132“7
(1)
T2i2 — ( ) T‘zT(’LU O(Z) ”LUZH ) . g;lBQ¢27
T2i3 — (glll’t (l) ) T£w3 (g¢1)—zlgri/W4 . 9;1327;37
Toin = (gllpt @ 912) T34 (g¢>1)7212n/w3 . 91—1321'4'

Next, € generates the transform key TK 4, :

where v, 7, 7y +— Zy and T7 := go“/ng1 )gﬂv,TQ’ =g, T3, = g,
Ty, = (92g1)7*g5". Finally, € sends mDRR = [TDps, TK4,] to .

According to Remark 8, the generated data retrieval request for (A4, P;) is

<Ad7 T{v T2/7 {Té,w Tzi,a:}ﬂfEAd>7

accurately derived.

Otest (CT> Pt) :

The simulation is similar to that of Claim 1.

Once the query phase is complete, .7 outputs an encryption policy P, a message

msg*, and a signing policy P;.
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(4) To compute the challenge ciphertext

Qs = <7D;7 0/7 Ul,a Fa g, {Ui}iE[fs]a X>7
Qe = (Pr,ct, B, By, {E; := (Eq, Eig, Ei3), & := (€i1, €i2) Yicle]) s
Qk = <W;O,]€T, {KJ = (Kj17Kj2),k;< = (k}x ]{IX o k?j4)><7uj‘}je[§]>7

g1 520 g3

mCT™* ;=
tag27 E27 €2,M

of the message msg* for Py := (My, ps), P := (M., p.), where My (resp. M.,)
is a matrix of size ¢; X ng (resp. {. X n.), and the keyword set
Wi={[W : wﬁ“)], RN AV wé“)]}, ¢ calculates the components of €, in the

following manner.

For j € [¢] and j # I, € picks B,%;, uj, mj1, Tja +— Z;, and sets

8 ol B ol B

P P J iy J . J iy J

kr = hyp, Kj = (11 912)" 910 “gn 5 Ko = (i 912)"015 - 9117,
X o JtiTmin opxo i g x o tiTTi2 g x o T2

kjl = Y16 ’ka =017 ’kjS ‘=913 7kj4 =019 -

For j = I, € implicitly defines #; := 1, m; := ¢5, chooses u;, T2 — L, and sets
K= (9")"2g10 - g Ko = (9%)72g58 - g by == D, kjsy 1= g»1%%,

k= (g¥)™ g5 2, ky := g1¢¢. € computes the other components of mCT* as in
Equation (3.1). & receives this mCT”.

(5) Again, o/ queries similar to described in step (3). Once this query phase is over,

</ makes a guess .

If ) = p, o wins and € will claim that D = ¢?2(¥=93); otherwise, € claims that D
is a random element of G.

If D = g#2(¥=93) then k;} := gf{ﬂ“, ks == g1¥* and hence /’s view is identical
to G;. On the other hand, if D is a random element of G, then /’s view is identical
to Gjy1. Therefore, if &7 can distinguish between G; and G;; with non-negligible

advantage, ¢ has a non-negligible advantage in solving DLin problem. (of Claim 2)

Claim 3. There is no PPT Type-1 adversary that can distinguish between the games
G, and Gy, 1 € {s,s + 1,...,2¢ — 1}, with non-negligible advantage, under the

assumption that DLin problem is hard.

Proof. The proof is almost identically to that of Claim 2, except where the simulation
is done over g;z and g9 instead of g1 and gy7. (of Claim 3)

This completes the proof of Lemma 3. O]

Lemma 4. ABDSRS demonstrates IND-CKA security against PPT Type-2 adver-
sary assuming the hardness of the DBDH problem.
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Proof. Assume, a PPT Type-2 adversary o/ breaks IND-CKA security (modeled as
a game Ga me'T'\;ge_CKA in Section 3.2.2) of our ABDSRS with non-negligible advantage,
then, a challenger € can solve DBDH problem by communicating with o#. Given the
DBDH problem instance (X, g, Gy, G2, G3, Z), where Gy := g%, Gy := ¢%2, G5 := g%
(note that ¢1, ¢, ¢3 are unknown to &), the task for € is to ascertain if Z is equal
to e(g, g)?*%2% or Z has been randomly selected from G-

(1) This step is identical to the step (1) of Lemma 2.

(2) In this step, firstly &/ queries signing key generation oracle Ogxg(As), data
retrieval request generation oracle Oppz (Aq, P;) and test oracle O, (CT, P:).

¢ answers as described subsequently.

o Osig(As) : € returns SK 4, < sKeyGen(PP, MK, Ay) since € knows MK.

o Oprr(As Pt): € generates the trapdoor
TDp, = <PtaT0;T17T27 {Qufu = (ﬁu,ﬁﬂ),f% = (T2i1>T2i27T2i3aT2i4)a
By, §2i = (322‘17 Baia, Ba;s, B2z‘4)}z‘e[£t}> as follows. Choose
[5 7, 7% Bui, Bait, Baia, Baiz, Baia, V2, - - . U, — Z,, and compute

R o [ Z4 — ~ ~
Ty = gfaTl = G, Ty = G35, 05 = w1l + w3yl — f,
~ 7 (1) Y o/
i Mt -(TH5(ZZ4),v2 ..... ”Unt) w1l +ww3To4T —Bu;
Tii1 == g5 910 015
P ° w1t + 3wt
Tiip = HG(Z P ||M ) 13 '

)

( —7w1 . wﬂo (3) —7 w2 —Bao

T := (911 - g12) Y T i= (911 - g12) TR
03 (i) —7iws 03 (i) —Fiws By,

Tz = (911t gi2) g8, Toug = (gut cgi2) gy,

where Py := (My, pf, {we (i) bielr,)) and ¥; = MY (TH5(Z%),v9, ..., 0n,)
is the ith share of 7H5(Z*). Since € knows MK, it computes the de-
cryption key DIC4, < dKeyGen(PP, MK,CPK, A;) and sends the tuple
[DK.a,, TDp,] to <.

e O, (CT,P;) : € computes the trapdoor TDp, as in the simulation of
Ohrr, and sends the outcome of Test(PP,CT, TDp,, CSK) to .

When this query phase is over, &/ sends to % a message msg*, an encryption
policy P7, a signing policy Py and two keyword sets
Wi = { Wy - wl”], . W w1 and W= (W s wlY), L Y welD])

(3) € selects p +— {0,1}, and a singing attribute set A, such that
Pi(As) = true. Next, it obtains CT* « onSigncrypt(PP,ZC, msg*, Ps, W),
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where ZC < offSigncrypt(PP,SKa,, TPK,CPK, P}),

SK 4, + sKeyGen(PP, MK, Ay), and sends the challenge ciphertext CT* to <.
This is possible because % is having the system master secret key MK and
TGC’s secret key TSK.

(4) o queries like step (2), except that 7 is not permitted to query test oracle
using the input (C7*,P;) such that P;(W) = true. ¢ responds as in step (2).

When this query phase is over, &/ makes a guess p'.

If / = p, o wins the game and ¢ will claim that Z is equal to e(g, g)?#2%3;
otherwise, & claims that Z is a random element of Gr.

If Z = e(g,g)?2%, the challenge ciphertext CT* is properly simulated. If Z
is randomly chosen from Gr, then CT* does not depend on p in &’s perspective;
resulting in o7’s advantage is 0. As a result, if &7 has a non-negligible advantage in

winning the game, ¢ has a non-negligible advantage in solving DBDH problem. [
We derive the subsequent theorem by combining Lemma 3 with Lemma 4.

Theorem 5 (Chosen Keyword set Attack Security). Suppose the challenge key-
word set has at most q keywords. Then, ABDSRS is IND-CKA secure, under the
assumption that q-2, DLin and DBDH problems are hard.

3.5 Performance

This section, along with all of the tables and figures, makes use of the notations

described below.

. (resp. Ls) :  total number of attributes in an encryption
(resp. signing) policy

|W| or ¢ : size of a keyword set ascribed to a ciphertext

Mg (resp. Eg) : one multiplication (resp. exponentiation) execution time
in G

| A4l : number of DU’s attributes

My (resp. Er) : one multiplication (resp. exponentiation) execution time

on Gr element

Ir : one inversion execution time on G element

n : number of attributes in encryption attribute universe
P : one pairing computation execution time

l . total number of keywords within a trapdoor /trapdoor

keyword policy
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H :one hash function calculation execution time

| A :  number of DO’s attributes

L (resp. Ly, L,) : size of an element of G (resp, Gr, Z,)

N :  maximum number of possible values for each encryption
attribute

|sig| : size of an identity-based signature

Toeri . one signature verification time

|es| : size of a commitment

Ly : hash function’s output length

Sy, (resp. M,,I,) : one subtraction/addition (resp. multiplication, inversion)

execution time in Z,
Thear : execution time of KDF

Topen :one commitment verification time
As already mentioned, the appealing features—(i) provably secure, (ii) lightweight

design, (iii) fine-grained data access control, (iv) data and DO authenticity, (v) DO
anonymity, (vi) keyword policy search over encrypted data, (vii) keyword privacy,
and (viii) search results verification— provided by ABDSRS have not been taken into
account concurrently in previous literature studies. Next, we conduct a comparison
between ABDSRS and the following attribute-based cryptosystems:

1) Attribute-based online-offline signcryption scheme (ABOOSC) [69]

2) ABSC with outsourced unsigneryption [14, 2]

3) ABSE supporting single keyword search mechanism [88, 64, 63]

4) ABSE supporting multi-keyword search framework [1, 62]

5) ABSE supporting keyword policy search [12]

Table 3.3: Functionality features comparison

\ [169] [ [14] | [21 [ [88] [ [12] | [64] [ [63] [ [62] | [1] | ABDSRS |

Fine-grained data access control AR IR VAN VAR VAR VA VAR VAR Ve v
Data and DO authenticity vV | VY v
Do anonymity vV | V|V v
Online-offline signcryption/encryption v v v v
Outsourced unsigneryption/decryption v (V| YV v v |V v
Verification of transformed ciphertext vV | V|V v IV v
Boolean formula search over encrypted data v v
Keyword privacy vV I vV VY v
Secure against KGAs v
Non-interactive search results verification v v v

Table 3.3 summarizes the functionality comparison. We theoretically compare
our ABDSRS with the ABSE sechemes [88, 64, 63, 1, 62] regarding the computation
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Table 3.4: Computation costs comparison

Scheme Ciphertext Generation DRR/Token Search Results Decryption
Generation Verification
88 4Eq + 3E7r + O(L.)M, + O(L.)1, 8M, + 51, + H - 2Mrp +2Ir + Ep + H
64 O(nm . YL)EG + BET O('VL)E(; - O(l)E(; -+ O(I)ET +3P+ H
63 O(le - )Eg + O(L,)S, +O(L.)M,, | O(JAd|)Ec + O(|Aa]) Mg - My + Iy + Ep
62 ()(’U+§)EG +2Er+P+H SEg+()(ét)Sp+ZtH O(l)E(;‘FO(l)f\f[(;-‘r 2My + I+ P
2P +2H
[1} O((e)]\fc + O([E)EG |Adu\[G + 5 Ep+ Iy + Mp+ Epr+1Ip+ Mp+2H
étET + EIH ﬂfcri + Torlen, + H
ABDSRS | O(l. +¢)S, +O(le + <)M, +2H U Mg 2My + 2By + 2H Trar

Table 3.5: Communication and storage costs comparison

Scheme | Public Params. | Signing Decryption Ciphertext (CT) DRR/Token Transformed
Size Key Size Key Size Size Size CT Size
88] 5L+ 2Ly - O(|Ad|) L+ AL +2Lp +2¢.L, |A4|L + Ly + 7L, 3Ly
Ly +4L,
64 O(ny -n)L + Lt - O(n)L + Lt O(ny, -n)L + 3Ly O(n)L+ L, 2L+ Ly
63 O(n)L + Ly - O(|Aq)L+3L, | O(n)L+ 2Ly +O(n)L, 2L 2Ly
62 O(n)L + Ly - (|Ag) +6)L+4L, O(w+¢)L+2Ly 2L+ L, L+2Ly
1] O(n)L + 2Ly - |Aq|L (26 +20.)L + 2Lt (|Aq| +4)L+ [sig] + Ly + |cs|
ULy + Ly
ABDSRS 21L + 2Ly (AJ+2)L | (2[4 +2)L Ol + €5+ <)L+ Ol + [Ag)) L+ 3Ly + Ly
Li+ L,+2Ly O(l)L,

cost and communication cost in Tables 3.4 and 3.5, respectively. The comparison of
experimental results with [1] (the construction in [1] is called as VMKS) is presented
in Figures 3.3 and 3.4. In Figure 3.3, we compare computational efficiency of ABD-
SRS with VMKS. The DU executes the Signcrypt, TokenGen, Search Result Verify and
Decrypt algorithms. Hence, the computing expenses of these algorithms are of ut-
most importance in scenarios with low processing power gadgets and the comparisons
are made in terms of these algorithms only, in Table 3.4 and Figure 3.3. The com-
munication overhead of ABDSRS and VMKS is illustrated in Figure 3.4. Note that
in Table 3.5, the size of the ciphertext component corresponding to the plaintext
message is not considered while calculating the ciphertext size and the transformed

ciphertext size. But, this is included in experimental results.

The proposed ABDSRS is built on the top of ABOOSC [69]. One cannot imple-
ment online-offline mechanism in ABSC schemes [14, 2] due to the fact that for each
attribute string, one or two random group elements are included in system public
parameters. This increases the number of required (expensive) modular exponen-
tiations during signcryption process as well. Hence, the schemes [14, 2] may not
be a wise choice to employ as a building block in designing lightweight ABDSRS.
Although supporting policy search framework, one drawback of the generic (pol-

icy search) ABSE [12] is that the data encryption phase performs two encryptions
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(c) Search results verification (d) Decryption

Figure 3.3: Execution time (in ms) of ABDSRS and VMKS [1]

of ABE along with keyword set encryption, and the decryption phase performs
encryption in addition to the decryption process. Besides, it suffers from KGAs
like [88]. Hence, the ABSE [12] cannot further be extended to design lightweight
ABDSRS. The single keyword search ABSE [88, 64, 63] and multi-keyword ABSE
[1, 62] execute expensive exponentiation and modular division operations during
data encryption and trapdoor generation phases. But, ABDSRS utilizes lightweight
modular difference and multiplication operations only. According to Tables 3.4 and
3.5, the ABSE [64] computation and communication costs increase linearly with the
number of attributes inattribute universe, with the exception of the time of decryp-
tion t and the size of the modified ciphertext. In [1], the online-offline framework is
implemented only at sensor nodes because of their low computing power. However,
the mobile terminal performs expensive exponentiation operations in the generation
of the final ciphertext which is being sent to the cloud. To alleviate both DO and
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Figure 3.4: Communication cost and storage cost (in bytes) of ABDSRS and VMKS

1]

DU computation burden in ABDSRS, the heavy computation is migrated either to
offline phase or to the cloud server. In sum, ABDSRS is computationally efficient
compared to the existing ABSE schemes [88, 64, 63, 1, 62, 12].
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From Table 3.5, only ABDSRS and [88] achieve constant size system public pa-
rameters. The size of the decryption key in ABDSRS is asymptotically comparable
to that of the existing ABSE schemes [88, 64, 63, 1, 62, 12|, whereas the size of the
transformed ciphertext is comparable to that of [88, 64, 63, 1, 62, 12]. To achieve re-
markable features such as DO authenticity, DO anonymity, keyword privacy, Boolean
formula search and KGAs secure concurrently, ABDSRS sacrifices small size of the
ciphertext and token when compared to the ABSE schemes [88, 64, 63, 1, 62, 12].
In [62], DU depends on a trusted public verifier to verify the accuracy of the search
results. The fact that the public verifier must always be online in order to validate
the search results might make it less useful in practice. ABDSRS, [12] and [1] are
the only schemes supporting non-interactive search results verification. But [12] is
a generic construction. In subsequent section, we present the experimental analysis
of ABDSRS and [1].

The execution of the implementation is conducted on a laptop equipped with an
Intel(R) Core(TM) i5-10300H CPU working at a frequency of 2.50 GHz and utilizing
8-GB of RAM. The laptop has 64-bit Ubuntu 20.04 LTS installed on Oracle VM
VirtualBox - 6.1.22 memory of 2GB. PBC Library is explored, and a type-A elliptic
curve with a prime number group order of 160 bits is selected for experimentation.
The curve is y?> = 2% + 2 over a 512-bit finite field.

The running time in milliseconds (ms) of various algorithms of the proposed
ABDSRS and VMKS [1] is presented in Figure 3.3. The communication and storage
costs (in bytes) of ABDSRS and VMKS are analyzed in Figure 3.4. We use AND-
gate encryption policy of the form a; Aag A --- A ay,, where £, = 5,10, 15,20. With
each encryption policy, we construct the corresponding DU’s decryption key that
contains exactly {.(= |A4|) attributes. We fix the total number of keywords within
a keyword policy, ¢; = 4,6, 8,10, according to [39]. And, we formulate the keyword
policy in the form of an AND-gate by AbaA- - -Aby,, where ¢, = 4,6, 8, 10. In such case,
the size of the keyword set ascribed to a ciphertext is |W| = 4, 6, 8, 10, respectively.
Note that AND-gate policies require the maximum execution time to complete the
respective tasks. Total 10 trials are conducted for each experiment, and bar graphs
are used to show the average results.

It is observed from Figure 3.4 that the size of the system public parameters is
constant in ABDSRS while that for VMKS is linear in the size of the attribute uni-
verse. But, the sizes of the decryption key, ciphertext and token in ABDSRS are
more than that in VMKS. This is due to the fact that the ciphertext includes a DO
signature unlike VMKS, and both the token and the ciphertext include some addi-
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tional components to realize remarkable functionalities like keyword privacy, KGAs
secure, and keyword policy search simultaneously. However, ABDSRS’s transformed
ciphertext size is less than that in VMKS.

From Figure 3.3(a), one can observe that when (. = ¢, = |A4| = 20, |W| = 10,
VMKS requires 50.64 ms to generate a ciphertext, while that for our ABDSRS is
only 0.75 ms. This is due to the fact that the onSigncrypt algorithm in ABDSRS
performs only subtraction and multiplication operations in Z,, and the time taken
by onSigncrypt algorithm is independent of the complexity of the signing policy.
As shown in Figure 3.3(b), to create a DRR/token for ¢, = 10 and |44 = 20,
VMKS consumes 29.25 ms, but ABDSRS can create the same DRR with in 11.77
ms. For search results verification, VMKS consumes 5.89 ms on average, whereas
ABDSRS consumes 0.21 ms. This can be noticed from Figure 3.3(c). From Figure
3.3(d), VMKS takes 0.1306 ms and ABDSRS takes 0.0058 ms on average to recover
the original plaintext. Note that the time taken by verification and decryption
processes does not depend on the number of required attributes and keywords in
both the schemes. In sum, the experimental results presented in Figure 3.3 exhibit
that ABDSRS is computationally efficient when compared to VMKS.

3.6 Chapter Summary

In this chapter, a new notion of an attribute-based cryptosystem (termed as ABD-
SRS) is presented to support fine-grained data access control, authenticated and
secure data storage, efficient data searching, DO anonymity, self-verification of
search results and keyword privacy. To deploy in a network equipped with resource-
constrained devices, the operations performed in DOs’ and DUs’ devices in ABDSRS
are kept lightweight. In terms of data unforgeability,data confidentiality, keyword
privacy, verifiability, and DO privacy, we explicitly defined and demonstrated the
security of ABDSRS. The performance as well as property comparison illustrate the
efficiency and practicality of the designed ABDSRS.
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Chapter 4

Verifiable and Boolean Keyword
Searchable Attribute-Based
Signcryption for Electronic
Medical Record Storage and
Retrieval in Cloud Computing

Environment

In the preceding chapter, we introduced an online-offline attribute-based searchable
signcryption scheme supporting data and DO authenticity, fine-grained data access
control, DO anonymity, outsourced unsigncryption, non-interactive search results
verification, keyword policy search, and keyword privacy. Along with achieving
all the aforementioned functionalities, the proposed searchable signcryption scheme
in this chapter, called MediCare, supports an authorized search mechanism where
only authorized users can perform the search operation. Additionally, the sizes of
the ciphertext, token, decryption key, and transformed ciphertext are reduced.

In this chapter, we propose a searchable attribute-based signcryption for EMR
storage and retrieval in cloud computing environment, termed as MediCare, that

supports simultaneously the functionalities: EMR owner authenticity and anonymity,

The work presented in this chapter is based on our published research article given below.
Sourav Bera, Suryakant Prasad, and Y Sreenivasa Rao. Verifiable and boolean keyword search-
able attribute-based signcryption for electronic medical record storage and retrieval in cloud com-
puting environment. The Journal of Supercomputing, vol. 79, pp. 1-59, Springer, 2023.
https://doi.org,/10.1007/s11227-023-05416-8
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fine-grained EMR access control, keyword privacy, encrypted EMRs searching based
on Boolean formula, constant decryption cost for EMR wusers, provably secure and
independent search results verifiablity. We employ attribute-based framework in de-
signing MediCare. Only authorized EMR owners can anonymously upload EMRs
to the cloud, and an EMR user can search over encrypted EMRs using Boolean
formula keyword policy. MediCare enables an EMR user to independently check the
precision of search outcomes acquired from the cloud. We establish broader security
models for MediCare followed by comprehensive security analysis. We also conduct

experiments to evaluate MediCare’s performance.

4.1 Introduction

Consider a cloud-based EMR management system, where patients, who are the EMR
Owners (EOs) upload their EMRs to a public cloud for storing and sharing with the
specified EMR Users (EUs), such as physicians, health insurance providers, nurses,
etc. In bringing various benefits, the cloud-based EMR management system creates
new challenges including data (i.e., EMRs, in this scenario) security and data access
control. The sensitive outsourced data should only be accessed by authorized users.
Due to the inclusion of sensitive information such as disease names, it is crucial to
provide anonymity for the EO when sharing EMRs with EUs. Failure to do so might
result in the EO being easily identified within a social network [70].

In addition to these two problems, enabling the EUs to retrieve EMRs of their
interest from a cloud is also an important problem. Precisely, an EU may search for
his patient’s medical history related to a particular disease, say diabetes or heart
disease, but does not want to know about other diseases. Hence, how to enable EUs
to efficiently filter out required EMRs by specifying suitable keywords is a crucial
problem. To access the required patients’ EMRs stored at the cloud, an EU creates
a data retrieval request using appropriate keywords and delegates the same to the
cloud. Next, the cloud locates suitable EMRs and sends them to the EU. Sometimes
a patients inaccurate treatment may result from an untrusted cloud occasionally
returning a transformed EMR in the correct format but containing incorrect EMR
information [40]. This could be serious threat for the patient’s life. Overall, the
difficulty of allowing an EU to independently check the precision of search outcomes
acquired from the cloud becomes another challenging problem.

The issues discussed so far motivate us to construct an EMR management sys-

tem that supports simultaneously the following functionalities: (i) fine-grained data
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Figure 4.1: Architecture of MediCare

access control, (ii) data and EO authenticity, (iii) Boolean formula based keyword
search, (iv) EO anonymity, (v) keyword privacy, (vi) non-interactive search results
verification, and (vii) provably secure. With this end in view, we employ attribute-
based cryptographic techniques. Such EMR management system, to the best of our
knowledge, has not been proposed so far.

Chapter Organization. The rest of the chapter is organized as follows. In Section
4.2, we formally define proposed MediCare and its corresponding security models.
The detailed construction of MediCare is presented in Section 4.3. Section 4.4 elab-
orates the security proofs of MediCare. Following this, the evaluation of MediCare’s

performance is presented in Section 4.5. Lastly, Section 4.6 concludes the chapter.

4.2 Security of MediCare

4.2.1 System Model

The five components that make up MediCare’s architecture are shown in Figure 4.1:
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1. KGA. It is a completely trusted entity that is responsible for assigning a
signing key for a signing attribute! set and a decryption key for a decryption
attribute? set to EO and EU, respectively.

2. EO. It possesses EMRs and desires to preserve them in HCS to facilitate shar-
ing and ensure reliable distribution to the specified EUs. The EO signcrypts
its own EMR using a signing policy (which accepts the attribute set associated
with EO’s signing key), an encryption policy (which decides the group of EUs
who have the right to view the EMR), and a set of suitable keywords about
the EMR. It sends the signcrypted EMR or ciphertext to HCS.

3. TGA. The creation of a trapdoor for the keyword policy obtained from the
EU is the responsibility of this trustworthy entity. The generated trapdoor is

then transmitted via a secure connection to the appropriate EU.

4. HCS. It offers services for storing and retrieving EMRs. It stores the cipher-
texts outsourced by EOs. The HCS conducts search and transform operations
in response to an EU’s EMR retrieval request, and then sends the EU the
resulting “partially decrypted matching ciphertexts” (also known as “trans-
formed ciphertexts”). Note that a ciphertext is called matching ciphertext if
its keyword set satisfies the keyword policy associated with the trapdoor.

5. EU. This is an entity who wants to access the ciphertexts stored at HCS. The
EU queries the HCS by sending a token and obtains back the corresponding
transformed ciphertexts. Then, the EU verifies the accuracy of the search,

transform and signature verification processes performed by HCS, and retrieves
the original EMRs.

4.2.2 Security Models

This section provides a formal definition of the security measures implemented in
MediCare, which includes DO privacy, data unforgeability, data confidentiality, key-
word privacy, and verifiability. To enhance comprehension, we have included the
notations used in MediCare in Table 4.1. Our proposed MediCare (shown in Figure
4.1), consists of the following five phases, supports signing policy I'y over signing

attribute universe Uj, encryption policy I'. over encryption attribute universe U,

"'We will use signing attribute and EO attribute interchangeably.
2We will use encryption attribute, decryption attribute and EU attribute interchangeably.
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Table 4.1: Notations used in MediCare

KGA (resp. TGA) : key (resp. trapdoor) generation authority

EO (resp. EU) :  EMR owner (resp. EMR user)

HCS . Healthcare Cloud Service

KPK . KGA public parameters

MK . system master secret

PP :system global public parameters

SK 4, . signing key for the signing attribute set A

TPK (resp. TSK) : TGA public key (resp. TGA secret key)
CPK (resp. CSK) : HCS public key (resp. HCS secret key)

DK 4, . decryption key for the decryption attribute set A,
emr : EMR file or plaintext

[, (resp. T'y, T) : encryption (resp. signing, keyword) policy

TDK . secret transformation decryption key

CT . ciphertext for I'y, ', and keyword set W

CT. : stored ciphertext of CT

CTyr : transformed ciphertext

TKa, . transform key for A, derived from DK 4,

7/:731% : trapdoor for I'; returned by TGA

Tng :transform trapdoor for I'; derived by EU from 7/:731%

and keyword policy I'; over keyword universe U;. Define the attribute universe
U:=U,JU,UU; and M := plaintext space.

1. System Setup

First, KGA generates the system public parameters CPX and the system mas-
ter secret MK by running KGA-Setup algorithm with the security parameter
1% as input. MK is kept secret by KGA.

Next, by taking ICPK as input, TGA and HCS create their public and secret
key pair respectively [TPK,TSK] and [CPK,CSK] by executing TGA-Setup
and HCS-Setup algorithms. They make TPK and CPK public, while TSK
and CSK are kept secret by TGA and HCS, respectively.

(a) KGA-Setup(1¥) — [KPK, MK]
(b) TGA-Setup(K'PK) — [TPK,TSK]
(c) HCS-Setup(KPK) — [CPK,CSK]

Set the system global public parameters PP := (KPK,CPK, TPK).

2. Registration
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In this phase, KGA issues signing key SK 4, to EO and decryption key DK 4,
to EU, by running sKeyGen and dKeyGen algorithms, respectively.

(a) sKeyGen(PP, MK, A;) — SK4,. Taking PP, MK and a signing at-
tribute set As C Us, this algorithm produces a signing key SKC4,.

(b) dKeyGen(PP, MK, A;) — DK 4,. On input PP, MK and a decryption
attribute set A; C U, this algorithm returns a decryption key DK 4,.

3. Ciphertexts Uploading
When an EO wants to outsource its EMR emr to HCS for storing and sharing,
it signcrypts emr by executing Signcrypt algorithm and creates the correspond-
ing ciphertext CT .
Next, EO delivers the ciphertext CT to the HCS.

(a) Signcrypt(PP,SKa,, s, T, W,emr) — CT. It takes as input PP,SK 4.,
a signing policy I'y; such that I';(A;) = 1, an encryption policy T, a
keyword set W and an EMR emr € M, and outputs a ciphertext CT. It
should be noted that Iy, T'. and the set W*° (of keywords that includes
only generic names) are being incorporated in C7T .

Let W := {W; : wi],...,[W, : w]}, where W, represents the generic
keyword name and w; represents the associated keyword value. In this
case, W° :={Wy,... , W.}.

After verifying the authenticity of the EMR and EO, HCS uploads the cipher-

text.

4. EMR Retrieval Token Generation
EU sends a keyword policy I'; to TGA, requesting a trapdoor. After executing
the TrapGen algorithm, TGA provides the EU with the corresponding trapdoor
TDr,.
Next, the EU performs TokenGen algorithm and creates an EMR retrieval
request token token and a secret transformation decryption key 7 DK.
Lastly, the EU sends token to the HCS.

(a) TrapGen(PP,TSK,T;) — %pt. On input PP, TSK, a keyword policy
I';, this algorithm produces the trapdoor ’7/:1/?pt for the policy T.

(b) TokenGen(PP, %F“DKAd) — [token, TDK]. It takes as input PP,
7/:7/)pt,DlC 4,, and outputs the EMR retrieval request token and the se-

cret transformation decryption key 7 DK. Note that token contains two
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components 7 Dre and TK,,, where the former is transform trapdoor
(which is derived from 7?1/)&) for I and the latter is transform key
(which is derived from DI 4,) for the decryption attribute set A;. That is,
token := (TDre, TK4,). Only I'; will be included in 7Dre, and hence in

token, where I} is the policy I'; with only generic names of the keywords.

5. EMR Retrieval

Upon receiving the EMR retrieval request token from EU, the HCS first per-

forms the Search operation to identify the matching ciphertexts.

After, it generates the transformed ciphertexts C7T. by applying Transform

operation to the matching ciphertexts.

Next, EU receives CT,. from HCS and verifies the accuracy of Search and

Transform algorithms performed by HCS with its secret transformation de-

cryption key TDK, then accordingly EU recovers the emr, by executing

Verify-Retrieve algorithm.

(a)

Search(PP,CT ,token,CSK) — CT, or L. On input PP,CT,,token,
CSK, the search algorithm outputs the ciphertext CT, if I'y(W) = 1;

otherwise, outputs L.

Transform(PP,CT,,token,CSK) — CT. or L. Taking PP,CT ., token,
CSK as input, this transform algorithm outputs the transformed cipher-
text CTy, if Search outputs CT,, and I'.(A,;) = 1; and outputs L otherwise.

Verify-Retrieve(PP,CTy,., TDK) — emr or L. Taking PP, CTy and
TDIKC, it outputs emr if the search result CT, sent by HCS is correct
(i.e., the keyword set associated with CT, satisfies the keyword policy
included in token and the decryption attribute set annotated to token
satisfies the encryption policy associated with CT,) as well as CT in-
cludes a legitimate signature that adheres to the signing policy specified
within CT. Otherwise, it outputs L.

Data Confidentiality

Unauthorized entities should not decrypt a ciphertext stored in the cloud, which

is ensured by the security property called data confidentiality. In MediCare, only

the cloud can provide the ciphertext storage service that any authorized EU can

use. So, a KU with a valid token can’t perform search operation and decrypt the



CHAPTER 4.

88

- IND-CCA2 (1
Experiment Gamer, .7 (1%)

1. y* <« /(1%)//where y* € U.//

2. [KPK, MK] < KGA-Setup(1*), [TPK, TSK] - TGA-Setup(KPK),
CPK, CSK]  HCS-Setup(KPK)

3. lemrg, emry, U5 T W* st] « /91 (PP,CSK) //where |emry| = |emr}],
01 := {Osxg, Org, Ocg, Oer}//

4. CT* < Signcrypt(PP,SK 4., T5, T% A y*, W* emr})/ /where i <— {0, 1},
Ay <2V 3TH(A,) = 1,5K 4, + sKeyGen(PP, MK, A,)//

5. i« O (y*, PP,CSK, emry, emrt, T, T W* st,CT*)
//where Oy := {Osxg, Org, Ocg, Ocr}//

Experiment Ga me'T'\;E;_CQCAz (1)

1. [KPK, MK] < KGA-Setup(17), [TPK, TSK] < TGA-Setup(KPK),
[CPK,CSK] «+ HCS-Setup(KPK)

2. [emry, emrt, 5 T W* st] < o793 (PP) //where |emry| = |emr}],
O3 :={0sxg, O7g, Ocg, Oer}//

3. CT* <« Signcrypt(PP,SKa,, T, 5, W* emr})//where i <— {0, 1},
Ay < 2Us 3TH(A,) = 1,5K 4, + sKeyGen(PP, MK, A,)//

4. i+ FOUPP, emry, emry, T%, 5 W* st,CT)
//where Oy := {Osxg, Org, Ocg, Ocr}//

Experiment GameEP™MA(1%)

1. T e o/(19)

2. [KPK, MK] + KGA-Setup(1¥), [TPK, TSK] + TGA-Setup(KPK),
[CPK, CSK] + HCS-Setup(KXPK)

3. CT" «+ %O('P'P,CS]C) //Where O = {O:g,cg, O%-g, ch, 0573}//

. EO-Anonymity /1 x
Experiment Game_, (1)

1. [KPK, MK] < KGA-Setup(17), [TPK, TSK] < TGA-Setup(KPK),
[CPK,CSK] «+ HCS-Setup(KPK)

2. [AD AW emr,T.,T,, W,st] « (PP, MK, TSK,CSK)
//where T;(AY) =1 =T,(4")//

3. CT* <« Signcrypt(PP, SICA@, [y, Te, W, emr)
//where i +*~ {0,1},SK ,) + sKeyGen(PP, MK, A(")//

4. i+ (PP, MK, TSK,CSK, AY, AV emr, T, T, W,st,CT*)

Experiment Game"S""" (1r)

1. [KPK, MK] + KGA-Setup(1%), [TPK, TSK] + TGA-Setup(KPK),
(CPK,CSK] « HCS-Setup(KPK)

2. [emr*, T T W* st] « &/O(PP,CSK)

//Where O = {OS;Cg, (9/7,—9, ch, 0573}//
3. CT* <« Signerypt(PP,SKa,, %, T, W* emr*)

//where A, +— 2Us 5 T*(A,) = 1,8K 4, + sKeyGen(PP, MK, A,)//
4. [Ag, T}, CTy] « @O(PP,CSK, emu* T5, T W* st,CT*)

//where I'5(Ay) = 1AT(W*) =1

Figure 4.2: Security games.
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- IND-CKA (1 &
Experiment Gamer, .7 (17)

L. W, Wi« o/ (1%) //where |Wg| = |W}| and Wg° = Wre//

2. [KPK, MK] < KGA-Setup(1*), [TPK, TSK] <— TGA-Setup(KPK),
CPK,CSK]  HCS-Setup(KPK)

3. [emr*, T2 T2 st] « 7/O(PP,CSK)
//where O = {Osxg, O, Oscarcn }//

4. CT* « Signerypt(PP,SK 4., %, T W, emr*) //where i <— {0,1},
Ay < 2Ys 3TH(A,) = 1,8K 4, + sKeyGen(PP, MK, A,)//

5. i « oO(PP,CSK, emr*, %, T*, W, W st,CT*).

: IND-CKA (1 x
Experiment Gamer, . " (17)

1. [KPK, MK] < KGA-Setup(17), [TPK, TSK] < TGA-Setup(KPK),
[CPK,CSK] < HCS-Setup(KPK)

2. [emr*, T%, D%, W, Wi, st] « /9 (PP)
J fwhere W5 = W, Wee = Wi, 05 = {Oseg, Oy Ol in}

3. CT* < Signcrypt(PP,SK 4, T, %, W7, emr*) //where i <— {0, 1},
Ay +— 2Us 3TH(A,) = 1,8K 4, + sKeyGen(PP, MK, A,)//

4. i < AO(PPemr*, L5, T W, Wi, st,CT")
J fwhete O = {Osxg, O Ol

Figure 4.3: Security games.

ciphertext if it doesn’t know the cloud secret key (CSK). Therefore, an adversary
can manifest as either a Type-1 adversary, which refers to an unauthorized entity
possessing CSKC, or a Type-2 adversary, which refers to an authorized entity that is
ignorant of CSKC. The following defines this MediCare security concept using the
IND-CCA2 security game, wherein the ciphertexts are indistinguishable under an

adaptive chosen ciphertext attack.

IND-CCAZ2 Security for Type-1 Adversary

The scenario is depicted in the security game Game'T'\;B;_CfAz (given in Figure 4.2),
which poses a challenger 4 against a Type-1 adversary 7.

In this game, (91 = {Ogicg, OTg, ch, OgR} and 02 = {Osng, OTg, ch, OIER}
are two sets of oracles (defined below), 2V is the set of all non-empty subsets of the

signing attribute universe Uy, and st is the state information maintained by 7.

e Signing key generation oracle Ogig(As) : on input a signing attribute set A,

it returns the signing key SK4, to 7.

e Token generation oracle Org(Ag,T'y) : on input a decryption attribute set Ay
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and a keyword policy I';, it performs as follows.
(i) In case y* € Ay, it computes the EMR retrieval request token token and
the secret transformation decryption key 7D, and returns token to <.

(i) In case y* & Ay, it computes [DK 4 d,7/:7/)1“t] and returns the same to 7.
Note that, in this case, & can generate token and 7 DK from DK 4, and ’7/:1/)pt.

e Ciphertext generation oracle QOcg(emr,Ts, T, W) : on input an encryption
policy TI'., a plaintext file emr, a signing policy 'y, and a set W of keywords,
it generates and forwards the ciphertext CT to ..

e EMR retrieval oracle Ogr(CT, Ag,Ty) : on input a ciphertext CT, a decryption
attribute set A; and a keyword policy I'y, it returns to &7 either emr or L.

o O, is same as Ogg, except that o7 is not permitted to query Ofp using the
input (CT*, Agq, ') satisfying y* € Az and I'y(W*) = 1, here W* is the keyword
set of CT™.

IND-CCAZ2 Security for Type-2 Adversary

The scenario is depicted in the security game Game!ND-SeA2

Type2  (described in Figure

4.2), which poses a challenger € against a Type-2 adversary 7.
In the game, 03 = {OSnga O%—g, ch, 0573} and 04 = {OS}CQ, O%-Q,ch, O:‘ZR}

are two sets of oracles which are defined below.

o Token generation oracle O%F5(Ag4,I't) : on input a decryption attribute set A,
and a keyword policy 'y, it returns [DK 4 d,7,:1/7rt] to /. Note that & can
generate token and 7T DK from DK 4, and ’7/:1/)pt.

IND- CCA2(1,§)

The other oracles are essentially the same as that of Gamery,.-

If i/ =i, o wins Game'T'\;Be_CCAz( %), where k € {1,2}. The adversary’s advantage
in Game'-gge_ckCAz( ) is described as Adv'—,’-\yﬁe_ccA2 def ‘Pr i =i — 1/2|

Definition 8. The MediCare is said to be IND-CCA2 secure if AdviND-S*2(1%) and

Type-1
IND-CCA2
Ad Type-2

tively.

(1%) are negligible, for all PPT Type-1 and Type-2 adversaries, respec-

Unforgeability of the Data

It identifies the inability of an external malicious entity or an unauthorized EO to
generate a valid signature, thereby ensuring the signature verification mechanism is

successful. And, even if unauthorized EOs collude and pool their signing attributes
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such that the collection of attributes satisfies a signing policy whereas none of the
single EOs would satisfy the policy on its own, they cannot create a ciphertext with
valid signature for that signing policy. Existential unforgeability against Chosen
Message Attack (EUF-CMA) model defines this MediCare security concept.
EUF-CMA Security

EUF-CMA (

The security game Game_,

presented in Figure 4.2) involves a model that
consists of a challenger ¢’ and an adversary 7. In this game, CT" = CT (1 rs ),

O = {O%xg, O%Fg,Ocg, Ocr } is a set of oracles and

o Signing key generation oracle O%;q(As) : on input a signing attribute set A,
with the condition that I'f(As) = 0, it returns the signing key SK 4, to <.

IND—CCA2(1N).

Note that the other oracles are similar to that of Gamer, .

The adversary </ wins this game if there exist Ay, I'; satisfying the follow-
ing simultaneously: T'5(Ay) = 1, Ty(W*) = 1, Oer(CT*, Ag,Ty) = emr* # L,
and o/ was never queried to the ciphertext generation oracle O¢g with the input
(emr*, T%, T8, W™).

The advantage of 7 in this game is defined as
AdvEVF-CMA (%) o Pr[«/ wins the game].

Definition 9. The MediCare demonstrates EUF-CMA security if AdvEYT“MA(1%)
becomes negligible, for any PPT adversaries <7 .

EO Anonymity

This guarantees that the ciphertext does not reveal the set of attributes used in sign-
ing process. No one, including the HCS, an EU, or any other adversary, can deduce
the set of EO’s attributes used to generate a signature from a certain ciphertext.
The scenario is depicted in the following security game Game=2"A"™™ (detailed in
Figure 4.2), which poses a challenger ¢ against an adversary <.

In this game, &/ does not need to query any oracle, however, it can compute
required components by itself because .« has the knowledge of system master secret,
HCS secret key and TGA secret key.

If 7/ =i, o/ wins the game. Therefore, «/’s advantage in winning the game is

AdVE{o—AnonymiW(lH) def Pr[i’ = .

Definition 10. The MediCare is said to provide EO anonymity if

AdvED Ay (%) = L for qll PPT adversaries f .
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Verifiability

The verifiability ensures that EU can check whether the transformed ciphertext made
by HCS is correct. That is, an authorized EU can check the accuracy of the search,
transform and signature verification algorithms done by HCS. Specifically, given
a challenge ciphertext for the EMR file emr*, the malicious HCS cannot create a
transformed ciphertext that gives a plaintext not in the set {emr*, L} and passes the
verification mechanism. The model is formulated by a security game Game?iﬁab”ity,
presented in Figure 4.2, between an authorized EU % and the malicious HCS o7

In this game, o= {Oskg, 0%, Ocg, Ogr } and

o Token generation oracle OF5(Aq,T;) : on input a decryption attribute set Ay
and a keyword policy I';, it computes [DK 4 d,%rt, TKa, TDre, TDK] and
sends token := (TDrs, TKa4,) to the adversary <. Next, it stores the tuple
[A4, Ty, token, TDK] in table Tabgs.

The adversary < wins the game If Verify-Retrieve(PP,CT ., TDK) ¢ {emr*, L},
where TDK is taken from the tuple [Ag, ['y, token, TDK] which is in table Tabjs.
Note that if the tuple is not in Tabgy, it can be generated by querying the oracle
OFg with the input (Ag, I').

Definition 11. The MediCare is verifiable if the advantage of </ in the game

Game" PN e fined as Adv?iﬁabi“ty(l") dof Prie/ wins|, is negligible, for all PPT
adversaries <7 .

Keyword Privacy

This guarantees that the ciphertext reveals nothing about the keyword values it
contains. The HCS (referred to as Type-1 adversary) cannot determine which ci-
phertext uses which set of keyword values without knowledge of the corresponding
“valid” trapdoor. A trapdoor is considered valid if it contains a keyword policy
that accepts the set of keywords linked to the ciphertext. The Type-2 adversary,
which refers to an authorized entity that is ignorant of CSXC, is unable to identify
which ciphertext utilizes which set of keyword values, even though the adversary
knows the corresponding valid trapdoors. Security in terms of keyword privacy is

defined subsequently as indistinguishability against chosen keyword set attack (in
short, IND-CKA).

IND-CKA Security for Type-1 Adversary



CHAPTER 4. 93

The scenario is depicted in the following security game Game'T'\;E;_clKA (described
in Figure 4.3), which poses a challenger against a Type-1 adversary <. Here,

@ = {OSICQa O%/-/g, Osearch} and

o Token generation oracle OF5(Aq,T;) : on input a decryption attribute set Ay
and a keyword policy I'; with the condition that I'y(Wg) = 0 A Ty(W7) = 0,
it computes the EMR retrieval request token := (TDre, TK4,) and sends the

same to <.

o Search oracle Ogearen(CT,Ty) @ Taking a ciphertext CT and a keyword policy
I'; obeying the condition I'y(W7) = 0 A T (W7) = 0, it returns the output of

Search algorithm.

IND-CKA Security for Type-2 Adversary

The security game Game!ND-CKA

Type-2  (given in Figure 4.3) involves a model that con-

sists of a challenger ¥ and a Type-2 adversary 7.
Here’ 05 = {OS’CQ7 O',Tg7 O;earch} and 06 = {OS’CQ7 O',Tg7 Og arch}7

e

(CT,T,) : Taking a ciphertext CT and a keyword policy

I';, it returns the output of Search algorithm.

e Search oracle O, ...

o O .ch (CT,T), except that &7 is not permit-

ted to query O using the input (CT*,T) satisfying I'y(W7) = 1.

search

(CT,T;) : This is same as O,

search

For k € {1, 2}, the adversary wins the game Game'T'\;Eg_ckKA if i = 4. The adversary’s
advantage in Game'T'\;?;ﬁ(KA is defined as Adv'T'\}',Ee__ckKA(l“) = |Prli’ =] — 1/2|.
Definition 12. The MediCare demonstrates IND-CKA security if Adv'T'\;Ee'_clKA(l")
and Adv'-g?e__czKA(l”) are negligible, for all PPT Type-1 and Type-2 adversaries, re-
spectively.

4.3 MediCare Construction

Let p be a prime, and G and Gt be cyclic groups of order p. We utilize a bilinear
pairing e : G x G — G¢ and seven collision-resistant hash functions {H;}’_,, de-
scribed as Hy : {0,1}* — G, Hy : {0,1}* — G, H3 : Gy — Z3, Hy : Gy — {0, 1},

Hs : {0,1}* — {0, 1}, Hg : {0, 1}* — Z7, Hy : {0,1}* — Z2, where Hy, Hy are two
independent hash functions, and Hg and H; are two independent hash functions.

Assume U, = {0,1}* = U,. Both EO and EU may hold the same attribute
string, for instance hospitalABC. In this case, EO||hospitalABC is treated as EO
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attribute whereas EU||hospitalABC is considered as EU attribute. Hence, we as-
sume that signing and encryption attributes are all different. Using a hash function
Hy : {0,1}* — G, the signing and encryption attributes are converted to random
elements of G. Let Uy = Z;. Each keyword string can be mapped to a Z; element via
a hash function of the type H; : {0,1}* — Z. Hence, for brevity, we treat keywords
are elements of Z;. Our encryption policy is represented by a DNF Boolean formula,
which means that the computation of the transformed ciphertext component X3 re-
quires only 2 pairings which is independent of the number of encryption attributes.

System Setup

o KGA-Setup(1¥). Let ¥ := (p, G, Gy, e) be a bilinear pairing tuple. Choose the
plaintext space as M := {0, 1}** and a key derivation function
KDF : Gy — {0,1}%*. The KGA public key KPK and system master secret
MK are generated in the following way.
Choose o — Zy and compute gr = e(g,9)%,
Select ¢, h, g1, Ga, - - ., G10 +— G, and
Set KPK = (3, 97,9, h,{g:}}2,, M,KDF, {H;}_,), MK := g°.

e HCS-Setup(KPK). The HCS’s public and secret keys CPK and CSK, respec-
tively, are computed in the following way.
Choose 8 +— Z,, calculate Y := h?, and define CPK :=Y,CSK := 3.

e TGA-Setup(KPK). The TGA public key TPK and TGA secret key TSK are
computed as follows.
Choose v, @1, s, w3, Wy — L,
Calculate hr :=e(g, g10)7, h1 := g%, ha 1= g%, h3 1= g% hy 1= g™*,
Set TPK := (hr, hy, ha, h3, hy), TSK := (7, w1, o, w3, w4).

Set PP := (KPK,CPK,TPK).

Registration

o sKeyGen(PP, MK, Ay). This algorithm produces a signing key
SK:AS = <A57 S, SO? {Sx}wGAS> where
< Zy, S = g*h", Sy =g", S, = Hi(z)".

e dKeyGen(PP, MK, A;). This algorithm creates a decryption key
D’CAd = <Ad, D, Do, {Dy}yeAd> where
P Ly, D= g*Y", Dy :=g", Dy == Hi(y)"
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Ciphertexts Uploading

e Signcrypt(PP,SK4,,Ts,Te, W, emr). Select a signing policy T'y := (Mg, ps)

satisfying I's(As) = 1. Here, M represents a matrix of dimension £s x n.
Next, choose an encryption policy I', := B; V By V ---V B, and a keyword
set W := {[W : w]|}(where the set W° := {WW} represents generic keywords
names).
Since I'y(As) = 1, calculate @ := (ay,as,...,as) < Reconstruct(My, ps, Ag)
satisfying a - M, = Tns, ie., Zie[és] a; - J\Z§” = Tns and a; = 0 Vi satisfying
ps(i) ¢ A,. For the matrix M,, the ith row is denoted as M{”. Sample
(b1 ba, . by,) = {(br b, b,) € 25| ey, i - M) =0, }. The cipher-
text CT = (Ag, A, Ak, tag2, Ey,n) is computed as follows.

— Pick 6 +— Zy, and encode the EMR emr in the following way.
§ = Hs(g%), key := KDF(g4), kp := h%., ct := emr @ key, tag2 := H;(||ct)
— Choose §,0", 05 +— Zy, and generate the signature components as
o' :=g" 0" = h" tagl := H4(g;/(S ce(a’, V),
o 0 Qg 1 - 020; . (¢73 6 0204 N
0= 8" (g7g2)" TT (S35 - Hulpa(i))"), 01 = S5/ g% Wi € [£4),
i€[ls]
where o := Hg(ct||tagl||Te||Ts|[W°)
The signature components A, := (I, 0’, 0", tagl, 0, {0 }ice,])-
— Select 04,0, . ..,6,, — Z,. Then, create the encryption components as

. e(o’! " . 0;
E = QQHS( (") ) By = 9%, Epp = he( H Hl(!/))
yeEB;

The encryption components A, := (I, ct, E, { Ei1, Ei }icim))-

— Pick ty, T, T2 — Z,, for all W € W. Then, calculate the compo-

nents of keyword index
Ay = (W°, kp, {Kwi, Kwa, Kws, Kwa, L1, Lys bwewe) as

. ptw—m T .ty LT
Ky = bV Kyyg i= hy™' Kyys i= V"%, Ky = hy™?,

Lt = (9891)" g5, Lo := (9597)" g5 °
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HCS
CT <« Signerypt(PP,SKa4,,Ts, Te, W, emr)
where CT := (Ag, A, Ay, tag2, Ey, n) N Compute § := Ho7 (A HA [|Akl|tag2),
K

E = El/Hs(e(o" o))

verify e(Ep, ) = f’(gsg.,ms E)

this verifies the integrity of the ciphertext.
— If this is not true, return L
Otherwiset obtain
oy Z,,
()\’1’, C L) Share(M Ps ¢)
— H(ctIeagl [T | T, V)

”, :_< ] e(o, g%) >I/~P
o \e(9t g2 (B)?) - Tlicpe e (W Halps(9)), 03)

verify tagl = Hy(Ys - e(o”, 0”)CSK)
this checks the validity of the EO s signature.

«— If this is not true, return L
Else, HCS accepts CT for storage and
stores CT, := (A, Ay, tag2, Eo, 0, F, tag), where tag := H,()s)

Figure 4.4: EMR storage phase

— Choose ) +— Zy, compute Ep := (g3g4g5) ,
where ¢ := H?(AsHAeHAkHtag2)a
Set the ciphertext CT := (Ay, A., Ay, tag2, FEo, n).

Now, EO outsources the ciphertext CT to HCS. Then, HCS accepts CT for storage
if the EO is legitimate. That is, the EO has a signing key for the signing attribute
set which satisfies the signing policy associated with C7T. Figure 4.4 depicts the
EMR storage phase.

EMR Retrieval Token Generation

e TrapGen(PP,TSK,T;). The keyword policy is defined as
[y = (My, pf, {wpe (i) i) (Where M, represents a matrix of dimension £; X ny,
the rows of M, are mapped to generic keyword names via the function p; and
the associated keyword value is denoted as {wpe () }ieje,)). The trapdoor 7/:1/)pt

is generated as follows.

— Pick f, f' +— Zy, and compute Ty := g\ Ty = h' tt = e(T1,Y)T,
— Obtain (94, ...,9,,) < Share(My, pg, v - Hs(tt)),

u

— Pick 7, 7 «— Ly, for all 1 € [¢,], and generate
T1 = 910 gw1w2n+wgw4n T/ — HQ(ttHFOHM(z ) w1w2r1+w3w4r 7

To = gW1WQTz+W3W4T, ,

V pt( @) —7; w01 SR wp?(i) —7; T2

= (96 97) y Vig 1= (96 97) )
9 w , o n o~

Viz := (gg 6 e Lgr) T Vig = (g ) T,
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97
TGA
Formulate keyword policy I'y EERL SN

TP TDr, « TrapGen(PP, TSK.T,)

HCS
[token, TDK] + TokenGen(PP, T Dr,, DK 4,) __token
CT.u/L + Search(PP,CT,, token,CSK)
CTir or L

CT/L + Transform(PP,CT,, token,CSK)
emr/ L + Verify-Retrieve(PP,CT,, TDK)

Figure 4.5: EMR retrieval phase

— Set 7/:1/)& = (L, Th, T, {Ti1, T}y, Tiz, Vix, Via, Vi, Via biclen)) -

e TokenGen(PP,TDr,, DKy4,). Here DK.4, := (A4, D, Dy, {D,}yea,). The EMR

retrieval request token and the secret transformation decryption key T DK are
generated as follows.

— Select Ty, 7o, T3 — Z, obtain (51,...,5&) < Share(My, pg, 73/71), and
compute

Tip = hﬂi : Tz’/2

Set TDF? = <F;‘?7 T17 T27 {,—Z—;:h ﬂZ; E37 ‘/;'17 ‘/;'27 ‘/;'37 %4}i6[€t]>'
— Randomize the decryption key DKy, as

D':=(D-h™)Y™ D= Dy™ D! = DY™

Set TICAd = <Ad, D D67 {D;}yEAd>‘
— Set token := (TDrs, TKa,), TDK := (11, 72).

Remark 9. The distribution of the EMR retrieval request token

TDry = { T3, 13, o, {Ti, T, Tis, Vi, Vs Vi, Vishicted )

token =
TKa, = < Aa, D', Dy, { Dy }yea, >

of a keyword policy T'y := (My, p7, {wpe (5) }icjer)) and a decryption attribute set Ay is
of the form
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(T} =g/, T ::hf/, )
Ty = gly - g5

Tip = - Hy(e(Ty, Y)Y || D3| M) - gt =2l esmers,

Tpy 1= gmreritmsmail (4.1)

Vii = (Q;Upg(i)gﬂ_ﬁwl, 2 1= (géupg(i)gﬁ_ﬁma

Vis o= (g6 gr) 7 Vi 1= (g5 gr) T,

D= /YT DYy = g7, DL = (Hy(y))"

\ Vs

where f, f', 7,75, 7, 71, T2, T3 are random exponents (elements in Zy ), ¥; (resp. 151) is
the ith share of v - Hs(e(Ty,Y)") (resp. 5/m1) with respect to the policy (My, p?),
(v, w1, we, w3, wy) is TGA’s secret key, a is system’s master secret, and others are
system public parameters.

We use this distribution of token in correctness and security analysis of Medi-
Care. O

EMR Retrieval

e Search(PP,CT,,token,CSK). The stored ciphertext is parsed as
CTu = (A, Ag,tag2, Ey, n, E’,tag>. The matching ciphertexts are identified

by performing the steps given below.

— Generate @ := (a},a, ..., ay,) « Reconstruct(My, p7, W*°) and compute
X=e(E, [ T 11 e(T Ligon)™ (4.2)

RORES H {G(Kpg(i)h Vi2) : G(Kpg(i)2, Vi ) : G(Kpg(i)s,vi ) : G(Kpg(i)ébv;i%)}ai
(4.3)

2

— Verify that X1 &, = k:f3 . If it does not hold, the algorithm
outputs L. Otherwise, the ciphertext CT,, matches 7TDre, i.e., ['7(W°) =
1 (implicitly I'y(W) = 1). In this case, it outputs the stored ciphertext

CTu.

<€(T1,T2)C‘SK)

e Transform(PP,CT,,token,CSK). Here CT, = (Ae,Ak,tagZ,Eo,n,E,tag>.

It creates the transformed ciphertexts CTy,. as described below.

— If Search(PP,CT,,token,CSK) — L or I'.(Ay) = 0, output L. Other-

wise, proceed further.
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— Consider X, from search algorithm and compute

= o B, [T (T Hale(T )N 1327) 7)) TT €T L)
i€[l] 1€[4t]

(4.4)
V= )E'l)(z

— As I'.(Ay) = 1, there exists a j € [m] such that B; C A,. Calculate

XS — e(E.72’D(/))
e(Ej, Hyij D)

X, = e(E,D)

Vo = (&) h

'Correctness of Search. One can see that if [;(W) = 1, then |
: 0-~-Hs(tt wgi toi~ww?i+wwf£a; :
3 X0 = eg, ). H{e(g,gﬁp”m) (el msmr) } 3
| €[] 1
3 Xy, = H{e(g,ggjpg(”m)7t"’?(")(w1w2mwgw4ma;} 3
3 i€y i
| Qo H= (1 Hs (e(Ty, 1)K |
| XXy = 6(97910) ) TS( v ) }

'Correctness of Transform. We can see that if [y(W) =1, then

B o= elgn) T {elg gy mmerin)
1€[4¢]

Wpo (4) —t,00; (W1WQ’F'1'+W3W4TV£)CL,IL-
X o= ] {6(9796 gr) i
1€[4t]

yl _ .)E'l.)(g _ e(g’ h)9~’r3/7'1 i

Xg _ e(gjh)e-r/m

X, = e(gag)a'e/ﬁe(g,h)ﬁre/me(g,h)eT3/T2
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e Verify-Retrieve(PP,CT ., TDK). The secret transformation decryption key is
parsed as TDK := (1, 7). It checks the accuracy of CT,. and gets back the
EMR emr if CT, is valid.

Compute A := Y™ - V32, 6" := Hs(A).

— Check whether Hj(5*||ct) < tag2.

If this does not hold, the error value L is returned to confirm that the
cloud deceptively returns a false search result. Else, it executes the fol-
lowing step.

Check whether H4(g;/5*) L tag.

If this does not hold, the error value L is returned to confirm that the

signature is not valid. Otherwise, it executes the subsequent step.

— Output ¢t & KDF(A) = emr.

As shown in Figure 4.5, an EU can retrieve the required EMRs from HCS.

T2

A~ y;n ;2 _ <e(g, h>673/T1>—71 (e(g,g)ea/T2)T2 (e(g, h)erg/m) _ ggﬂ

0* = H3(A) = Ha(g7) =0

If I's(As) = 1, then we can see that Y3 = g;/ * and hence

Hi(gi™) = Hi(gy®) = Hi(Is) = tag

- H3(6||et) = Hy(8][ct) = tag2 §
| ct ® KDF(A) = emr @ KDF(¢%) @ KDF(A) = emr |

4.4 Security Proof

We provide the subsequent theorems to demonstrate MediCare’s security. For better
readability, the proofs are deferred to Appendix A. The following theorems assume
that KDF is secure.

Lemma 5. MediCare demonstrates IND-CCAZ2 security against PPT Type-1 adver-

sary in the random oracle model, assuming the hardness of the DBDH problem.
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Lemma 6. MediCare demonstrates IND-CCAZ2 security against PPT Type-2 adver-
sary, assuming the hardness of the DBDH problem.

The subsequent theorem is obtained by combining Lemma 5 and Lemma 6.

Theorem 6 (Data Confidentiality). MediCare provides IND-CCAZ2 security in the

random oracle model, assuming the hardness of the DBDH problem.

Theorem 7 (Data Unforgeability). MediCare demonstrates EUF-CMA security in
the random oracle model assuming the hardness of the q-DHE problem, if the chal-

lenge signing policy has a maximum of q columns.
Theorem 8 (EO Anonymity). MediCare preserves EO anonymity.

Theorem 9 (Verifiability). MediCare is verifiable under the assumption that Hy is

a collision-resistant hash function.

Lemma 7. If the challenge keyword set has at most q keywords, then MediCare
demonstrates IND-CKA security against PPT Type-1 adversary, assuming that q-2

and DLin problems are hard.

Lemma 8. MediCare provides IND-CKA security against PPT Type-2 adversary,
assuming the hardness of the DBDH problem.

The subsequent theorem is obtained by combining Lemma 7 and Lemma 8.

Theorem 10 (Chosen Keyword Set Attack Security). Suppose the challenge key-
word set has at most q keywords. Then, MediCare is IND-CKA secure, under the
assumption that q-2, DLin and DBDH problems are hard.

4.5 Performance

The remainder of this section, as well as all the tables and figures, utilize the nota-

tions described below.

le (resp. Ls) . total number of attributes in an encryption
(resp. signing) policy

|W| or ¢ . size of a keyword set ascribed to a ciphertext

Mg (resp. Eg) : one multiplication (resp. exponentiation) execution time
in G

| Agl : number of DU’s attributes

My (resp. Er) : one multiplication (resp. exponentiation) execution time

on Gr element
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Ir : one inversion execution time on G element

|Ue| (resp. |Usl) : number of attributes in encryption (resp. signing)
attribute universe

P : one pairing computation execution time

4 : total number of keywords within a

trapdoor /trapdoor keyword policy

H . one hash function calculation execution time

| As| : number of DO’s attributes

|D.| (resp. |Dsl) . cardinality of dummy encryption
(resp. dummy signing) attribute set

L (resp. Ly, L) . size of an element of G (resp, Gr, Z,)

Ligscr . bit-length of one AES-ciphertext of a query
keyword

m : total number of clauses in DNF encryption policy

|msg| . size of a plaintext/message

Taps.pee (resp. Taps.pec) : one AES encryption (resp. AES decryption)

execution time

Sy (resp. M,, 1) :one subtraction/addition
(resp. multiplication, inversion) execution time in Z,
Thear :execution time of KDF
Ly : hash function’s output length
TR Digest :one root digest execution time

Table 4.2: Functionality Comparison

Scheme Encryption | Signature Search Keyword | EO (Signer) Search Constant | Encryption | Signing Security
type type mechanism | privacy anonymity results decrypt policy/ policy/
verification cost. dKeyGen | sKeyGen
policy policy
[52] KP KP single X v X X Boolean | Boolean IND-CCA2,
keyword formula formula EUF-CMA,
IND-CKA
[53] CpP KP single x v X x Boolean | Boolean IND-CCA2,
keyword formula formula EUF-CMA,
IND-CKA
[66] CP SP single v X M X Threshold | Threshold | IND-CCAZ2,
keyword policy policy EUF-CMA
[82] Cp x multi- v x x x Boolean x IND-CPA,
keyword formula EUF-CMA
3] CP SP Boolean v v v M Boolean | Boolean IND-CCA2,
formula formula formula EUF-CMA,
EO-anonymity,
IND-CKA,
Verifiability
MediCare | CP SP Boolean v v v v DNF Boolean IND-CCA2,
formula formula EUF-CMA,
EO-anonymity,
IND-CKA,
Verifiability
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Table 4.3: Comparison of computation cost
Scheme sKeyGen dKeyGen Signcrypt TokenGen Search Results Decrypt
Verify
2] Ol{GARYRY O(U.] t)Es | O + A4 + 13)Eg @+ 9 - 0(.) s
+Er+5H +H +6P +4H
53] O(ULI - 1,)Ec (Ad+ DEc O Eq + Br oA Ea - O( AT+ t)Mg
+O(ls - Ay ) Mg +0(|Aq|)Mc +4Myp + 6P
+4H +Ip +4H
[66] O(JAs] - Us|) Ec O(|Ad| - [Uc]) E O(As| + |Ds| + T) Eq Taps.pec Tr.pigest O(|Ad| + |De|) Ec
+Er +2H +TAES. Eec +7P + 3Ip + 2H
] (A +3)Ea Bl +4)E Ol +9)S, 0, Mg 2Er + 2Myp Thas
+O0(le + <)M, + 2H +2H
MediCare (|As] +3)Eq (JAal +3)Eq O(m+0,+<)Eq (6, +1Aql + 3)Ec 3Er + I Trar
+4E7 4+ O(m +<)Mg +3H
+P + 6H + Tyap
Table 4.4: Comparison of communication cost

Scheme Signing Decryption Ciphertext Token Transformed

Key Size Key Size Size Size Ciphertext Size
52 O((s - UL I3 (JA4] + 9)L + [msg] (20, +2)L 6L + [msg|
53 Ol - U,|)L (|A4]l +3)L (3lc +8)L + |msy] (JAs +4)L (lc +5)L + |msg|
66 O(A]- U.DL O([Ad- UL 5L 1 L Lanscr 5L+ L
3] (14s[+2)L (2[Ad[ +2)L O(le + s + )L + Ly + 2Ly + |msg| O(l + |Ad|) L 3Ly + Ly + |msg|
MediCare (JAs| +2)L (JAql +2)L O(ls +m+ <)L + |msy| Oty + |Ag|)L 2Ly + 2Ly + |msg|

In this section, our MediCare and the schemes [53, 52, 66, 3] are compared both

theoretically and empirically. The schemes [53, 52, 66] support only small attribute

universe setting. In contrast, MediCare and [3] achieve a largeattribute universe

structure, which means that KGA can introduce new attributes and keywords as

needed rather than fixing all of them at system setup. We implement MediCare and

[3] as small universe constructions for a fair comparison.

In Figure 4.6, we compare the computational efficiency of MediCare with [53, 52,
66, 3]. The EU executes the Signcrypt, TokenGen, Search Result Verify and Decrypt

algorithms. Hence, the computing expenses of these algorithms are of utmost impor-

tance in scenarios with low processing power gadgets and the comparisons are made

in terms of these algorithms only, in Table 4.3 and Figure 4.6. The communication
overhead of MediCare and [53, 52, 66, 3| is illustrated in Table 4.4 and Figure 4.7.

e Functionality Comparison. Table 4.2 summarizes the functionality com-
parison of MediCare and [53, 52, 66, 82, 3]. The schemes [66, 3] and our

MediCare employ the ciphertext-policy framework, whereas [52] makes use of

the key-policy setting for both encryption and signing. The scheme in [53]
combines CP-ABE and key-policy ABS (KP-ABS) mechanisms. In contrast,

the signature component in [82] is not actually an ABS framework, because the

unsigneryption process does not contain any signature verification mechanism.
Besides, the major limitation of [82] is that the DU has to obtain the token

from the corresponding DOs. To issue k different search queries, the DU has to
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Figure 4.6: Execution time (in ms) of MediCare and [53, 52, 66, 3]

communicate k times with the respective DOs, which adds significant commu-
nication overhead on the user side. This type of framework is not suitable for
EMR management systems. Because, for instance, to check Electrocardiogram
(ECG) reports of all the patients from hospital X, the duty Cardiologist has
to obtain tokens from all the heart patients in hospital X. This may not be a
wise solution for data retrieval. Furthermore, the scheme [82] is secure against
only IND-CPA, but a signcryption scheme should realize IND-CCA2 security.
And, the computation cost of DUs is high and the scheme cannot offer search

results verification functionality. These limitations make the scheme [82] less
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practical for applications. Due to these reasons, [82] is not considered for
experimental comparison. Regarding the data retrieval mode, MediCare and
[3] support Boolean formula keyword search, which has great flexibility over
those designs that provide single keyword search [53, 52, 66] or multi-keyword
search [82]. The schemes [53, 52| (resp. [66, 82]) fail to achieve keyword privacy
(resp. signer anonymity). While MediCare and [3] provide stronger signer pri-
vacy protections, the KP-ABS architecture makes the anonymity of signers in

[53, 52] a less robust version. Observe that only [66, 3] and our Medicare enable
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DUs to check the accrucy of search outcomes. Precisely, unlike [66], Medicare
and [3] enable DUs verifying the precision of search, transform and signature
verification algorithms executed by HCS without interacting with any author-
ity. The access policies of all the schemes except [66] are Boolean formulas.
In particular, the scheme in [66] uses less expressive threshold policies, and
our MediCare employs expressive DNF policies to reduce the ciphertext size.
The time consumed to decrypt a ciphertext is constant in our MediCare and
[3], unlike [53, 52, 66, 82]. Since the data stored at HCS is retrieved by the
EU, such as a doctor, using a lightweight end-device, like a smartphone, it is

crucial for EMR applications to have lightweight constant decryption cost.

e Experimental Setup. The execution of the implementation is conducted
on a laptop equipped with an Intel(R) Core(TM) i5-10300H CPU working
at a frequency of 2.50 GHz and utilizing 8-GB of RAM. The laptop has 64-
bit Ubuntu 20.04 LTS installed on Oracle VM VirtualBox - 6.1.22 memory
of 2GB. PBC Library is explored, and a type-A elliptic curve with a prime
number group order of 160 bits is selected for experimentation. The curve is
y* = 23+ over a 512-bit finite field. The running time in milliseconds (ms) of
various algorithms of the proposed MediCare and [53, 52, 66, 3] is presented in
Figure 4.6. The various communication costs, in kilobytes (KB), of MediCare
and [53, 52, 66, 3] are analyzed in Figure 4.7. The design and development of
an access policy have an impact on the amount of time required for execution
as well as the cost of communication for attribute-based cryptosystems. To
facilitate a comparison of the worst-case complexity, as proposed in reference
[65], we employ AND-gate policies characterizedby the structure ¢; AcaA- - -Ac,
where ¢y, ¢a, . .., ¢j represent keywords or attributes. The schemes [53, 52, 66]
support only single keyword search and hence we implement MediCare and
[3] as single keyword searchable constructions for fair comparison. That is,
¢, = |[W| =1 for all the schemes. Total 20 trials are conducted for each

experiment, and bar graphs are used to show the average results.

e Performance Analysis. Below, we present performance of our MediCare

compared to that of [53, 52, 66, 3].

— In comparison to the methods described in [53, 52, 66|, our MediCare im-
plementation takes less time to generate the signing key and uses a smaller

signing key size (as shown in Figures 4.6(a) and 4.7(a)). As demonstrated
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in Tables 5.3 and 5.4, the significance is that in [53, 52, 66], the afore-
mentioned measures increase as the cardinality of the signing attribute

universe |U| increases, whereas in MediCare, they are just affected by

|As]

— The time needed to generate the decryption key and the size of the de-
cryption key in MediCare are approximately equal to that of [53] and
slightly lower than those in [3]. But, it can be observed (from Figures
4.6(b) and 4.7(b)) that these measures in [52, 66] are extensive compared

to our MediCare, since they increases as |U,| increases.

— Figure 4.6(c) depicts the duration of the signeryption process, whereas
Figure 4.7(c) displays the size of the ciphertext for various keywords and
attributes. As a result of using an online-offline framework, the sign-
cryption time in [3] is much reduced. Precisely, it splits the process into
offline signcryption and online signcryption. In the former, expensive
operations (e.g., exponentiation, pairing) are executed while the latter
utilizes only light computations such as hashing, XORing, modular mul-
tiplication, modular addition etc. However, the ciphertext size in [3] is
larger compared to other schemes including MediCare. The ciphertext
generation time in [53, 52, 66] is lower than our MediCare. And, the
schemes [52, 66] achieve short ciphertext compared to Medicare. The fol-
lowing are the causes for this: (i) in order to maintain the scheme KGAs
secure, we add certain extra calculations and group components, (ii) the
ciphertext in [53, 52] contains only encryption and signature components,
whereas our ciphertext contains keyword components in addition to the
encryption and signature components, and (iii) the scheme [66] supports
only less expressive threshold access policies, whereas MediCare works

for expressive DNF policies.

— The structure of the token in [66] is totally different from [53, 52, 3]
and MediCare. More specifically, first DU obtains AES key from the
cloud and then encrypts the keyword using the key. The corresponding
AES ciphertext of the keyword will be given to the cloud as a token.
Hence, the duration of generating token and the size of token in [66]
is significantly low (this can be seen from Figures 4.6(d) and 4.7(d)).
However, the scheme [66] supports only single keyword search, whereas
our MediCare realizes expressive keyword policy search. The single key-

word search framework suggested in [66] cannot be extended to support
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Boolean formula keyword search. The token generation time (resp. to-
ken size) in MediCare is lesser compared to that in [52] (resp. [3]) and
longer compared to that in [53, 3] (resp. [53, 52]). This is because (i) we
re-randomize some token components to counteract the KGAs on token,
(i) to facilitate outsourced unsigneryption and non-interactive search re-
sults verification, the decryption components included inside the token
undergo appropriate re-randomization using two random exponents, and
(iii) the scheme [3] makes use of online-offline mechanism to generate to-
kens, however, the token size is larger in [3] compared to MediCare. Table
4.2 shows that the schemes [53, 52, 66] cannot offer the keyword privacy,
search results verifiability and outsourced unsigncryption functionalities

simultaneously.

— According to Table 4.3, the process of decrypting MediCare only needs
one KDF computation, similar to [3]. This is much lower than the de-
cryption expense in [53, 52, 66|, which grows as the number of signing
and encryption attributes increases. Regardless of the policy’s size, Medi-
Care’s search results verification time remains constant. Irrespective of
the number of attributes and keywords, EU retrieves the plaintext with
only one G inversion, three Gt exponentiations, one KDF calculation,
and three hash function calculations. This is what EMR managing sys-
tems should strive for. As shown in Figure 4.6(e), our Verify-Retrieve
procedure requires a mere 0.4 milliseconds; this is significantly less than
the time required in [53, 52, 66] and is comparable to that of [3].

— Table 4.4 and Figure 4.7(e) exhibit that MediCare and [3] possess con-
stant size transformed ciphertext, whereas it grows with the number of
attributes in [53, 52, 66]. Precisely, HCS sends a transformed ciphertext
of size 0.3 KB to EU in MediCare that is smaller when compared to that
of the other schemes [53, 52, 66, 3].

4.6 Chapter Summary

In this chapter, we propose MediCare, a new attribute-based EMR storage and
retrieval scheme that supports simultaneously (i) data and EO authenticity (ii)
fine-grained data access control, (iii) EO anonymity, (iv) Boolean formula keyword
search, (v) constant decryption cost for EUs, (vi) keyword privacy, and (vii) non-

interactive search results verification. In order to demonstrate the security assur-
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ance, we explicitly define and validate MediCare’s security with respect to data
confidentiality, data unforgeability, verifiability, EO anonymity, and keyword pri-
vacy. The efficiency and practicality of the proposed MediCare are shown via the

comparison of its features and performance.
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Chapter 5

Searchable Attribute-Based Proxy
Re-encryption: Keyword Privacy,
Verifiable Expressive Search and

Outsourced Decryption

Data storage and data searching mechanisms were considered in the earlier chap-
ters. This chapter presents the data sharing method along with data storage and
searching, which was not accomplished by the schemes discussed in the preceding
chapters. The data sharing mechanism enables a recipient to share the encrypted
data received from the data owner with another recipient without decryption. Fur-
thermore, the schemes in the previous chapters do not allow for the updating of the
keyword set, but the design proposed in this chapter does.

In this chapter, we address the open problem posed by Ge et al. in 2020,
which was to design a new ABPRE-KS scheme for enabling more expressive key-
word search. ABPRE-KS exhibits promising potential in facilitating data searching
and sharing through the implementation of one-to-many access control mechanism.
However, existing ABPRE-KS schemes support single keyword search framework
resulting in low search efficiency and poor user search experience. Also, maintaining
keyword privacy, and protecting the outsourced ciphertexts and tokens from KGAs

quite challenging in ABPRE-KS framework. To overcome these issues, we pro-

The work presented in this chapter is based on our published research article given below.
Sourav Bera, and Y Sreenivasa Rao. Searchable Attribute-Based Proxy re-encryption : Keyword
Privacy, Verifiable Expressive Search and Qutsourced Decryption. SN Computer Science, vol. 5,
pp. 1-24, Springer, 2024. https://doi.org/10.1007/s42979-024-02646-2
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pose an attribute-based proxy re-encryption scheme with Boolean keyword search
(ABPRE-BKS) in the large attribute universe framework. Our scheme not only
offers an efficient Boolean keyword search framework but also it enables constant
decryption cost on the DU’s side. The DU needs to perform only constant number of
computations to recover both the original and the re-encrypted ciphertext. We de-
fine ABPRE-BKS and its security models. And, we prove that our scheme achieves
ciphertext indistinguishability against adaptive chosen ciphertext attack, ciphertext
and token indistinguishability against chosen keyword attack, and non-interactive
verifiability. The efficiency of our proposed construction is demonstrated through a

comparison of its functionalities and performance with the existing such schemes.

5.1 Introduction

Cloud services have emerged as a significant development in offering widespread
and readily available access to a shared and adaptable collection of storage and
computing resources. As a result, organizations and individuals are outsourcing
their personal records (such as PHRs, identifying information etc.) to cloud servers.
However, the task of ensuring the security and privacy of the personal documents
that have been outsourced to cloud storage presents significant challenges.

ABE [75, 28, 34] is a promising technology which provides one-to-many access
control and data confidentiality for outsourced documents. Each user in the ABE
framework has a collection of attributes that acts as their public key. Attributes can
be elements like a user’s designation, affiliation, or other typical abstract credentials.
Based on whether the secret key or the ciphertext is linked to an access policy, ABE
is categorizedinto KP-ABE [75], [28] and CP-ABE [86], [5], [11]. A set of attributes
are appended to the ciphertext and an access policy is associated to the secret key in
the KP-ABE framework. The CP-ABE framework associates the secret key with a
set of attributes and uses an access policy to create the ciphertext. The decryption
process is successful in both architectures if the attribute set satisfies the access
policy. In order to minimize the burden of decryption on the user’s end, outsourced
decryption privileges in ABE schemes [31, 41] have been proposed. Two crucial
procedures are usually necessary for the DO after encrypted data is stored in the
cloud: (i) searching for the stored data and (ii) sharing the stored data.

For instance, in a medical data sharing system, a covid-19 patient Harry wants
to test whether he is covid-positive or not in a clinic. The clinic should be lo-

cated within 4 km from London, the doctors should be senior doctor and ap-
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pointed as a covid-specialist. Harry encrypts his medical record using an access
policy I' = {covid specialist A\ senior doctor A Location : within 4 km from London}
and a keyword set. The clinics satisfying I' can decrypt the encrypted medical
record. However, they couldn’t get to the exact record by typing the keywords.
Instead, the clinic needs to decrypt all the medical records satisfying I' and then
satisfy the keyword set to get the intended medical record. Also, in case, the clinic
wants to share the medical record with some other junior doctors of the hospital
located within 10 km from Nottigham, it needs to decrypt the encrypted record
sent by Harry and thereafter encodes the medical record using an access policy
I = {covid specialist \ junior doctor A Location : within 10 km from Nottigham}
and a keyword set. This method is not suitable since the clinic has to perform n
pairs of encryption and decryption processes for n number of patients. Consequently,
this system is extremely inefficient regarding data searching and sharing.

Suppose, in the above example, Harry attached the keyword set
W = {covid-negative, senior doctor} to his encrypted medical record. Now, the
clinic founds Harry to be covid-negative after testing and wants to update the key-
word set W to W' = {covid-positive, junior doctor} without decrypting the medical
record. As traditional ABE does not support keyword set updating mechanism, the
clinic has to decrypt the record everytime before encrypting with new keyword set,
which makes the system unfeasible.

To solve the above mentioned issues, ABPRE with keyword search schemes [48,
25, 37| are extremely prevalent, where the data searching, re-encryption and keyword
set updating tasks are assigned to the cloud server (acts as proxy). Sometimes
the semi-trusted cloud server may return incorrect search results that may lead
to a wrong treatment to the patient. So, the difficulty of allowing a DU (DU)
to independently check the correctness of search outcomes acquired from the cloud
becomes a topic of considerable interest in ABPRE framework. Also, how to protect
the keywords from KGAs on a ciphertext or token while performing data searching
and sharing is another important aspect of security. Existing ABPRE schemes
[48, 25, 37] support inefficient single keyword search framework which produces a
large number of irrelavant douments, resulting in low search efficiency and poor
user search experience. To improve the search efficiency in ABPRE framework, we
propose an attribute-based proxy re-encryption scheme providing verifiable Boolean
formula-based expressive search, keyword privacy and outsourced decryption.
Chapter Organization. The remainder of the chapter is organized as follows. Our

scheme along with its security models is discussed in Section 5.2. In section 5.3, we
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Figure 5.1: System Model of ABPRE-BKS

present the construction of our scheme and its correctness. Section 5.4 provides our
ABPRE-BKS security proof. The performance evaluation of ABPRE-BKS is shown

in Section 5.5. And, Section 5.6 provides the concluding remarks of the chapter.

5.2 Security of ABPRE-BKS

5.2.1 System Model

We provide the notations utilized in our ABPRE-BKS in Table 5.1. Our ABPRE-
BKS mainly consists of six system entities: Private Key Generator (PKG), DO, Pub-
lic Cloud Server (PCS), Trapdoor Generation Center (TGC), Delegator (recipient
of the original ciphertext) and Delegatee (recipient of the re-encrypted ciphertext).
It includes the following phases as shown in Figure 5.1.

System Initialization. In this phase, PKG, TGC and PCS create their
own public key and secret key pairs, make the public parameters available to other
entities in the system and keep the respective secret keys with themselves.

Registration. This phase is executed by PKG. After getting the registration
requests from a DU (a delegator or a delegatee), PKG creates and sends the corre-

sponding decryption keys to them.
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Table 5.1: Notations used in ABPRE-BKS

PKG : Private Key Generator
PCS : Public Cloud Server

PP : system public parameters
mpk . master public key

cpk . PCS public key

msk : system master secret key
skg . decryption key corresponding to an attribute set S
rk . re-encryption key

csk . PCS secret key

sk, : transformed secret key

m :  Imessage

tpk . TGC public key

I, :encryption policy

tsk . TGC secret key

I . keyword policy

cT . ciphertext

tok : token for I} and skg
cT,, : matching ciphertext

CT,, . transformed ciphertext

U : encryption attribute universe
U, . keyword universe

U(=UUU;) : attribute universe

Ciphertext Upload. DO executes this phase in order to encrypt his confidential
data and upload the encrypted data (original ciphertext) to PCS.

Proxy Re-encryption. First, the delegator creates a re-encryption key and
sends it to PCS. Then, PCS encrypts the original ciphertext using the re-encryption
key and a new access policy, and creates the corresponding re-encrypted ciphertext,
which cannot further be encrypted.

Ciphertext Retrieval. At first, by sending a Boolean query formula to TGC,
a DU generates a search token and a transformed secret key with the help of his
own secret key, and sends the search token to PCS. Next, PCS initiates the search
process to retrieve all the matching original or re-encrypted ciphertexts and sends
the corresponding partially decrypted ciphertexts to the DU.

Verification and Decryption. First, the DU verifies the accuracy of the search
outcomes acquired from PCS using his transformed secret key, then decrypts the

matching original or re-encrypted ciphertext and gets the original data.
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5.2.2 Security Models

Our security model considers the security of the original and re-encrypted ciphertext,
keyword privacy, and verifiability. An adversary may appear as a Type-1 adversary,
denoting an unauthorized entity in possession of csk, or a Type-2 adversary, indi-
cating an authorized entity unaware of csk. Our ABPRE-BKS is defined in the

following algorithms.

e PKG.Setup(1”®, U) — (mpk, msk) : Given input a security parameter 1 and
an attribute universe U, PKG outputs a master public key mpk and a master

secret key msk.

e TGC.Setup(mpk) — (tpk, tsk) : Taking mpk as input, TGC generates its public
and secret keys, tpk and tsk, respectively.

e PCS.Setup(mpk) — (cpk, csk) : Taking mpk as input, PCS produces its public

and secret keys, cpk and csk, respectively.

The attribute universe U is defined as U = U UU;, where U and U; are the universes
of encryption attributes and keywords, respectively. The tuple (mpk, tpk, cpk) is
denoted as the system public parameters PP. Let W be defined as a set containing
keywords of the form [W : w], where W represents the generic keyword name and w
represents the associated keyword value. Note that the entire keyword universe is
divided into several categories and each category is identified with a suitable generic
name. If W = {{W : w]} is a set of keywords, then we define W° as W° = {W},

i.e, IW° is the set of generic keyword names corresponding to W.

e KeyGen(PP,msk,S) — skg : Given PP, msk and an attribute set S C U as

input, it outputs a user decryption key skg for S.

e Encrypt(PP,m,I., W) — CT : Taking PP, an encryption policy I, a message
m € {0,1}* and a keyword set W as input, DO generates an original ciphertext
CT. The set W° and the policy I, will be incorporated in CT.

e Re-KeyGen(PP, skg, !, W') — rk : Taking PP, a user’s decryption key skg,
a keyword set W’ and an encryption policy I} as input, a delegator produces
a re-encryption key rk. The key rk can be used to transform a ciphertext
under I, and W to another ciphertext under I and W', where S |= I, and
I'.® I’ = ¢. Note that W' may not equal to W. If W’ # W, it means that
the keyword set W in original ciphertext is updated to W’ in re-encryption
phase.
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e Re-Encrypt(PP, csk, CT,rk) — CT : Taking PP, csk, an original ciphertext
CT and a re-encryption key 7k as input, PCS produces a re-encrypted cipher-
text CT.

e TokenGen(PP, I}, tsk, sks) — (tok, sky.) : Taking PP, tsk and a Boolean for-
mula [} over U; as input, the TGC generates and sends a trapdoor to a DU.
Next, taking PP, the trapdoor obtained from TGC and the user’s decryption
key skg as input, the DU generates a token tok and transformed secret key

Skt’l"

e Search(PP, CT, csk,tok) — 1/0 : Taking PP, an original or re-encrypted
ciphertext C'T', a token tok and the cloud secret key csk as input, PCS returns
Lif W = I; otherwise, returns 0. If PCS returns 1, it generates the associated
matching ciphertext CT,.

e Transform(PP,CT,,, tok) — CTy / L : Given PP, a matching original or
re-encrypted ciphertext C'T,, and a token tok, it generates the corresponding
transformed original (resp. re-encrypted) ciphertext CT4,. if S = I, (resp.
S = I'!) ; otherwise, outputs L.

e Verify-and-Decrypt(PP, CT,,, sk;.) — m/L : Taking PP, a transformed origi-
nal or re-encrypted ciphertext C'T,. and a transformed secret key sk, as input,
it outputs the message m if the search results returned by PCS are correct;

otherwise, outputs L indicating that search results are incorrect.

Consistency. Our scheme is correct if

PKG.Setup(1”,U)— (mpk,msk)
TGC.Setup(mpk)— (tpk,tsk)
PCS.Setup(mpk)— (cpk,csk)
. KeyGen(PP,msk,S)— sk

Pr | Verify-and-Decrypt(PP, CTy,, ski) — m Encyrypt((PP’mfe’av)%éT
TokenGen(PP,I';,tsk,skg)— (tok,sk)
Search(PP,CT,csk,tok)—1
Transform(PP,CT,,,tok)— CT¢,

I
—

and

PKG.Setup(1™,U)— (mpk,msk)

TGC.Setup(mpk)— (tpk,tsk)

PCS.Setup(mpk)— (cpk,csk)

KeyGen(PP,msk,S)—sksg

Pr | Verify-and-Decrypt(PP, CT},, sk},) — m | Re-KeyGen(PP,sks,Il,W')—=srk =1
Re-Encrypt(PP,csk,Encrypt(PP,m, e, W),rk)—CT
TokenGen (PP, Iy, tsk,skg)—(tok’, sk},.)
Search(PP,CT,csk,tok’)—1

Transform(PP,CT , ,tok’)— CT ¢,

Definition 13. (IND-CCA2-Or-Type-1). Our scheme is indistinguishable adaptive

chosen ciphertext attack secure at original ciphertext against a Type-1 adversary
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A if there is no PPT A that can win the subsequent game with a non-negligible

advantage against a challenger B.

Init. A challenge attribute y* € U is output by .A.
Setup. B executes all the Setup algorithms and sends PP = (mpk, tpk, cpk) and
csk to A.

Phase I. The oracles listed below are accessible to A.

o 0,4(9) : Taking an attribute set S with y* ¢ S, it creates and sends a decryp-
tion key skg to A.

o O (S, W, I): Oninput an attribute set S, a keyword set W’ and an encryp-
tion policy I such that S [~ I/, it returns a re-key rk. Note that the input
(S, I'?) should not satisfy the condition y* € S and O (S’) for any S’ |= I'..

e O,.(CT,S, W I : Oninput an original ciphertext CT under I, and W, an
attribute set S such that S |= I, a keyword set W’ and an encryption policy
I'!) it returns a re-encrypted ciphertext CT or L to A.

e Ouoren(ly,S) 1 It takes input a Boolean keyword formula I'; and an attribute
set S. If y* € §, it returns a token tok to A. And, if y* ¢ S, it returns both

token tok and transformed secret key sky. to A .
® Osearen(Iy, S, CT) : Taking input CT, I, and S, it returns either 0 or 1 to A.

® Ouecrypt(13, S, CT) : On input CT, I and S, it outputs a message m or L.

Challenge. After Phase I is over, A selects two equal length messages mj and mJ,
a challenge keyword set W* and a challenge encryption policy I'* , and forwards
them to B. Now, B selects a bit i +— {0,1} and sends to A a challenge ciphertext
CT* of m} under the encryption policy I'* A y* and the keyword set W*.

Phase I1. After challenge phase is over, A queries as in Phase I except the following:

— O (CT*, S, W', T?). and Ok (S"),if SET*ANy*and S" = I
— Oueerypt (I, S, CT) if CT is a derivative ! of CT*, S = I'* Ay* and W* = I

Guess. A outputs a bit ¢/ and wins if i = 1.

The advantage of A is defined as Ady'y 0~ ““AZO el = |Pr[i =4 —1/2|.

IThe definition is available in [47]
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Definition 14. (IND-CCA2-Or-Type-2). Our scheme is indistinguishable adaptive
chosen ciphertext attack secure at original ciphertext against a Type-2 adversary A
if there is no PPT A that can win the following game with a non-negligible advantage

against a challenger B.

Setup. B executes all the Setup algorithms to generate (mpk, msk), (tpk, tsk) and
(cpk, csk), and sends PP = (mpk, tpk, cpk) to A.

Phase 1. A queries for the oracles Oy, O, Ore, O tokens O seare and O geerype. The
oracles Og, O, Ope and O gecrype are similar to IND-CCA2-Or-Type-1 game and the

oracle @ open and O georen are described as follows.

o O oken(lt,S) : On input a Boolean keyword formula I and an attribute set

S, B returns a token tok and transformed secret key sk, to A.

o O euren(ly, S, CT) : Taking input CT, I, and S, it returns either 0 or 1 to A.

Challenge. A selects two messages mj and m] of equal length, a challenge keyword
set W* and a challenge encryption policy I'* , and forwards them to B. Now, B
selects a bit i +— {0,1} and returns a challenge ciphertext

CT* < Encrypt(PP, m}, ', W*) to A.

Phase II. A queries as in Phase I except the following:

— 0,.(CT*, S, W', I") and Og,(S"), it § |= I'* and §' = I,

— Oecrypt (I, S, CT) if CT is a derivative of CT*, S = I}, and W* |= I}.

Guess. A produces its guess i’ and wins if i’ = i.

The advantage of A is Adv'y - CA27OT¥Pe2(15) — |Prli’ =] — 1/2|.

Definition 15. (IND-CCA2-Re-Type-1). Qur scheme is indistinguishable adaptive
chosen ciphertext attack secure at re-encrypted ciphertext against a Type-1 adversary
A if there is no PPT A that can win the game described below with a non-negligible

advantage against a challenger B.

Init. A challenge attribute y* € U is output by A.

Setup. B performs all the Setup algorithms to generate (mpk, msk), (tpk, tsk) and
(cpk, esk) and sends PP = (mpk, tpk, cpk) and csk to A.
Phase I. A queries for the set {Og, O iy Otoken, Osearchs Odecrypt } 0f oracles, where

o O (S, W I : On input a keyword set W’ an attribute set S and an
encryption policy I'?, where S p& I, it returns a re-key 7k to A.
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The other oracles are similar to IND-CCA2-Or-Type-1 game.

Challenge. A selects two equal length messages mj and m], a challenge keyword set
W* and a challenge encryption policy I , and forwards them to B. Now, B selects
i <— {0,1}, generates CT* « Re—Encrypt(PP, csk, Encrypt(PP, mf, ., W), rk*),
where 7k* <— Re-KeyGen(PP, skg, I'* Ny*, W*), S = I, and forwards CT™ to \A.
Phase II. Similar to Phase I, A queries with the exception of the following:

— Oueorypt (11, S, CT*) if S |= T* Ay* and W* = T,

Guess. A announces its guess ¢’ and if ¢/ =4, A wins.
)

The advantage of A is Ady'y >~ “AZReTyPerl (1) — |Prli’ =] — 1/2|.

Definition 16. (IND-CCA2-Re-Type-2). Our scheme is indistinguishable adaptive
chosen ciphertext attack secure at re-encrypted ciphertext against a Type-2 adversary
A if there is no PPT A that can win the game described below with a non-negligible

advantage against a challenger B.

Setup. B runs all Setup algorithms and generate (mpk, msk), (tpk, tsk), and (cpk, csk).
It sends PP = (mpk, tpk, cpk) to A.

Phase I. A can query the oracles Og, O, O token, O search and O geerypt- The oracles
O, O i, and O geerype are same as described in the game IND-CCA2-Re-Type-1, and
O token and O goaren, are similar to IND-CCA2-Or-Type-2 game.

Challenge. A chooses two messages mj and m] of equal length, a challenge encryp-
tion policy /' and a challenge keyword set W* and sends them to B. Now, B selects a
bit i <— {0,1}, outputs CT* < Re—Encrypt(PP, csk, Encrypt(PP, mf, ., W), rk*),
where 7k* <— Re-KeyGen(PP, skg, 'Y, W*), S |= I, and forwards CT* to A.

Phase II. Similar to Phase I, A queries with the exception of the following:

— Oueerypt (1, S, CT*) if S |= I'* and W* = I,

Guess. A announces its guess ¢ and if ¢/ =4, A wins.
)

The advantage A is Adv') > CAZReTPe2(qm) |Prli’ =] — 1/2|.

Definition 17. (IND-CKA.). Our scheme is indistinguishable chosen keyword attack
secure on ciphertext if there is no PPT adversary A without having the cloud secret
key that can win the subsequent game with a non-negligible advantage against a

challenger B.

Setup. B executes all the Setup algorithms and generates (mpk, msk),
(tpk, tsk) and (cpk, csk). Next, it sends PP = (mpk, tpk, cpk) to A.

Phase 1. The oracles listed below are accessible to A.
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e 04 (S) : Taking an attribute set S, it produces sk.

O (S, W' I'!) : Taking an encryption policy I'’, an attribute set S, and a
keyword set W', where S B~ I'!, it returns a re-key to A.

O token (I, S) : Taking a boolean keyword formula I'; and an attribute set S,

B sends a token tok and transformed secret key sk, to A.

o Oeuren(ly,S,CT) : On input CT, I, and S, it outputs the search result 0 or
1 to A.
® Oecrypt(L3, S, CT) : On input CT, I and S, it outputs a message m or L.

Challenge. A sends to B two equal size keyword sets W and Wy (Where ei-
ther (Wy = I AN W = I}) or (W e Iy AN W) W T for all Ty submitted to
O voken> O searchs Odecrypr i1 Phase I), a challenge message m* and a challenge en-
cryption policy I'*. Next, B selects i +— {0,1}, sends to A either the challenge
ciphertext or the re-encrypted ciphertext CT™.

Phase I1. Queries made by A are similar to those in Phase I along with the following

conditions:
— O iohen(L, ) with either (Wi = I A Wi 1) or (Wi e T A Wi £ 1),

— O sewren(L}, S, CT*) with either (Wg = I} A Wy = I3)
or (W b= Iy N W Ty,

— Oueerg(I1, S, CT*) with either (Wy = I, A Wy = I)
or (WO* l?é Ft/\ Wl* % Ft)

Guess. A announces its guess ¢’ and if i’ = i, A wins.

The advantage of A is Adv'}P"HKA<(1%) = |Prli’ = i] — 1/2|.

Definition 18. (IND-CKA). Our scheme is indistinguishable chosen keyword at-
tack secure on token if there is no PPT adversary A without having the cloud secret
key that can win the subsequent game with a non-negligible advantage against a

challenger B.

Setup. B executes all the Setup algorithms and generate (mpk, msk), (tpk, tsk),
and (cpk, csk). Then, it sends PP = (mpk, tpk, cpk) to A.
Phase I. A has access to the oracles O g, O, O" token, O search, and O gecrype, Which

are identical to those in the IND-CKA.; game.
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Challenge. A forwards to B two equal size Boolean keyword formulas Iy and

Iy (where either W = Iy A W = Ty or W= T AW T}y, for all W

submitted to O@',;, and for all W attached to CT which is input to e and
Odecrypt in Phase I), a challenge attribute set S*. Now, B selects a bit i <— {0,1},
computes (tok”, sky,.) <— TokenGen(PP, I'},, tsk, sks), and sends (tok™, sky,) to A.

Phase II. A queries as in Phase I along with the following conditions:
— O oken (L1, S) with I ¢ {Ft*(g F*(O)}

— O seuren( T, 5%, OT) with either (W |= I A W = Tjy)
or (W £ Iy A W £ I'f,y), where W is involved in CT.

— Oudecrypt (I3, 8%, CT) with either (W = Iy A W = IT)
or (W £ Iy N W = I,)), where W is from CT.

Guess. A makes a guess ¢ and if i’ = i, A wins.

The advantage of A is Adv"\ID KAk (1) |Pr — 1/2‘.

Definition 19. (Verifiability). Our scheme is verifiable if there is no PPT adversary
A having the cloud secret key that can win the subsequent game with a non-negligible

advantage against a challenger B.

Setup. B runs all the Setup algorithms and generates (mpk, msk), (tpk, tsk), and
(cpk, csk). 1t sends PP = (mpk, tpk, cpk) and csk to A.

Phase I. The oracles listed below are accessible to A.

o 04 (S) : Taking an attribute set S, it creates and sends the user’s decryption
key skg to A.

o 0" (S, W, I'!) : Given an attribute set S, a keyword set W and an encryption
policy I'’, where S & I, it returns a re-key to A.

o O oken(l%, S) : On input a Boolean keyword formula I'; and an attribute set
S, B sends a token tok to A.

o O uren(CT, I, S) : Taking an attribute set S, a Boolean keyword formula 7,
and a ciphertext CT, it sends the search result either 0 or 1 to A.

® Oyansform (L3, S, CT) : Given a ciphertext CT,[; and S, B returns a trans-
formed ciphertext C'T, or L.

® Oecrypt(L3, S, CT) : On input CT, I, and S, it outputs a message m or L.
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Challenge. A sends to B a message m*, a keyword set W* and an encryption
policy I'*. Now, B outputs CT™* < Encrypt(PP, m*, I'*, W*) or

CT* + Re—Encrypt(PP, csk, Encrypt(PP, m*, ., W), rk*), where

rk* < Re-KeyGen(PP, skg, I'x, W*), S |= I., and sends CT”* to A.

Phase II. A queries as in Phase I except the following:

- Otmnsform(OT*,Ft, S) if S |: Fe* and W* }: Ft-

Output. A outputs CT75,, I} and S*.
If Verify-and-Decrypt(PP, CTY,, sk;.) ¢ {m*, L}, A wins. Here, sk}, can be produced

try

through a query on O}, (I}, S*).

token

The advantage of A is defined as Adv'y" ™" (1%) = Pr[A wins).

5.3 ABPRE-BKS Construction

We define a Boolean keyword policy as I = (ICy, ¥7, {wye () biele,). Here KC; repre-
sents a matrix with dimension ¢; x n;. The rows of ; are mapped to generic keyword
names WV via the function ¢; and each row in K; is associated witha keyword value,
denoted by wye). Let W = {{W : w]} is a keyword set, where W° = {W}. If

W |= I then there exists a vector d@ = (ay, as, . .., as,) which satisfies the following
(1) 6 . ICt — Tnt

(ii) a; =0, for all i € [¢;] such that ¢ (i) ¢ W°
along with wye;) = w, for all i € [(;] satisfying ¢ (i) =W € W*°

PKG.Setup(1%,U). Given the security parameter 1* and an attribute universe U, it

executes the following steps.

e Choose a pairing tuple A = (p, g, G, Gr, e).
e Pick o, 3 +— Zy and set X = %Y =e(g,g)*

o Choose g1, g2, g3, 91, 95 Go. 97: gs: 9o — G-
e Set M = {0,1}* as the space of all the messages.

e Choose ten collision-resistant hash functions: H; : {0,1}** — L,
Hy: Gy — {0,1}** H3:{0,1}* = G, Hy : Gy — 7y,
Hs :{0,1}* — {0,1}75, Hg : Gy — Z, Hy - {0, 1} — Z7,
Hg : {0,1}* — G, Hy : {0,1}* — Zy, Hyy : Gy — Z;. Here, H3 and
Hyg are independent hash functions, and H,,Hg, and H;q are independent

hash functions.
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e Finally, output the master public key mpk = (A, X, Y, {g:})_,, M, {H;}1°)

and the master secret key msk = g*.
TGC.Setup(mpk). Given input mpk, it

e chooses ', by, by, by, by +— Z,, and computes
hi = g™ hy = g", hy = g%, hy = g* and hy = e(g, g5)",

e outputs TGC public key tpk = (hr, hy, ha, hg, hy) and TGC secret key
tSk = (,y,a b17 b27 b3a b4)

PCS.Setup(mpk). Taking mpk as input, it
e picks ' <— Z and sets X =X,
e outputs PCS public key cpk = X and PCS secret key csk = 3.
Set PP = (mpk, tpk, cpk).

KeyGen(PP, msk,S). Given input PP, msk and an attribute set S,

e sclect 7 +— ZY and set K| = ¢ Ky = g", K, = Hy(x)",Vz € S.
e Output decryption key skg = (S, Ky, Ko, { K3 }zes)-
Encrypt(PP,m,T., W). Given input PP, a message m € {0,1}*, a DNF encryption
policy I, = By V By V ---V B, and a set W = {[W : w|} of keywords
(where W° = {W} represents the set of generic keyword names and the set

{w} the corresponding keyword values), it generates an original ciphertext CT

according to the following computations.
e Select &, 0" +— /el < {0,1}*, and set
o' =¢% 0" =X s = Hi(m|]7).
e Choose s; <— Z, Vi € [n] and compute

Co = (m||y) @ Hy(Y?),Cy = g6 ™) 0y — g2

Cri=X*([] Hs(y)™, Coi = g%, Vi € [n]

yEB;

5 = Hy(Y*),tag = H;(6]|Cy)

Set Cte = (Fea OJa Oﬂa CO? Cb 027 {Cl,i7 CQ,i}iG[n])'
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e Choose pyy, Twi, Tz — Zy, YW € W* and compute
Iy = BTV Lyyg = ht, s = B ™2 Ly = hp¥?,

s = (9593)" 91 %, Iwe = (95°93)"V g5 °, kr = h7,

Set cty = (W°, kr, {Iw1, e, Iws, Iwa, Iys, e pwewe).
e Choose e +— Z3 and compute C' = (g8g5g0)®, where o = Hr(ct||cty|tag).
Finally, output the original ciphertext CT = (ct., cty, tag, C, €).

Re-KeyGen(PP, skg, '), W'). Given input PP, a decryption key skg, a DNF encryp-
tion policy IV = By V ByV ---V By, and a set W' = {{W' : w']} of keywords
(where the set W' = {W'} represents the set of generic keywords names and
the set {w'} is the corresponding keyword values), it generates a re-encryption

key rk by performing the following calculations.
e Select 8y, 0y — s, d,m < {0,1}*, and set

o= g", 00 = X” 5" = Hy(6||71)

e Choose s, +— Z*, Vi € [t], and compute
Cy = (dllm) © Ha(Y*), ¢ = g e, 1 = X ([ Hsfw)™,

yEB]

ba= g%, 6 = Hy(Y"), tagl = H5(8'||Cy)
Set Ct/e = (Fe/7017027 (/]7 17 {C{,z‘v é,i}iE[t})'

/ / / u * / 10
o Choose iy, Ty, Tyyrg — Zo, YW € W' and calculate
I, = h“%/v'_”{/v’l I — h”;v'l I — h“ﬁ/v'_”{/v'z I, = h”{/\ﬂz
wi = v hyrg = Ng s Lyyrz = N3 s by = g7

Lyrs = (95" 95)" 95" Tg = (93 g3)"w g5°, Ky = Dy

Set ct), = (W’O7k§“7{j{/\)ll, {/VIQ, 1//\;/3, 1//\/’47‘[1//\//57]{/\/’6}W/€W’0)'
e Choose ¢/ +— Zy, compute o' = Hy(ct,||ct)||tagl||S) and set
C" = (97 95 90)""
e Set ctr, = (ctl, ct), tagl, ", ).
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e Choose 7 +— Z,, and set
rko = Kflg(¢)g?>rkl =g ks = ng((z))a

T]Cz = ng(¢), Vz € S, T’k'3 = Ctrve
e Finally, output the re-encryption key vk = (S, rko, rk1, rko, {rks }res, 7k3).

Re-Encrypt( PP, csk, CT, rk). Taking PP, csk, an original ciphertext CT and a re-

encryption key rk as input, it performs the subsequent computations.

e Check whether the re-encryption key contains valid S, I/, W’ or not by

verifying the following equation

/ / ? e(oq.0 csk =
e( Lg? gg gg> = e(gHG( (01,02) )70’)

where o' = Hr(ctl||ct)||tagl||S).

e Next, compute o = Hy(ct.||cty||tag) and check validity of the original

ciphertext using the subsequent equations,

6(01,91) ; 6<gH6(€(a”70'/l)csk),02) (51>

e(Cr. g80500) = e(91.C) (5.2)

VZ c [n]’ e(Cl’i’g) ; e(C%/HG(e(g’7g//)Csk)7X) . 6<027i7 H H3(y)) (53)
yeB;

If the three equations (5.1), (5.2) and (5.3) do not hold simultaneously,

output L. Otherwise, execute the following.

o If S}~ I, output L. Otherwise, S D B; for some ¢ € [n], then compute

G(C%/Hﬁ(e(glp_//)csk)’ Tko)

T pu—
e(Ca,rky) - e(Chyyrks) - e(CjSl, I rkw)

TEB;

e Finally, output the re-encrypted ciphertext CT = (S, Cy, Cy, Cs, T, rk3).

TokenGen (PP, I, tsk, skg). It takes the input PP, a decryption key skg, the trap-
door secret key tsk and a Boolean keyword formula I'y = (I, ¥7, {wye i) Fieler))
where K, represents a matrix with dimension ¢; x n;, the rows of K; are mapped
to generic keyword names W via the function ¢} and each row in K, is asso-

ciated witha keyword value, denoted by wye(;). Then, it outputs a token and
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the corresponding transformed secret key pair (tok, sky.) in the following way.

Note that I'? = (K4, 7), which is a keyword policy with only keyword generic

names.

TGC picks &, & +— Zy and g, q; — Zy, for each i € [{;] and sets
I, = ¢°.

It sets 77 = (fy’Hlo(pp), Y2, Y3, . . . ,ygt), where pp = e(Iy, X)5/

and ¥, Y3, - - ., Y, <— Z,. Next, it computes ¢; = ICt(i) -1, for all i € [¢y],
where IC,@ is the i-th row of ;. Next, TGC computes and sends the
trapdoor

Trp = (1%, 11y, Iy, {1151, I}y, I3, Ust, Usg, Uis, Ui Ficpe,)) to the DU, where

’ ¢ bibagi+bsbad]
H2:X§>Hi1:96'g4 )

H;2 — gglb26i+b3b4§§’ ;5 = HB(PPHF:;HKZ)EZ')) .gb1b2§¢+b3b4§§7

Wapo (i —d; W0 (4 —d;
Un = (g, g3) 8% Uy = (g5 """ g3) "%,

w, o i sl w,,o i _
Uiz = (9o vl )93) ngda Uis = (95 vl )93) ibs

Then, the DU chooses ¢y, ¢a, 3 +— Z,, and sets

7= (¢3/q§1,y§,yg, . ,ygt), where 5, y5, ..., ¥, VAL Z,. Next, it com-
putes

v =K i, for all i € [¢,], sets sky = (61, ¢o) and

tok = (7,1, Uy, {11, g, i3, Uiy, Usa, Uiz, Usa Yicle), D1y Doy { Dy byes),

where

My = X"y, Dy = (K- X%)Y%2 D, = (Ky)Y/? D, = (K,)Y/%, Wy € S.

Remark 10. The distribution of the token
tok = (FtO7H17H27{Hi17Hi27Hi3;Uilan27Ui37Ui4}i€[€t];D17D2>{Dy}y€S> of a
keyword policy I = (Ky, 07, {wye (i) bier,)) and an attribute set S is of the

form

( 3

Hl :g§7H2 :X£/7

¢ bibaditbabag;

Uiy =g -94 )
o /!

o = Xy,ygglbzq/ﬂrbamqi,

;3 = Hs(pp|[T2[|C(V) - gbibaditbabad (5.4)
Ui = (g;}w?(i)g:s)_qih , Uss = (g;‘}'l/’f(i)g?))_qin7
Ui3 = (g;w?(i)g3)7d;b37Ui4 = (g;uw?(i)gg)fng4
D, = ga/¢2X‘r'X¢3/¢27D2 _ gF’Dy _ (Hg(y))T
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where &, &', Gi, G;, T, G1, b2, @3 are random exponents (elements in Zy ), (; (resp.
v;) is the ith share of 7'~ Hyo(e(I1y, X)&') (resp. ¢s/¢1) with respect to the policy
(K, 107), (7, b1, ba, bs, by) is trapdoor secret key, g% is system master secret key.

This distribution is used in our ABPRFE-BKS security study.

Search(PP, CT, csk, tok). Given input PP, CT (an original or re-encrypted cipher-
text), csk, and tok, PCS outputs 1 or 0 as follows.

Case 1. If OT = (ct., cty,tag, C,¢) is an original ciphertext, then compute
o = Hy(ct.||cty|tag) and check validity of CT" by the equations (5.1), (5.2)

and (5.3). If any of the above equations is not true, return L.
’ //)csk

Otherwise, set B = ¢,/ Hslelo"o
Zie[ﬁt] a;(; = ' Hyo(e(Il1, I5) %), by performing the secret recovery phase of
LSSS.

Let &; = Hg(e(Ily, H2)03k||Ft°||/C§i)) and calculate

= o ) T (e o )

i€ [0 1€[0t]

Jo = H {e<lzp§(i)17Ui2>€<[w§(i)2aUi1>6<1w§(i)37Ui4>€(1¢§(i)4>Ui3>} Z

1€[4¢]

) and obtain @ = (ay, as, . . ., ay, ) satisfying

and check whether J;Jy = kpM0CII2) C1f thig is true, output 1 and set
the corresponding matching ciphertext as CT,, = (ct., cty, tag); otherwise,

output 0.

Case 2. If CT = (S8,Cy,C1,Co, T, rks) is a re-encrypted ciphertext, then
compute ¢ = Hz(ctl||ct)||tagl||S) and check validity of C'T by the following

equations,

e(g"eclro™) C) (5.5)
e(CHME ™) ) e (Cy T Haly) (5.6)

yEB,

e(C1, 9% 95 90) =
Vielt] e(Ciig) =
If anyone of the equations (5.5) and (5.6) is not valid, return L.
Else, set B = C’ll/Hﬁ(e(U/"’")“k), D= C’{l/HG(e(Ul’@)CSk) and obtain
a = (a,as,...,ay) satisfying Zz’e[m a;(; = 7' Hyo(e(I1y, I15)¢*), by performing
the secret recovery phase of LSSS.
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Let ¢; = Hg(e(I1y, H2)63k|’FtOHK§i)) and calculate

Q1 = 6<D= II H?f) <[] €<Hi3'5i_17]fz)§<vz)5> l

1€[4] i€l

@ = H {e<11//’§(i)1’Ui2>€(11,ﬁf(i)2’U“)e(L/ZJf(i)B’Ui4>e<lz//1§(i)47Ui3>} Z

1€[0¢]

Check whether () (> - k’TH“)(e(Hl’HQ)CSk). If this is true, output 1 and set the
corresponding matching ciphertext as CT,, = (59, Cp, B ,Cy, T, rk3); otherwise,
output O.

Transform(PP, CT,,, tok). Given input PP, CT,, and tok, PCS outputs CT4, or L

as described below.

Case 1. Suppose CT,, = (ct,., ctg,tag) is a matching original ciphertext.
If § |~ I, output L. Otherwise, proceed further. Compute

o o T T (e )

1E€[4¢] 1€[4y]

R = JiJo

Since S = I, B; C S for some j € [n],

5 = e(Ch,4, Do)
e(Caj, [1,en, Dy)

Ji = e(B,Dy)

Ry, = J;'-J,

The transformed ciphertext CT,. = (Ry, Ry, Cy, Cs, B, tag).

Case 2. Suppose CT,, = (S,CO,E,CQ,T, rk3) is a matching re-encrypted
ciphertext. If S’ |£ I'!, output L. Otherwise, proceed further. Compute

QO = e(D, H H?ﬁ) H e(Hig-ei_l,I{pg(i)G)ai

i€ [0 1€ 4]

Vi = Qi@
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Since S’ |= I, B; C S’ for some j € [t],

6(0{’]',1)2)
Qs = -
€<C2,j7 HyeB;. Dy)
Q4 = e([ijl)

Yo = Q5" Q

The transformed ciphertext CT4, = (Y3, Y, Co, C, B,D,C,,T, tagl).

Verify-and-Decrypt(PP, CT\,, sky.). Given PP, CT,,., and sky,, it validates the accu-
racy of the search outcomes provided by PCS and then outputs the message

m or an error symbol 1.

Case 1. If CT}y, is a transformed original ciphertext, then compute

Q= R;” - RJ* and § = Hy(Q). Check whether
H;(3||Cy) = tag

If this condition is false, the error symbol L is returned to confirm that the

PCS deceptively returns a false search result. Else, the delegator computes
Co ® Ha(2) = ml|y

and outputs m if B = g1 and Cy = ¢ ™" Otherwise, return L.

Case 2. If CTy, is a transformed re-encrypted ciphertext, then compute
=Y, Y and & = H,(Q). Check whether

Hs(8'||Cy) = tagl

If this condition is false, the error symbol L is returned to indicate that the

PCS deceptively returns a false search result. Else, the delegatee computes
Co & Hy(Q) = ¢l|m
and returns ¢ if D= g @M Next, it computes

Co ® Ha(TY D) = ml|
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and outputs m if B= gM ) and Cy = ¢

Hy (mlly)

Otherwise, it outputs L.

Correctness of ABPRE-BKS

Theorem 11. If S |= I, and W = Iy, then the delegator can verify the accuracy of

search results and recover the original message m from the original ciphertext CT.

Proof.

Ji

J2

Let ¢; = b1bag; + bsbaq.. Since W = I, we have ZEZ[; }ai(‘i =~ Hyo(pp). Then

= e H%) X H < 13'572_17[1/J§(i)5> Z

ze[ft] 1€ [44)

1 He(e(o! 0_// csk i ’ w¢°(i) o) —s a;
/He(e( Ilg6 94) . ||€<g<ﬂ7<92 ¢ gg)“w’f()g4 >
€[ty i€[6]

sHg(e(o! %)

= H{ < Wa”)cs’“)) ngg4i)ai . €<g’g4)—5§0iai . (g g;}w)g )ng(i)apmi}

e(9,94)" - e(g.96) ™" e(g. ga) e (g,g;%tmgg)%?“’%ai}

€[4¢]
S € ]alg Wpo (i ) /Jqpo(i)'%oiai
= (g g6) L T e(9: 9 t
1E€[4¢]
_ sy"-H1o(pp) Wap2 (3)  \ Hp© (5) " Pii
= ¢(g.9) T elg:9.7" g5)"
1€[4¢]

= H{ (Tug s Uiz) - e(Tugiinz, Un) - €(Lug iys, Uia) 'e(fwsu)@Uz’s)} 1

’LE Et

#w () " T2 (i1 Wy (3) —q;b T2 (i)1 Wy (3) —q;b
= {6( ‘ ! (92 ' 93) 2) '6<h2 ' a(92 ' 93) 1>

1E€[l¢]

WO T2 W) N\ —qiba Tyo()2  Weo(i) \—qibs) | Y
X@<h ! ! (gzt 93) ) elhyt a(92t 93) !

wwt (3) ) sz1b2(ﬂ¢ (i)~ T’t/)?(i)l) . ( wwt (1)93)7qvib1b2T¢§(i)l

= 11 {e 9. 95 e(9 92
1E€[l]
W2 (i) —;b3ba(pye iy~ Tyo (iy2) W2 (4) —qibabaTyo ;5 |V
xe(g,9,"" " 93) FOTED e (g, 9, g3) t
W @)\ ~Hy i) (01b2di+b3bad;)a W2 (i) N —Hyo (4)PiGi
= [Ietg.9,7" " gs) "5 = [Ietg. 9,7 gs) "5

1€[l] 1E€[l]
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Hence,

Jl J2 _ 6(9796)8'7/.H10(PP) _ h;Hlo (E(thz)csk) _ kTHIO (E(Hl,HQ)CSk)

Now,

b (T T 1)

i€[4] i€ty

- H {e<gs>gﬁyigépi> ie(g%‘, (g;%?“>g3)“w§<i)g5—s> }
1€[4¢]

- 11 {6(95795”")%6(95,g;"")“"e(g,g;”w?“)gg)#wfuwai , 6(9795)7&01%}
1€[4¢]

= H {e(g’g)Sﬂaiw . e(g,g?”f(i)g?))“w?(i)%“i}
i€[ly]

= 6(97 g)ﬁsiei[%t]a,-w . H {e(g’g;}ﬂ’?(i)gg)uwg(i)%ai}
1€[€4]

= (9.9 T {eloron ™ 0)" 107 }
1€ [ly]

Ry = JiJy= e(g,g)ﬁs'¢3/¢1

Since S ): Fe7 we get

e(Cl,ja DQ)
e(Cay. 1 Dy)

yEB;

e(gﬁs H Hg(y)sj’gr/(m)

yEB;

e(g%, gH3<y)r/¢z)
yeby
)55'7“/%

Jy =

= ¢(g.9

Ji = e(B,D)
— (gt g7t gie) Y
)
R2 = J3_1.J4
= e(g g) —ﬂm/d)ze(g g)a.s/¢2e(g g)ﬁrs/¢26(g g)ﬁs¢3/¢2
= ¢(g.9)" " elg, g)P+0s/o

57’8/¢)2 58(;53/(;52

¢(9,9)
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Now,

Q = R”- Ry

s —¢ sa ¢ s ¢
_ (6’(9,9)6 ¢>3/¢1> 1<e(g,g) /¢2> 2(@(9’9)5 ¢>3/¢2> 2
= e(g,9)"
— ys

5 - H4(Q) - H4(Ys>
Hence, H;5(6||Co) = tag

Co @ Hy(Q2) = (m||y) @ Ho(Y?) ® Hy(Q2) = m||y

NOW, ng(mH’Y) = gs = B and g{—h(mHV) = g‘l9 = 02

Therefore, the delegator accepts m as valid message. O

Theorem 12. If S = T., 8" I and W' |= I'|. then the delegatee can verify the

e

accuracy of search results and recover the original message m from the re-encrypted
ciphertext C'T.

Proof. Since S = I, we have

e(Cll/H(j(e(oJ’oJ,)CSk)’ rko)

e(Ca, k1) - e(Chy, k) '6(02;1, I rkz)
z€B,;
€(g57 g(oc-‘rﬁr)Hg((j))g;])
e(gf,gn) . 6(9/35 H H3($)Si,gTH9(¢)) . G(g_si’ H H3(:L,)7"H9(¢))
z€B; xEB;
c(g,9)*"? - e(g, g)rrtel®)
e(g, g)PrsHo(¢)
)asH9(¢)

T =

= e(g,9

In a similar way, as shown in proof of Theorem 11, ¢); and ()2 can be computed,
and it can be shown that ¢ QZ:k/THlo (e(]'[l’l'b)csk).

In this case, we get

Vi =e(g,9)" " Yo = e(g.9)""" - e(g,9)7 %
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Now, the delegatee can recover the message m as shown below.

O = Y1—<751 . Y2¢2

s’ —¢ s @ s o)
_ (6(g,g)ﬁ ¢3/¢>1) 1(@(979) /¢>2> 2 <€(g,g)ﬁ ¢3/¢2> 2

= ¢(g,9)™
§ = Hy() = H, (e(g,g)“') — Hy(Y?)
Hence, Hs(0'||C}) = tagl.

Now,
Ch® Ha(S) = (6llm) & Ha(e(9,9)™" ) & Ha() = ¢l|m.

Co @ Hy(T109) = (mly) & Ha (e(9.9)™) © Hz(e(9,9)"") = mlby. =

5.4 Security Proof

In the following theorems, we demonstrate the security of our scheme.

Theorem 13. Our ABPRE-BKS scheme demonstrates IND-CCAZ2-Or security against
a Type-1 adversary, with the DBDH problem assumed to be hard.

Proof. Let a PPT Type-1 adversary A breaks IND-CCA2-Or security with non-
negligible advantage, then a challenger B can solve the DBDH problem by inter-
acting with A as given in IND-CCA2-Or-Type-1 game. Given the DBDH problem
abc

instance (A, A = g%, B = ¢°,C = ¢°, Z), B has to ascertain if Z is equal to e(g, g)

or Z has been randomly selected from Gr.
e skys: It stores tuples of the form (S, skg).

o rkys: It stores tuples of the form (S, I, W’ rk, flag) where flag € {1,0}.
Here, flag = 1 indicates rk is a valid re-encryption key, and flag = 0 indicates

rk is randomly chosen.

Init. A sends a challenge attribute y* € U to B.
Setup. B generates the system public parameters as follows. It picks o/ +— Z,

and implicitly sets a = o’ + ab. It calculates

Y =e(g.9)" - e(A, B)



CHAPTER 5. 135

It also chooses B — Z,, and implicitly sets 3 = B + 0. It computes X = gﬁ - B.
Next B samples 21, 29, 23, 24, 25, 26, 27, 28, 29, 2% Zg — Ly, sets g; = g* for all

1=1,2,3,4,5,6, and computes
gr = g7 A, gs = A, gy = g7 A%

It chooses ten collision-resistant hash functions Hy : {0,1}** — Z7,
Hy:Gp — {0,1}*, H3 : {0,1}* = G, Hy : Gy — Z;, Hs - {0,1}* — {0, 1},
Hg: Gy — Z¢, Hy - {0,1}* = 72, Hy: {0,1}* = G, Hy : {0,1}* = Z7,
Hyo : Gr — Zy, in which Hj is calculated as follows.
HY' . Tet y € U be an attribute with y # y*. A queries Hy for Hj(y), if
(y,vy, g%) exists in HY' returns g'v. Otherwise, choose Uy T Z,, and returns
g%. Adds (y,v,,g%) to HEt. If y = y*, choose v,+ +— Zy and returns ¢g*v*C'. Adds
(y*, vy, g% C) to HLst,
B sets mpk = (A, XY, {g:}i-y, M, {H:};2)).

Next B chooses v, 3, by, by, bs, by <— Zy, computes hy = " hy = g,
hy = ¢",hy = ¢*, hp = e(g,96)", X = X? and sets tpk = (hr, h1, ha, hs, hy),
tsk = (v, {b:},), epk = X and esk = f3'.

B sends PP = (mpk, tpk, cpk) and csk to A.
Phase I. The following set of queries is posed by A.

o Ou(S) : Here y* € S. B searches skys. If (9, skg) already present, output
skg. Else, it picks 7 +— Z,, and implicitly define r = 7 — a. Compute

Ki=g"g"APB Ky = g A7 K, = g""A™, Wy e §
B adds (S, skg) to skys.

o O(S, W, I) : B searches rkyjs. If (S, 17, W, rk,*) exists, it returns rk.
Otherwise it does the following.

— If y* € S but skys does not contain any pair (S', skg/), where S’ = I,
B chooses each components of rk randomly. Adds (S, I, W/, rk,0) to
rklist-

— Otherwise, if y* € S, B queries Og(S) and generates rk using the ob-
tained skg. Adds (S, skg) and (S, I, W', rk,1) to skys and 1k, re-

spectively.
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e O.(CT,S, W I : If equations (5.1),(5.2) and (5.3) do not hold simulta-

neously or y* € S and (S5, skg/) in skyg with S = I, output L. Else, if
there exists a tuple (S, I, W’ ,rk,*) in rkjs, then CT will be re-encrypted
using rk. Else, B issues O (S, W', I'!) to get rk, where S F& I'!. Next, CT is

re-encrypted by B using rk. The final result will be given to .A.
® Ouoren(ly, S) : B performs the following cases.

— If y* € S, B chooses &,&,d,d',d", ¥, +— Zy, and implicitly sets
o1 =ad"/(dd), oo = a/d, 3 = ad” /d. After this, B computes the token
tok = (17, 11y, Iy, {1, g, T3, Uir, Usa, Uiz, Usa }ieje,) D1, D2, { Dy }yes)
corresponding to the keyword policy I, = (KCy, ¥7, {wye (i) }iele,)) as follows.
Set 7 = r /s,

g, if y # y*

Dl — ngi"'-}—d’/’ D2 _ g?’"'7 Dy — )
(g'uy* C)T, lf y — y*

I, = ¢¢, pp = e(Il;, X)¥, ij = (v Hio(pp), Y2, Y3, - - - Ye, ), Where
Yoy Yss -y Ye, o 2, and ¢ = K - 77, for all i € [6].

Also, set 77 = (¢3/d1 = ', 45, ¥4, ..., y},), where yh, v, ...,y A 7y,
and v; = K" - i, for all i € [£,).

Now, B calculates the rest of the token components as shown in con-
struction and sends the token tok to A. Note that, in this case, B does
not know sk = (¢1, ¢2); however, the simulation of tok is similar to the

original construction. It can be seen from Remark 10.

— If y* ¢ S, it computes skg < Og(S). Then, it returns
(tok, ski) <— TokenGen(PP, I, tsk, skg) to A.

® Ogeuren(It, S, CT) : Taking a ciphertext CT, a Boolean keyword formula [7,
and an attribute set S, it outputs the search result

1/0 < Search(PP, CT, csk, tok), where tok < Oopen (I, S).

® Oyecrypt(L3, S, CT) : B responds as follows,

(i) Suppose CT is an original ciphertext. If equations (5.1),(5.2) and (5.3)
do not hold simultaneously or S (& I, or Ogearen (13, S, CT) — 0, return
L. Else, B does the following.
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— If y* € S, B does not have the transformed secret key sk, accord-

ing to Oyoren(l3, S) and hence it proceeds in the following way. It

calculates
0= e(B,g™) - e(C(B) rertent=n), g™ _y»

and 0 = Hy(Q2). Note that p+ zie + z5 = 0 happens with probability
at most 1/p and hence p + zie + 2§ # 0 since p is very large prime
number. Next, B checks whether Hs(d]|Cy) ~ tag. If this is not true,
it returns L. Otherwise, it computes m||y = Cy® H3(f2), and returns
mto A if B = ¢gh(m and ¢, = gfl(m‘h).

If y* ¢ S, B knows sky.. Hence, it computes the transformed cipher-
text CTy,. < Transform(PP, CT,,, tok) and returns to A the output
of the algorithm Verify-and-Decrypt(PP, CT\,, sky,).

(ii) Suppose CT is a re-encrypted ciphertext. If equations (5.5) and (5.6) do
not hold simultaneously or S £ I'! or Ogeqren (I3, S, CT) — 0, return L.
Otherwise, B does the following.

— If y* € S, B does not have the transformed secret key sk;. according

t0 Oyoken (1, S) and hence it calculates

%

and 0’ = H,(§Y). Note that p'+2z4¢’ + 24 = 0 happens with probability
at most 1/p and hence p' + z{€’ + z5 # 0 since p is very large prime
number. Next, B checks whether H5(d'||C))) = tagl. If this is not
true, it returns L. Otherwise, it computes ¢||y, = Cj @ Hy(Q') and
obtains ¢ if D = gH1(@lm)

Next, B computes m||y = Cy & Ho(THH9(®) and returns m to A if

%

B = g 1(m]]y) and C Hl(mH’Y)

If y* ¢ S, B knows sky.. Hence, it computes the transformed cipher-
text CTy,. < Transform(PP, CT,,, tok) and returns to A the output
of the algorithm Verify-and-Decrypt(PP, CT\,, sky,).

Challenge. A selects two equal length messages mj and m;, a challenge encryption

policy I = BYV By V...V B}

and a challenge keyword set W”*, and sends to B.

n’

Now, B selects a bit i +— {0,1}, outputs CT* < Encrypt(PP, m}, I'* A y*, W*),

where I Ny* =

(Byu{y*H) V(B U{y*}) V.-V (B:U{y*}), in the following way.
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— Pick v* € {0,1}* and implicitly define H;(m}||y*) = c.

— Select ¢',0" «— Zy, and set o’ = ¢, 0" =X

— Implicitly define s; = §; — b, for all ¢ € [n] and compute
Cy = (mf||7") ® Ho(Z - e(g™, C)), C = CHo(ele X)) o — o=

= g o ] (8), 5, = 57,
yEBZ.*
y7y*
0* = Hy(Z - e(g*,C)), tag" = H5(5*||C}).
Note that Cf; is corresponding to Bf U {y*} in the encryption policy I'7 A y*.
Set cty = (I'F Ny*,0',0",Cf, CF, C5,{C5 4, O3 Yiem))-
— Choose fiy, Ty, Tiws —— Zy, for all (W :w*] € W7,
where W*° = {W} and compute

Ly = W™ 7™ By = b, By = R ™2, Iy = by,
Bys = (95" 93)™ C™*, Lyg = (95" 93" C ™ Ky = e(C, gs)"

Set CtZ - (W*O’ k}’ {[;VD I;V2> [)t\/Sv [%4’ [;/(Vfw I;V6}W€W*°>

—o*—2! = * *
— Choose e* = =22 and compute C* = C*7¢" 2" +20) yhere

*

8
0" = Hi(ct||ctz|[tag®). Finally, output the challenge original ciphertext
CT* = (ct*, ct}, tag*, C*, &%).

Phase II. A continues to query similar to Phase I, with the exception of the
limitations imposed by the IND-CCA2-Or-Type-1 game.

Guess. A outputs a bit ¢/ € {0,1}. If i' =i, A wins.

If Z = e(g,9)®, the challenge ciphertext CT* is valid. But, if Z +— G, the
challenge ciphertext C'T* is independent of the bit 7 in the view of A. Hence, if A
has a non-negligible advantage in winning the game, B can solve DBDH problem

with non-negligible advantage. O]

Theorem 14. Our ABPRE-BKS scheme demonstrates IND-CCAZ2-Or security
against a Type-2 adversary, with the DBDH problem assumed to be hard.

Proof. Let a PPT Type-2 adversary A breaks IND-CCA2-Or security with non-
negligible advantage, then a challenger B can solve the DBDH problem by inter-
acting with A as given in IND-CCA2-Or-Type-2 game. Given the DBDH problem



CHAPTER 5. 139

instance (A, A = g%, B = ¢°,C = ¢°, Z), B has to ascertain if Z is equal to e(g, g)**

or Z has been randomly selected from Gr.
Setup. B generates the system public parameters as follows. It picks a, 3 +— /m
and sets Y = e(g,9)% X = ¢°. Next, B samples {g;})_, +— G, and chooses ten
collision resistant hash functions {H;}!°, same as given in construction, in which
Hg is calculated as follows.
H{' : A queries Hg with ¢°. If (C} = gSHG(e(“/’X)(S”),gS,Hﬁ(e(a’,)z)‘s”)) exists in
HUst returns C). Otherwise, it picks &', 6" <— Zy, computes o’ = q",
Ci = QSHﬁ(e("/’X)(SN) and returns C. Next, it adds the tuple (g*, Hg(e(o!, X)), Ch)
to Hls.
B sets mpk = (A, X, Y, {g:}_,, M, {H;}}°,) and msk = g“.

Next B chooses v, by, b, by, by +— Z,, computes hy = g hy = g%, hy = g%,
hy = g", hy = e(g,g6)", and sets tpk = (hr, ha, ho, by, ha), tsk = (7, {b:;}iy). Tt
implicitly sets csk = a and cpk = AP.

B sends PP = (mpk, tpk, cpk) to A.
Phase I. A queries for the oracles O, Op; Ore, O tokien, O’ search and O gecrypt- Since B
knows msk and tsk, it runs suitable algorithms to answer A’s queries to O, O, Oy,

/
(@) token and Odecrypt-

o O euren(ly, S, CT) : Suppose CT is an original (resp. re-encrypted) ciphertext.
If the entry corresponding to C (resp. C1) is not found in Hg list, BB returns L.
Else, it obtains tok <— O ppen (1, S) and returns 1/0 <— Search(PP, CT, x, tok)
to A.

Challenge. A selects two equal length messages mj and mj, a challenge keyword
set W* and a challenge encryption policy I = BTV B3V ...V B}, and sends them
to B. Now, B selects a bit i +— {0,1}, returns CT* in the following way.

Pick v* € {0,1}* and compute Hy(m}||7*) = s. Choose s; +— Z3, for all i € [n]
and also pick €, i, Tiwt, Tie — Zy, for all W € W°. Compute

o' = B,o" = CP,C; = g

The remaining elements of CT* will be calculated in a similar manner as the con-
struction. Finally, A receives the challenge ciphertext CT™* from B.

Phase II. A continues to query similar to Phase I, with the exception of the lim-
itations imposed by the IND-CCA2-Or-Type-2 game.

Guess. A outputs a bit ¢ € {0,1}. If i’ =i, A wins.
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If Z is equal to e(g, g)®¢, the challenge ciphertext CT* is accuratately derived.
However, if Z is randomly chosen from Gr, the CT* is not dependent on i in the
view of A. Hence, if A has a non-negligible advantage in winning the game, B can

solve DBDH problem with non-negligible advantage. O]

Theorem 15. Qur ABPRE-BKS scheme demonstrates IND-CCA2-Re security
against a Type-1 adversary, with the DBDH problem assumed to be hard.

Proof. Let a PPT Type-1 adversary A breaks IND-CCA2-Re security with non-
negligible advantage, then a challenger B can solve the DBDH problem by inter-
acting with A as given in IND-CCA2-Re-Type-1 game. Given the DBDH problem
tuple (A, A= g%, B = ¢*,C = ¢¢, Z), B has to ascertain if Z is equal to e(g, g)* or
Z has been randomly selected from Gr.

Init, Setup, and Phase I are similar to that of Theorem 13.

Challenge. A sends to B two equal length messages mj and mj, a challenge en-
cryption policy I'* and a challenge keyword set W*. Now, B selects i +— {0, 1},
computes a re-encrypted challenge ciphertext

CT* + Re—Encrypt(PP, csk, Encrypt(PP, mf, ., W), rk*), where

rk* < Re-KeyGen(PP, skg, X Ny*, W*), S = T,

>Ny = (ByU{y*}) V(B3 U{y*}) V.-V (BrU{y*}), in the following way.

— Pick v*, ¢*,7F € {0,1}* and set Hy(m}||y*) = s.
— Select 6™, 6" +— Zy, and set o™ = ¢ o= X"

— Compute

6//*

Cs = (m{[|y") ® Ha (€(g,g)a/‘se(A, B)*),Ct = geHo(ele K1)

Ch = g5, T" = e(g, g)* @ e(A, B)*Ho(@")

Implicitly define Hy(¢*||77) = c.
— Select 6%, 65 <— Z,, and set o7 = ¢l o5 = X%,

— Implicitly define s} = s — b, for all ¢ € [n] and compute

C(/)* - (¢*||7I) S¥ H2 (Z . e(g(l" C))701* — CH6 (e(af,X)ég)’
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CP = CP g B O H (g% B™™), Cy = ¢ B!,
yeBY
y#Y*

0 = Hy(Z - e(g*,C)), tag; = Hs(0"]|Cy").
Note that C; is corresponding to Bf U {y*} in the encryption policy I A y*.
Set ct!* = (I'* Ny*, 07,05, C0%, CF, {CT5, CFiYiem))-

— Choose iy, Typy, Tyyy <— L3, for all W : w*] € W*,
where W*° = {WW} and compute

Ix //W*T\//\;l *x T\//\u I~ MQ/V*T{/VQ Ix 7'{4;2
[Wl - hl 7IW2 - h2 7[W3 - h‘3 7[W4 - h4 )
x o ( w* 74 —z4 T ( w* 74 —z5 LS*x 5!

IW5 - (92 93) wC ’[Wﬁ - <92 93) w( 7kT - 6(07 96)

Ix *0 /% Ix Ix Ix 1% 1% 23
Set Ctk - (W ) kT: {]WD ]W27 IW37 IW47 IW5’ IW6}W€W*°)

/%

— Choose " = _QZ,_Zé and compute C"* = C(e7¢"+2s"+20) where
o* = Hy(ct||cty|tag}]|S). Define rkt — (ct, ctlr, tagt, G, &™),
Finally, generate the challenge re-encrypted ciphertext
CT* = (S,C§,Cr,Cy, T, rk3).

Phase II. A continues to query similar to Phase I, with the exception of the
limitations imposed by the IND-CCA2-Re-Type-1 game.

Guess. A outputs a bit i’ € {0,1}. If i' =i, A wins.

If Z is equal to e(g, g)?, the challenge ciphertext CT* is accuratately derived.
However, if Z is randomly chosen from Gr, the CT™ is not dependent on ¢ in the
view of A. Hence, if A has a non-negligible advantage in winning the game, B can

solve DBDH problem with non-negligible advantage. O]

Theorem 16. Our ABPRE-BKS scheme demonstrates IND-CCAZ2-Re security
against a Type-2 adversary, with the DBDH problem assumed to be hard.

Proof. Consider, a PPT Type-2 adversary A breaks IND-CCA2-Re security with
non-negligible advantage, and a challenger B solves the DBDH problem by commu-
nicating with A as given in IND-CCA2-Re-Type-2 game. Given the DBDH problem
tuple (A, A = g%, B = ¢*,C = ¢¢, Z), B has to ascertain if Z is equal to e(g, g)*° or
Z has been randomly selected from Gr.

Setup. This phase’s simulation follows the same pattern as Theorem 14.

Phase I. The following are B’s responses to A’s queries.
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o Oeuren(ly,S,CT) : Here, CT is a re-encrypted ciphertext. If the entry
corresponding to C} is not available in HY' output L. Otherwise, B gets
tok <— O oken (1, S) and returns 1/0 < Search(PP, CT, , tok) to A.

The simulation of other oracles is same as that of Theorem 16.
Challenge. After Phase I is over, A selects two equal length messages mj and mJ,
a challenge keyword set W* and a challenge encryption policy I, and sends them
to B. Now, B picks i <— {0,1} and produces the challenge ciphertext CT* in the
following way.

Pick ¢*,~f € {0,1}* and compute H,(¢*||77) = §’. Choose s} <— Z, for all
i € [n] and also pick &', iy, Tiy1s Tovy < Zy, for all. W € W*. Compute the

components of rk3 as given below.
of = B,oy = C7,Cpt = g1e2”)

The other components of the challenge re-encrypted ciphertext C'T* can be com-
puted as given in the construction.

Phase II. A continues to query similar to Phase I, with the exception of the lim-
itations imposed by the IND-CCA2-Re-Type-2 game.

Guess. A outputs a guess i’ € {0,1}. If ¢/ =4, A wins.

If Z is equal to e(g, g)®¢, the challenge ciphertext CT* is accuratately derived.
However, if Z is randomly chosen from Gy, the CT™ is not dependent on ¢ in the
view of A. Hence, if A has a non-negligible advantage in winning the game, B can

solve DBDH problem with non-negligible advantage. O

Theorem 17. Our ABPRE-BKS ensures IND-CKA,., security, assuming the hard-
ness of the DBDH problem.

Proof. Let a PPT adversary A without having the cloud secret key csk breaks the
IND-CKA.; security with non-negligible advantage, then a challenger B can solve
the DBDH problem by interacting with A as given in IND-CKA game. Given the
DBDH problem instance (A, A = g%, B = ¢*,C = ¢°, Z), B has to ascertain if 7 is

)abc

equal to e(g, g)*° or Z has been randomly selected from Gr.

Setup. Same as described in Theorem 14.
Phase I. A queries for the oracles O}, O, O;,

, .
toren> Osearch, AN Ogecrypt. Since B has

msk and tsk, it runs suitable algorithms to answer A’s queries.
Challenge. A sends to B two equal size keyword sets W} and Wy (where ei-
ther W = I AWy &= I or Wi = It A WY & T for all I submitted to



CHAPTER 5. 143

O voken> O searchs Odecrypr in Phase I), a challenge message m* and a challenge en-
cryption policy I'*. Now B selects a bit 4 <— {0, 1}, outputs an original ciphertext
CT* < Encrypt(PP, m*, [}, W}), or a re-encrypted ciphertext

CT* + Re—Encrypt(PP, csk, Encrypt(PP, m*, ., W), rk*), where

rk* < Re-KeyGen(PP, skg, I'x, W*), S |= I, in the following way.

e’

o If CT* is an original ciphertext, pick v* € {0, 1}* and compute H,(m*||y*) = s.
Choose s; +— Zy, for all i € [n] and also pick &, iy, Ty, Tyve - Zy for all
W e We. Compute

O_/* — B, O_/l* — Cﬂ’ Ci(» — gSH(;(Z’B)

The other components of the challenge original ciphertext CT* can be com-

puted as given in the construction.

e If CT™ is a re-encrypted ciphertext, pick ¢*,v; € {0,1}* and calculate
Hy(¢*]|77) = . Choose s} +— Z7, for all i € [n] and also pick
€ s Tops Tovg — Z,, for all W € Wy°. Compute the components of rk;
as given below.
of = B o} = CP O = g¥'He(?")

The other components of the challenge re-encrypted ciphertext

CT* = (S,Cy, Cy,Cy, T, k%) can be computed as given in the construction.

Finally, A receives the challenge ciphertext CT™ from B.

Phase II. A continues to query similar to Phase I, with the exception of the
limitations imposed by the IND-CKA.; game.

Guess. A outputs a guess i’ € {0,1}. If / =i, A wins.

If Z is equal to e(g,g)®, the challenge ciphertext CT* is accuratately derived.
However, if Z is randomly chosen from Gp, the CT* is not dependent on i in the
view of A. Hence, if A has a non-negligible advantage in winning the game, B can

solve DBDH problem with non-negligible advantage. O]

Theorem 18. The proposed ABPRE-BKS scheme ensures IND-CKA,,, security,
assuming the hardness of the DBDH problem.

Proof. Suppose a PPT adversary A without having the cloud secret key csk breaks
IND-CKAok security with non-negligible advantage, then a challenger B can solve
the DBDH problem by interacting with A as given in IND-CKA game. Given the
DBDH problem instance (A, A = g%, B = ¢*,C = ¢¢, Z), B has to ascertain if Z is
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)% or Z has been randomly selected from Gr.

equal to e(g, g
Setup. Same as explained in Theorem 14.

Phase I. A queries for the oracles O, Ol, O s O coren, A0 Ogecrypr. Since B has

token’ ™~ searc
the access of msk and tsk, it runs suitable algorithms to answer A’s queries.
Challenge. A selects two equal size Boolean keyword formulas Ft and F
(where either W = Ligp AW Iy or W E I AW T for all W subrmtted
to O’y and for all W attached in CT, which is input to O segren and Ogecrypr I
Phase I), a challenge attribute set S*, and sends them to B. Now, B selects a bit
i <— {0,1}, outputs (tok*, skj,) < TokenGen(PP, I}, tsk, sks-) in the following
way.
Let I, = (lCt(,-),pto(i), {wpg(i)}iegt). Choose 77 = (V’Hw(pp),yg,yg, . ,ygt), where
pp is computed below and ya,ys,...,y, € Z,. Compute (; = ICEZZ,)) - 17, for all
j € [¢:]. Also, choose ¢1, ¢, ¢3, j, G <— Ly, set 1 = (¢3/01, Y4, ¥h, - Yy, ), Where
Yo, Y3, - - 5 Yy, € Zy and compute v; = IC 7, for all j € [¢;]. Compute the following

token components.

b1b bsb
I, = B, 1l, = Cﬁpp_Zﬁnl_ggj'912qj+34q7

H]2 — XVYi. b1b2qJ+bgb4q] H]3 _ Hg(pp||F*O HICt(l ) blbzq]+b3b4q]

w o . .
o pt(i)(]) 751) o pt(i)(]) 7qvb
Uji = (95 93)" 9", Uja = (g5 g3) V™,
w o -
. i) ) q'b ”t( @) —qby
Ujs = (92 93)" 57, Ujs = (g5 g3)~

Set sk}, = (¢1, ¢2). The other components of token

tok™ = (Ft*(j),Hl,Hg,{Hjl,HjQ,ng,Ujl,Ujg,Ujg,Uj4}j€[gt],D1,D2,{Dy}yes*) can be
computed as given in the construction. Finally, tok* and sk}, are sent to .A.
Phase II. A continues to query similar to Phase I, with the exception of the
limitations imposed by the IND-CKAk game.

Guess. A outputs a guess i’ € {0,1}. If / =i, A wins.

If Z = e(g, g)®, the token tok* is valid. However, if Z +— Gy, the challenge token
tok™ is independent of the bit ¢ in the view of A. Hence, if A has a non-negligible
advantage in winning the game, B can solve DBDH problem with non-negligible

advantage. O

Theorem 19. Our ABPRE-BKS scheme is verifiable if the collision-resistance as-
sumption of Hy and Hs holds.

Proof. Suppose a PPT adversary A having the cloud secret key csk breaks the
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Verifiability security with non-negligible advantage, then, by communicating with
A, a challenger B may identify a collision for hash functions H, or Hj as given in
Verifiability game.

Setup. B computes (mpk, msk) < PKG.Setup(1*, U), (tpk, tsk) < TGC.Setup(1*, U),
(cpk, csk) < PCS.Setup(1*, U), and sends (PP, csk) to A, where PP = (mkp, cpk, tpk).
Phase I. A queries the oracles O, 0", O}, . . O

token s seamhaotmnsfom and Odecrypt' Since

B has msk, csk and tsk, it runs appropriate algorithms to answer A’s queries.
Challenge. A selects a message m*, a keyword set W* and an encryption policy
I'*, and forwards them to B. Now, B outputs an original ciphertext
CT* < Encrypt(PP, m*, I}, W*), or a re-encrypted ciphertext
CT* + Re—Encrypt(PP, csk, Encrypt(PP, m*, ., W), rk*), where
rk* <— Re-KeyGen(PP, skg, Iy, W*), S |= I'., and sends CT™* to A.
Here OT* = (ct*, ct}, tag*, C*, &%) or OT* = (S,Cx,Ct, C5,T*, rk3)
Phase II. A continues to query similar to Phase I, with the exception of the lim-
itations imposed by the Verifiability game.
Output. A outputs a keyword policy [}, an attribute set S* and a transformed
original ciphertext CT;. = (R, Ry, Co, B,Cg,tag*) or a transformed re-encrypted
ciphertext CT7,. = (Y1, Ya, Cy, C{),B, D,Cy, T, tagl™).

If CT7, is a transformed original ciphertext, as described in the Verifiability game,
B possesses the tuple (I'y, S*, tok™, sk}.), where sk, = (¢}, ¢3). If A is able to break
the security game, BB can get back a message m < Verify-and-Decrypt(PP, CT7,, sk3,),
where m ¢ {m*, L}, as follows.
(i) Compute Q = Rl_qbI -R;%, (ii) observe H5(H4(2)||Coy) = tag*, and (iii) obtain
ml|y = Co ® Ha().

If Q* corresponds to  utilized in creation of C'T™, then there are two possibilities
Q# Q" or Q=0
From (ii), we have that Hs(H4(Q2)||Co) = tag* = H5(H4()||CY).

If Q £ Q* then Hy(Q2) # Hy(2%); otherwise, the pair (€2, Q*) forms a collision
for Hy. Hence, Hy(Q)||Cy # H4(2%)||CF. This shows that the pair
(H4(Q)||Co, Hy(2%)]|Cy) forms a collision for Hs.

Suppose Q = Q*. Then, Cy ® Hy(Q2) = (m]|y) # (m*||7*) = C§ & Ha(2*) and
hence Cy # C§. So, the pair (H4(Q)||Co, Hy()||CF) causes Hs to collide.

B detects a collision for Hy in each scenario. Due to the collision-resistance nature
of hash function Hj , it is impossible for A to gain a non-negligible advantage and
win the verifiability game. Therefore, we prove our scheme to be verifiable.

It should be noted that if C'T’;, represents a transformed re-encrypted ciphertext,
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we can demonstrate the verifiability of our scheme in a similar manner. m

5.5 Performance

The following symbols and notations have been utilized within this chapter.

n
S

mg (resp. xg)

5]
T
I
l

Ir
|

G|

|G|

U

Imsg|

Dec(Or)

Dec(Re)
Transformed (Or)
ciphertext size
Transformed (Re)

ciphertext size

@)

total number of clauses in DNF encryption policy
size of a keyword set ascribed to a ciphertext

one multiplication (resp. exponentiation) execution
time in G

number of DUs attributes

one exponentiation execution time on G element
one inversion execution time on G element

total number of attributes in an encryption policy
one inversion execution time on Gt element
number of attributes in encryption attribute universe
one pairing computation execution time

total number of keywords within a Boolean query
formula I

one hash function calculation execution time

size of an element of G

size of an element of G

hash function’s output length

message size

an original ciphertext decryption

a re-encrypted ciphertext decryption
size of a transformed original ciphertext

size of a transformed re-encrypted ciphertext
big-O

Table 5.2 presents a comparison of the functionality between the proposed method

and the works that are most closely comparable, as referenced by [48], [37], and [25].
Table 5.2 shows that our suggested method, along with [25], is based on CP-ABE;,
whereas [48] and [37] are KP-ABE. Note that CP-ABE encryption is preferred over
KP-ABE [48, 37] for data sharing in cloud environments due to the ability for DOs
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Table 5.2: Functionality Comparison

Scheme | Enc. | KeyGen/ | Attribute Search Security | Secure against Non- Constant
type | Encryption | universe query KGAs on interactive | decryption
policy expressivity Token CT verifiability cost

[48] KP BF small single IND-CCA2 v v v X
keyword IND-CKA

137] KP BF small single IND-CPA X v X X
keyword IND-CKA

(28] CP BF small single IND-CCA2 X v v X
keyword IND-CKA

ABPRE- | CP DNF large BF IND-CCA2 v v v v
BKS policy IND-CKA
Verifiability

v (resp. X): the functionality is attained (resp. not attained) by the scheme; BF: Boolean

formula

Table 5.3: Comparison of computation cost

Scheme KeyGen Encrypt TokenGen Re-Encrypt Search Dec(Or) Dec(Re)
Results
Verify
[48] o - U))zg O(|S)xe + O()xr | O(P)ag +ty 9tp + 5ty 2tp +tm 2tp + 3ty 2tp + 6ty
+0(0)mg +3ty +mg +0(|S)ze +0(|S))xg + xr
[37] O(O)ze + O(0)tn O(|S))zg + zr O)zg +tuy | OU)P+O)Ip — — O()tp + xp
+0(0)mg +O(|S)tu +O(0) I +ty
[25] (28] + 6)zg O(l)xg + xr (ISl +6)zc | OW)zec+O)tp | OW)xe +OW)tp | O(l)zg +Ol)tp | OW)xe + O{)tp
+Ig +0(O)ty +0(0) I +I7 + 3ty +20Ip + Aty
ABPRE- (18] + 2)ze O(n+¢)zg +2zr | O +|S))zg O(n)tp +4zg 2z + It + 2ty 22 + 2ty 3zg + o7 + 4ty
BKS +0(n+<)mg +xr + bty
+tp + 5ty

to define their own access controls. Our scheme utilises a large attribute universe
framework, whereas the other schemes [25, 48, 37] employ a small attribute uni-
verse. The KP-ABE schemes [48, 37] and the CP-ABE scheme [25] use Boolean
formula-based access policy for key generation and encryption, respectively. Our
scheme, on the other hand, uses an explicit DNF policy for encryption. Unlike the
schemes [25, 48, 37|, which rely on an inefficient and less expressive single keyword-
based search mechanism, our approach achievesan efficient and expressive Boolean
keyword search framework. In contrast to the schemes [25, 37], our ABPRE-BKS
and the scheme [48] can resist KGAs on both the ciphertext and token. Other
than the scheme [48], the schemes [25, 37] including our suggested scheme offer
non-interactiveverifiability. However, the approaches employed in [25, 48, 37] fail to
offer constant decryption cost on the DU side. By outsourcing decryption rights to
the cloud server, our scheme, in contrast, offers constant decryption cost on the DU
side.

Table 5.3 presents a comparison of computation costs of our proposed scheme
ABPRE-BKS with S-ABPRE-KU [48], ABDR-PRE [37], and CPAB-KSDS [25].
Our technique is most efficient in KeyGen, Dec(Or), and Dec(Re), as demonstrated

in Table 5.3. Specially, our scheme requires only two exponentiations in G and
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Table 5.4: Comparison of communication cost

Scheme Key size Ciphertext Token Transformed (Or) Transformed(Re)
Size (Or) Size Ciphertext Size Ciphertext Size
48 O@)G] | O(SDIGI +[Gr[+ O(1)[msg] O(@)[G] O(SDIG] + x|+ O()[msg| | O(SDIG] + 2[Gr[ + O(1)[msy]
37 oG] O(SPIG] + 2G| [QOIE] — O([SDIG] + 3|Gr|
25 2l5]+5)[G] O()|G] + |G| + [msg] O(]S])[G] O(O)[G + |G|+ [msg] OD)|G| + |G| + [msg]
ABPRE-BKS | (5] +2)|G] O(n +9)|G[ + O(1)[msg] Ol +1S)IG] | 2IG|+2|Gr|+ ¢y + O(1)|msy| | 3|G| +3|Gr| + {u + O(1)|msy]

two hash value computations to execute Dec(Or) algoritm, while SSABPRE-KU [48]
and CPAB-KSDS [25] incur linearly increasing cost, i.e., 2tp + O(|S|)xg + 3tg and
O)tp + O(l)xg + O(L)Ir, respectively. Also, in Dec(Re) algorithm, our scheme
enjoys constant decryption cost whereas the other schemes [25, 48, 37] suffer from
linear decryption cost. As n < ¢, compared with [25, 37], our scheme requires less
pairing cost in Re-Encrypt algorithm. In our schme, the search result verification
cost on DU side is constant whereas this cost depends on the number of attributes
in encryption policy in CPAB-KSDS [25]. In our proposed scheme, the encryption
process exhibits a longer duration when compared to the other schemes [25, 48, 37].
This is due to the fact that while other schemes [25, 48, 37| rely on less effective
single keyword search framework, our scheme offers efficient Boolean keyword search
mechanism. Although our scheme takes longer than the schemes [37] and [25] to
generate a token, it exhibits enhanced efficiencyin key generation, re-encryption,
search results verification, and decryption processes.

Table 5.4 compares the communication costs of our proposed scheme with [48, 37,
25]. Table 5.4 shows that our scheme provides smaller size of decryption key, trans-
formed original ciphertext and transformed re-encrypted ciphertext compared to
those of [25, 48, 37]. In particular, the size of the transformed original /re-encrypted
ciphertext is constant in our scheme whereas these sizes increase with the num-
ber of attributes in the encryption policy or the cardinality of the attribute set in
[25, 48, 37]. Even though our scheme produces larger size of token and ciphertext,
it supports expressive and efficient Boolean search framework whereas [25, 48, 37]

provide less efficient single keyword search framework.

5.6 Chapter Summary

In this chapter, we present a ciphertext-policy attribute-based mechanism support-
ing Boolean keyword search and data sharing. We provide a concrete construction
of our searchable ABPRE scheme with keyword set update mechanism. Our scheme
enables an outsourced decryption mechanism, resulting in a constant decryption

cost on the DU side. This characteristic makes our scheme more practical. In addi-
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tion, our scheme empowers a DU to independently validate the accuracy of search
outcomes provided by a cloud server. We prove that our scheme is verifiable, IND-
CCA2 secure at both original and re-encrypted ciphertext, IND-CKA secure on both
ciphertext and token . The performance and functionality comparison demonstrate
that our suggested scheme is both efficient and practical. The proposed design
outperforms the existing schemes in terms of decryption cost while supporting ex-
pressive access policies. To be specific, only 2 exponentiations in G and 2 hash
functions computations are required to complete our original ciphertext decryption
process, and 3 exponentiation in G, one exponentiations in Gy and 4 hash functions
calculations are required to complete our re-encrypted ciphertext decryption process

irrespective of the number of required attributes.
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Chapter 6

Conclusions and Scope for Future
Work

Cloud computing has emerged as a solution to the issue of managing and maintaining
personal data with the rise in popularity of personal electronic devices. Data storage,
data sharing, and data retrieval are the three main features of cloud computing.
Cloud computing technology offers many advantages, but it also raises new problems,
such as data privacy and data access control.

Attribute-based framework has recently emerged as a powerful cryptographic
platform to achieve fine-grained access control and data confidentiality for out-
sourced encrypted data. There is a rich variety of cryptographic primitives build
on ABE. Starting from the seminal work of Sahai and Waters [75], attribute-based
mechanism has been used to construct KP-ABE [76, 29], CP-ABE [4, 85], ABS [57],
ABSE [92, 81], ABSC [18], searchable ABSC [53], ABPRE [50], searchable ABPRE
[80] etc. The enhanced functionality and flexibility provided by attribute-based
cryptosystems are appealing for many different practical applications such as cloud-
based PHR management system. Since the PHR includes the sensitive information
like disease, it is important to ensure DO anonymity and keyword privacy while ex-
changing PHRs with DUs. How to check the precision of the search results acquired
from the cloud is another challenge in ABSE framework. Providing DUs a better
search experience by getting the search results in a single query using Boolean key-
word serach is also very much desirable. Along with Boolean keyword-based data
searching, how to allow a DU to share the encrypted data with another DU without
decrypting it? Making constant decryption cost on DU side is another important
aspect. All these issues motivate us to design the schemes contained in Chapter 3,
Chapter 4 and Chapter 5.

151
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The contributions of the thesis are briefly summarized below.

e In Chapter 3, we introduce an online-offline attribute-based searchable sign-
cryption scheme with verifiable data storage and retrieval. The scheme simul-
taneously provides data and DO authenticity, fine-grained data access control,
DO anonymity, outsourced unsigncryption, non-interactive search results ver-
ification, keyword policy search, keyword privacy, and KGAs security on both
ciphertext and token. The scheme is proven to be IND-CCA2 secure in the
random oracle model under the hardness assumption of ¢-1 and DBDH prob-
lems. Its EUF-CMA security is provided in the random oracle model assuming
the hardness of ¢-DHE problem. Assuming ¢-2, DLin and DBDH problems
are hard, the scheme is proven to be IND-CKA secure. Also, it is proven that

the scheme is non-interactive verifiable and it maintains DO privacy.

e The main contribution of Chapter 4 is the construction of an attribute-based
searchable signcryption scheme for cloud-based EMR management system,
which allows EMR owners to securely store and distribute their EMRs to
specific groups of healthcare professionals. Using DNF policy in signcryption
algorithm, the scheme reduces the ciphertext size compared to the scheme
presented in Chapter 3. Also, it offers EMR confidentiality, EO anonymity,
EMR and EO authenticity, keyword policy search over encrypted EMR, search
results verification by EUs, constant decryption cost on EU side, keyword
privacy. In the random oracle model, the scheme’s IND-CCA2 security is
demonstrated under the hardness of DBDH assumption. Assuming the ¢-
DHE problem’s hardness, its EUF-CMA security is implemented in a random
oracle model. The scheme’s search results verifiability and preservation of EO
privacy have been demonstrated. And, the IND-CKA security of the scheme

has been proven under ¢-2, DLin and DBDH hardness assumptions.

e In Chapter 5, we propose the first Boolean searchable attribute-based proxy
re-encryption scheme with data storage, data sharing, and data retrieval mech-
anisms simultaneously. Our scheme facilitates expressive Boolean keyword
search, keyword privacy, keyword set updating, data sharing, outsourced de-
cryption, security against KGAs on both token and ciphertext, and non-
interactive verifiability. The scheme makes use of a large attribute universe
framework, and as a result, the public parameter size becomes constant. We
ensure IND-CCA2 security at both the original and re-encrypted ciphertexts

in the random oracle model under the DBDH hardness assumption. The
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IND-CKA,; and IND-CKA,,. securities of the scheme have been proven under

the hardness assumption of DBDH. Also, our scheme is proven to be verifiable.

Future Directions

We would like to extend our work in the following directions.

e One limitation of the proposed schemes in all the chapters is that the schemes
do not consider user revocation. A DU shouldn’t be allowed to access original
data stored on the cloud server if it exits the system. Moreover, data storage on
the cloud server should be precluded for a revoked DO. Hence, one promising
future work direction is extending our schemes to support user revocation

functionality.

e Another necessary functionality is traitor tracing. Some DUs may sell their
secret keys for financial gain. Therefore, it is critical that EMR management
systems enable the tracing of the identity of any user who sells its secret key
fraudulently. Therefore, another future research approach is to design a search-

able signcryption and searchable proxy re-encryption with traitor tracing.

e Our schemes in all the chapters also motivate us to solve a interesting open
problem, which is to reduce the search token size. The smaller size tokens

reduces communication cost on DUs’ side.

e Independent token generation is an another essential feature in ABSE frame-
work. How to enable a DU to create search token independently in Boolean

searchable ABPRE framework, we left as open problem in Chapter 5.

e Furthermore, integrating blockchain technology into our schemes across all

chapters to secure personal data would be an appealing addition.
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Appendix A

Appendix

Proof of Lemma 5

Proof. Suppose there is a PPT Type-1 adversary o7 that breaks the IND-CCA2
security (modeled as a game Game'T'\;'s;_%CAz in Section 4.2.2) of our MediCare with
non-negligible advantage in the random oracle model. Then we can build a chal-

lenger € that is able to solve DBDH problem with non-negligible advantage, by

IND-CCA2
Type-1

% is given the DBDH problem instance <E, 9,G1,Gs, G, Z>, where ¢ is a random
generator of G, G, 1= ¢*, Gy = ¢, G5 := g%,
(unknown) ¢y, ¢2, 3 +— {2,3,...,p — 1}, and Z € Gp. To determine whether
Z =e(g,9)?92% or Z is a random element of G, ¢ interacts with &7 as described

interacting with .7 as in Game

below.
(1) o7 sends the challenge attribute y* € U, to €.

(2) € samples o/ <— Z and sets g7 := e(g, 9)* - ¢(G1,G2) (i.e., the system master
secret MK is defined implicitly as ¢* where o := o' + ¢1¢2). Next € samples

2, 2, 2h 21, 2y 210 Zy and defines
h:= gZG2793 = gZ3Glag4 = 9Z4Gia7g5 = 925Gig7gi = gZiai = 17 27 67 77 87 97 10.

% chooses seven collision-resistant hash functions H; : {0,1}* — G,
Hy:{0,1}* = G, H3 : Gy — Z3,, Hy : G — {0, 1}fs Hy {0, 1} — {0, 1}
Hg :{0,1}" — Z;, Hy : {0,1}* — Z;, in which ¢ simulates H; as follows.

To answer H; hash queries, ¥ maintains a table Taby,. If one submits an at-
tribute at € U, U U, and at # y*, ¥ answers in the following way. If the

167
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tuple [[at, vy, Hi(at) := g%t exists in Tabg,, it returns ¢%. Otherwise, & picks
p ) ) g 19 g Y p

Vgt L,
Taby,. For y* € U., it selects vy - Z,, returns g*v* Gy and inserts the tuple

[y*, vy~, Hi(y*) := g*v* Gs] into Tabg,.

€ sets KPK = (X, 97,9, h,{9:}2,, M,KDF, {H;}_,), where M := {0,1}%
is the plaintext space, and KDF is the key derivation function with output

returns ¢ and inserts the new tuple [at, va, Hy(at) := g"*] into

length ¢,; and keying source Gr. Lastly, € selects 3,7, @1, @y, @3, @y — L,
computes hy = g% hy := g¥2 hy 1= g®* hy = g®* hp = e(g,q10)",Y = hP
and sets TPK := (hr, hy, ha, hs, hy), TSK := (7, w1, wa, w3, wy),

CPK :=Y,CSK := . € sends the tuple [PP,CSK] to

where PP := (KPK,CPK, TPK).

o/ queries signing key generation oracle Ogig(As), token generation oracle
Or1g(Ag,Ty), ciphertext generation oracle Ogg(emr,I's,T'., W) and EMR re-
trieval oracle Ogr(CT, Ag,T;), with the respective inputs. Then % answers

these queries as described below.

o Osig(As) 1 € chooses 7 +— Zy, implicitly defines 7' := 7 — ¢; and returns
the signing key
SKa, = <A5,S = g¥' GiGT*g7, Sy = ¢’GTH {S, = Gl_“zg”z}xeAs> to
o .

o O7g(Ay,Iy) : €'s response is one of the following two types.

(i) If y* € Ag, then € selects f, f', 7, 7,7, d,d,d" +— Zy, and implicitly

sets 7 1= ad”/(dd'),» = a/d, 73 := ad”/d. Next, € computes the
EMR retrieval request token

ok <T,DF§ = <F§7T17T27{E17ﬂ27ﬂ37%17%27%37%4}i6[€t}>>
orRen =
TICAd = <Ad7 D,7 Dé, {D;}ygAd>

of the keyword policy I'; := (My, p7, {wpe (i) }iefe,)) and the decryption
attribute set Ay as follows. D' := ¢?Y"h®' D} := ¢

A
D, =

{ g, if y € Ag\{y*};

Gy-g™ov, ify =y

9; (resp. ;) is the ith share of v - Hy(e(Ty,Y)!) (resp. m5/m = d)
with respect to the policy (Mg, p7), and calculate the other components
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of token as in Equation (5.4). Note that, in this case, ¥ does not
know 7DK := (1, 7). However, since € knows TGA’s secret key
(y, w1, Wy, w3, wy), the above token is properly distributed according
to Remark 10.

If y* ¢ Ay, then € selects 7 +— Zy, implicitly defines 7 := 7 — f7'¢;
and calculates the decryption key DIC4, = (A4, D, Do, {Dy}yca,) as

given below.
! ~N—z T _Bzf B~ =B vy iy
D = g¢" G] Gg gﬂ , Dy :——Glﬂ g, D, :——Glﬁ vg'tv

Since € knows TGA’s secret key TSK := (7, w1, wa, w3, wy), it com-
putes the trapdoor 7/—:2—/)Ft < TrapGen(PP,TSK,T';). Finally, ¢ sends
[DK 4,, 7/:1/713] to 7. In this case, both .o/ and € can generate

token := (TDrs, TK4,) and TDK by using [DK 4,, ’7/:1/)pt].

e Ocglemr,T's, T, W) : € selects a signing attribute set A, such that
I's(As) = 1, computes SK 4, < Oskg(As) and returns the ciphertext
CT <« Signerypt(PP,SK4,, s, e, W, emr).

e Ocr(CT, Ay, Ty) : Firstly, € performs the EMR storage phase (given in
Figure 4.4). If the output is L, then %”’s response is L as well. If the
output is CT, = (Ae, Ay, tag2, Fo, 1, E’,tag>, then it carries out the fol-
lowing steps. Note that A, := (T, ct, B, {Ei, Eig}ticpm)). First, it cal-
culates token < Org(Ag4,Ty). If Search(PP,CT,,token,CSK) — L or

I'.(Ag) = 0, it returns L. Otherwise, %’s response can be one of the two

types given subsequently.

(i)

(i)

In case y* € Ay, € does not have the knowledge of the secret transfor-
mation decryption key 7 DI according to the simulation of O7g(Ag, ')

and hence it proceeds in the following way. It calculates
A= B(E, ga,) . 6<E0(E)_(£Z3+7724+Z5)7 Gé’f+zﬁn+zé)7l>

and § := H3(A). Note that £ + zjn + z{ = 0 happens with probability
at most 1/p and hence & + zjn + zL # 0 since p is very large prime
number. Next, ¢ checks whether H4(gflp/6) ~ tag and Hs(6]|ct) ~ tag?.
If any one of these is not true, it returns L. Otherwise, it returns

emr = ct & KDF(A) to <.
In case y* ¢ A4, € knows TDK. Hence, it computes the transformed
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ciphertext CTy,. < Transform(PP,CT ,, token,CSK) and returns to .o/
the output of the algorithm Verify-Retrieve(PP,CT ., TDK).

When & decides that this query phase is completed, it outputs two messages
emry, emry € M, an encryption policy I';, a signing policy I'; and a keyword
set W*.

Let I'} := (M, p}), where M7 is an ¢} X n} matrix. First € selects a signing
attribute set Ag such that I';(As) = 1, calculates

@ := (a1,az,...,as) < Reconstruct(M, p;, A,) satisfying 3 ;i) a;- M2 =1,
and a; = 0 for all i € {i|p}(i) ¢ A}, samples

(b1 b, bes) = {(br,ba, . b)) € 2y |3y b MI® = 0, }. Nexct, it picks
i <— {0, 1} and computes the challenge ciphertext CT* of the message emr} for
encryption policy I Ay* := (BTU{y*}) V(B5U{y*}) V.- -V (B} U{y*}), signing
policy I't := (M, pr), and keyword set W* := {[W : w*|}, in the following way.

w*

(a) Implicitly define 6 := ¢s,
compute § := Hz(Z-e(g,G3)*), key := KDF(Z-¢(g, G3)™), kr := e(Gs, g10)",
ct == emr; @ key, tag2* := Hs(0||ct),
(b) pick &',6", 0y +— 7y,
o =¢%, 0" = h" tagl == H4(g;/6 ce(a,Y)"),
SKa, = (A, S, S0, {S:}eea. ) < Osxg(As),
0121+% a; /o %/ \\oob;
o= SVoGg T Hie[éﬁ] (széi) - Hi(p3(2)) 2bl)7
where 0 := Hg(ct||tagl||[s A y*||T%]|[W*°),
o; = Sg"/ég”bi, for each i € [¢7],

The signature components A} := (I'y, o', 0", tagl, o, {0} }icpes) -
(e(a’,Y)6//)

Y

(c) calculate E := Gfg
pick 6; +— Z,, and implicitly define 6; := —¢q + 0;, for each i € [m],
compute Ej = G3'g%, Eip 1= GEGY G, gvv b [Len: (G5 g%),
note that Ejs is corresponding to B U{y*} in the encryption policy I'; Ay*,
The encryption components AY := (I't Ay*, ct, E, {Ei1, Ei}icim))-

(d) tyw, Tw1, T2 <— Z3, for each [W : w*] € W*, where W** := {W},

Ky = Y™ Ky i= VY Kyys i= bV ™2 Kyyy = h]"?,

Ly = (95" 91)" G3™, Lwa 1= (98" 91)" G5,
The keyword components,

Ay = (W kp, { Kw, Kwe, Kws, Ky, L, Lve bwewo) .
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(¢) choose 1 = (—€ — =)/, where £ = Hy(A3||A%]|A} ltag2"),
calculate B} := G2 2,

The challenge ciphertext is CT™ := (A%, A%, Af tag2*, E5, n*).
Lastly, ¢ sends the challenge ciphertext CT* to <.

(5) Now, & issues a second series of additional queries like step (3), with the obvious
restriction that it cannot query EMR retrieval oracle with the input (CT™, Ag, ;)
satisfying y* € Ay and I'y(W*) = 1, here W* is the keyword set of CT*. Once

this query phase is over, 2/ outputs a guess ¢’ of i.

7/ wins the game if i = i. Therefore, if &/ wins, & will claim that
7 = e(g, g)?*92%:; otherwise, ¢ claims that Z is a random element of Gr-.

When Z = e(g, g)?'%2%, it can be seen that the challenge ciphertext CT* is a
properly simulated ciphertext as in original construction. Hence, € simulates the
game correctly. Note that if Z is randomly chosen from G, then CT ™ is independent

of i in .&/’s view. In this case, &’s guess is random and its advantage is 0. Thus,

if the advantage of ./ in the game Gamelll-\y;e__clCA2 is non-negligible, then € can solve
the DBDH problem with non-negligible advantage. O]

Proof of Lemma 6

Proof. Suppose there is a PPT Type-2 adversary o7 that breaks the IND-CCA2 se-

curity (modeled as a game Game'T'\;E;_%CAz in Section 4.2.2) of our MediCare with non-

negligible advantage. Then we can build a challenger % that is able to solve DBDH

IND-CCA2
Type-2

¢ is given the DBDH problem instance (%, g, G1, Go, G3, Z), where G; := g%,
Gy := g?, G5 1= g% (note that ¢y, ¢, @3 are unknown to ¢). To determine whether
Z =e(g,9)?92% or Z is a random element of G, ¢ interacts with &7 as described

problem with non-negligible advantage, by interacting with .o as in Game

below.

(1) € picks a, z +— Zy and sets gr := e(g,9)*, h := g*. Next, it chooses
91,92, - - -, 910 +— G, and seven collision-resistant hash functions { #;}7_; (as de-
scribed in the construction). Now, € sets CPK := (%, g7, g, h, {g:}12,, M, KDF,
{H;}_,), where M := {0, 1}%* is the message space and KDF is the key deriva-
tion function, and MK := ¢®. Next, € selects 7, w1, wa, w3, Wy — Z,, com-
putes hy := g%, hy := g%, hy := g%, hy := g®*, hr := e(g,g10)", Y := GF and
sets TPK := (hr,hy, ho, hs, hy), TSK = (v, w1, ws, w3, w4), CPK =Y, and
implicitly sets CSK := ¢;. € sends the tuple PP := (KPK,CPK, TPK) to <.
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(2) o queries signing key generation oracle Ogxg(As), token generation oracle
O%5(Aq,Ty), ciphertext generation oracle O¢g(emr,I's,T'., W), EMR retrieval
oracle Oer (CT, Ay, T't). Since € knows the system master secret MK and TGA
secret key TSI, it can answer the o/’s queries by running suitable algorithms
of MediCare. Once this query phase is over, &/ sends to € two messages
emry, emr; € M, an encryption policy I';, a signing policy I'; and a keyword
set W*.

(3) Let I'y := (M}, p:) and I'} := By V By V --- V B,,, where M} is an (% x n}
matrix. ¢ formulates a signing attribute set A, such that I'f(A;) = 1, calculates
@ := (a1, as, ..., as) < Reconstruct(M, p, A,) satisfying 3, ) a;- M3 = Lo
and a; = 0 for all i € {i|ps(i) & A5}, picks
(b1 ba, . be) <= {(brba . bey) € Zy | bi - MIY = 0} Next, €
samples i <— {0,1} and computes the challenge ciphertext CT* of the message
emr} for the signing policy I', encryption policy I'; and keyword set
W* .= {W : wl]}, in the following way.

Choose 0, 09, 6;, tyy, Ty, Ty, ) — 7y, for each i € [m] and [W:w| € W,
set o’ := Gy, 0" == G%, FE := ¢’H3(Z%), and the other components of CT* can
be computed as in the construction of MediCare. Lastly, € sends CT* to /.

(4) Now, & issues a second series of additional queries as in step (2), with the
restriction that it cannot query EMR retrieval oracle with the input (CT™, Ag, ;)
satisfying I'(A4) = 1AL, (W*) = 1. When this query phase is over, &7 announces

a guess 1 of i.

o/ wins the game if i’ = i. Therefore, if &7 wins, € will claim that Z = e(g, g)#192%3;
otherwise, % claims that Z is a random element of Gr.
When Z = e(g,g)?'%2? it can be seen that the challenge ciphertext CT* is

a properly simulated ciphertext as in original construction of MediCare. Hence,

IND-CCA2

¢ simulates the game Gamery,.», " correctly. If Z is randomly chosen from Gr,

then CT* is independent of 7 in 7’s view; resulting in .&/’s guess is random and its
advantage is 0. Thus, if the advantage of &7 in Ga me'T'\'y'F?;_czcA2 is non-negligible, then

% can solve the DBDH problem with non-negligible advantage. O]

Proof of Theorem 7

Proof. Suppose there exists a PPT adversary ./ that can break the EUF-CMA

security (modeled as a game GameEYT“MA in Section 4.2.2) of our MediCare with
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non-negligible advantage in the random oracle model. Then we can build a chal-
lenger ¢ that is able to solve ¢-DHE problem with non-negligible advantage, by
interacting with /. Given the ¢-DHE problem instance <Z, g, {g¢i}i€[2q}’i7§q+1>, the

task of € is to compute ¢**"". We show below how this can be done.

(1) «<f sends the challenge signing policy I'; := (M}, p}) to €, where M} is an £% xn}
matrix with n} < g. Let M = (Ms*l(i), Ms*2(i), . M*(i)) be the ith row of M.

’ snk

(2) € chooses o +— Zy, and sets gr = e(g,9)" e(g?, g®") by implicitly defining
a:=do + ¢t and h = ¢®. Next, € picks 21, 2o, ..., 210 — Zy and defines
g; ‘= g¥ fori = 1,2,...,10. € selects seven collision-resistant hash functions
{H;}I_, (as mentioned in the construction), and simulates H; and Hg as ex-

plained below.

H, Hash Queries: To answer H; hash queries, ¥ maintains a table Taby,. If

one submits an attribute at € U, U U,, € answers in the following way. If the

tuple [at, va, Hi(at)] exists in Tabgy,, € returns Hy(at). Otherwise, ¥ picks

Vgt — Z;, returns

=MD ) .

Hy(at) = { 9" [ieps (9%') 7, if p}(d) = at for some row 7 of M,
g¥*, otherwise

and inserts the new tuple [at, v,, Hq(at)] into Taby,.

Hg Hash Queries: To answer Hg hash queries, 4 maintains a table Taby,.
These queries are of two types. (i) Queries being submitted by <. When
o/ submits the input (ct,tagl, ., T's, W°), € responds as follows. If the tuple
[(ct,tagl,T'.,T's, W*°), 01] exists in Taby,, € returns 0, as

He(ct||tagl||Te||T||[W°) := 6. Else, € selects 61 <— Z3, returns 6; and inserts
the new tuple [(ct, tagl, T, I's, W°), 61] into Tabg,. (ii) Queries being conducted
by € during ciphertext generation oracle simulation (which will be discussed in

ciphertext generation oracle execution given below).

Next, € sets KPK := (X, 97,9, h, {g:}12,, M, KDF, { H;}I_,), where

M = {0,1}%* is the plaintext space, and KDF is the key derivation function
with output length /¢,; and keying source Gp. Lastly, € selects

B,7, @1, Wa, W3, Wa — Zy,, computes hy := g¥', hy 1= g2, hy 1= g=?,

hy := g%, hy = e(g, g10)", Y = h® and sets TPK := (hy, hy, ha, hs, hy),

TSK = (v, wi, ws, w3, ws), CPK :=Y,CSK := . € sends the tuple [PP,CSK]
to o7, where PP := (KPK,CPK, TPK).
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(3) Now, &/ queries signing key generation oracle O'sg(As), token generation or-
acle O%54(Aqg,T), ciphertext generation oracle O¢g(emr,I's, T, W) and EMR
retrieval oracle Ogr (CT, Ag,T';). Then € responds to these queries as explained

below.

o O%ig(As) + &/ submits a signing attribute set A, such that I';(A,) = 0.
Then, € calculates € 1= (e1,€,...,60) € Z¥ such that i = —1 and
g MY =0, Vi € {ilp}(i)) € A}. Now, € picks 7 «— Z, implicitly
defines 1’ 1= r{ + ZLE[’H;] £,0?"*1 and returns the signing key
SKa4, := (A, S, S0, {Ss}eea.), where

n

S=g"no [[(¢* )" Sor=g" I] (o)

=2 1€ln3]

*
s

» j —r’Ms*.(i) —u+1+j —SLM:@)
S6" Wiepnyy (97) 7 Mpemsmans (07 7) 77

Sy 1= if p3(i) = ,

Sy, otherwise.

° O’Tg(Ad,Ft) . o/ submits a decryption attribute set A; and a keyword
policy I';. € picks ry «— Z,, implicitly sets r := ro — B7t¢p? and calculates
the decryption key DK 4, := (A4, D, Do, {Dy}yca,), where

D= ga,hﬁrO,Do = gTO <g¢q)7ﬁ_l’Dy — gvyro <g¢q)*5_lvy

Since € knows TGA’s secret key TSK := (v, w, w2, w3, ws), it com-
putes the trapdoor 7?1513 < TrapGen(PP,TSK,I';). Finally, € sends
[DK.4,, TDr,] to «.

e Ocglemr,I's,Te, W) : Let I'y := (Mg, ps), ['e := By V By V - -+ V B,,, where
M; is a matrix of size {5 x ng, and W := {[W : w]}. € chooses a signing
attribute set A, such that I's(Ay) = 1, calculates
a:= (a1, as,...,a.) < Reconstruct(My, ps, As) satisfying
Zie[zs] a; - MY = Tns and a; = 0 for all 7 € {z|ps(z) ¢ A}, samples
(b1 by, by,) <= {(b1,ba, ..., bg,) € ZE | ey bi MY =0, }. To gener-
ate a ciphertext CT of the message emr for the signing policy I'y, encryption
policy I', and keyword set W, & picks
0,8,68", 09,7, 01,05, tyw, Ty, Ty, 1) — Zy, for each i € [m] and
(W :w] € W, and computes 0 := Hz(g%), key := KDF(g4),
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ct = emr ® key, 0’ := g% tagl := Hy(gy/® - e(0’,Y)?"). Next, it implicitly
defines H6(ct||tag1||Fe||FS||W ) =01 — (021) 1@~ (this is of type (ii)

query mentioned above) and sets

o //Jhr’/é 21001 z29 H Hl )) 0; = (gr’>ai/59026i
1€[ls]

The other components of CT are computes as in the construction of Medi-
Care. Lastly, ¢ sends this CT to <.

o Ocr(CT, Ay Ty) @ First, € performs the EMR storage phase (given in
Figure 4.4), and if its output is L, then % returns L as the response
of Ogr oracle. Otherwise, it computes CT, := (A, Ay, tag2, Eo,n, E, tag),
and carries out the steps given below.

Obtain [DK,, TDr,] < Og(A4, ;) and

[token, TDK] « TokenGen(PP, T Dr,, DK 4,).

Execute the algorithms Search(PP,CT,, token,CSK),
Transform(PP,CT,, token, CSK), Verify-Retrieve(PP,CT,., TDK), in the
order. The final output will be sent to 7.

When this query phase is over, &/ outputs a forgery ciphertext CT* of the
message emr* for the signing policy '}
W*.

encryption policy I'f and keyword set

R

o/ wins the game if all the following conditions are true. (i) There exist Ag, I'y
such that I'f(Ay) = 1,I(W™*) =1, Oer(CT*, Ag,T'y) = emr* # L, and (ii) </ was
never queried to O¢g with the input (emr*, I's, I's, W*). The ciphertext CT™* is parsed
as CT" := (A}, A}, Af, tag2*, By, n*), where A := (I's, 0™, 0™ tagl*, 0%, {07 }icie.)),
AL = (Tt B (Bl ) |

The condition (i) implies that o* = ¢g*/°h""/? (gflg2)9 [Ticies Hn (pg(i))%ﬂzbi,

OH Ik IR\
of = g TFitoabi  px — 3(6(” o) ) where 7', 0, 05 are random exponents,

B=CSK, 0= Hs(gT) o = H6(Ct*Htag1*HF*HF*\\W*°)
(a1,as,...,a¢:) and (b1, b, ..., be) are vectors satisfying respectively
Zie[é*] a; - M ;0 = I, » and Zzez* b; - MY = 6

Condition (ii) implies that o; = Hg(ct*||tag1*\|F*||F*||W*o) = 0 (this is of type
(i) query, € can obtain this value from Tabg,). Now, € computes
[token, TDK] < O%4(Aq,T';) and then obtains 6* = H3(A) by executing the algo-
rithms Search(PP,CT, token,CSK), Transform(PP,CT, token,CSK) and
Verify-Retrieve(PP,CT7,., TDK). Condition (i) implies that §* = 6.
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Since o* = ¢g*/°n"/® (g‘flgg)e [Licper H (pg(i))T”rOQbi, from the simulation of H

hash function, one can see that o* = ¢g*/? (gflgz)e Hie[e*] (gvf’ﬁ(“) ot . This is due
to the fact that

o*f = a/(shr /5 H Hl ps . 5i+02bz‘
1€[er]
/ *(1) r! al o

_ ga/ﬁhr /5(9(17192) H g Ups (i) H +o2b;
1€[l%] ]E[n*]

= g*°h" (g7 g ) H (%) =t +02b H H *() e vosb,
ieler] i€[es] j€([n}]

= ga/éhrl/(s (9?92)0 H (gvpﬁ(i)) ot (g_ 2ieler) e ¢ MSJ (T - +o2b; )>
i€fes]

Since Zz‘e[ﬂ*] a; - MO = fnz and Ziew] b; - MO = 6n§, we can see that

(i) (T r’
-3 O )~ o

icles] jeny)
and hence

: *(7 r/a-
g~ Sieiez) Zyenz] oML (i onbi) _ /6

Now, ¢ calculates E* = (E*)I/HS (6(0/*70,,*)6) = ¢’ and then computes the un-

+1
known value ¢®*" as

5*
g¢q+1 N ( 0* )
- 1/ 5% u* 210142
g/ (E*) 7 [iqen (07) 7@

EUF-CMA

Therefore, if the advantage of & in the game Game,, is non-negligible,

then % can solve the ¢-DHE problem with non-negligible advantage. O]

Proof of Theorem 8

Proof. The challenger % interacts with an adversary o/ as in Game> A"™™™Y (for-

mulated in Section 4.2.2).

(1) € computes [KPK, MK] + KGA-Setup(1*), [TPK, TSK] < TGA-Setup(KPK),
[CPK,CSK] «+— HCS-Setup(KPK) and sends [PP, MK, TSK,CSK] to o7 , where
PP .= (KPK,CPK, TPK).
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(2) In this step, o7 does not need to query any oracle and it can compute required
components by itself because &/ has the knowledge of system master secret,
cloud secret key and trapdoor secret key. &/ sends to ¥ a message emr, a
signing policy I'y, an encryption policy I'., a keyword set W and two signing
attribute sets A, A% obeying the condition FS(AgO)) =1=T S(Agl)).

(3) € samples i +— {0, 1}, computes the signing key
S’CAgi) + sKeyGen(PP, MK, AS)), the challenge ciphertext
CT* « Signerypt(PP, A% T, T, W, emr), and sends CT* to <.

(4) o outputs its guess i’ of i.

From the challenge ciphertext CT*, the signature of the message emr for the
signing policy I'y := (M, ps) is A == (I's,0’, 0", tagl, 0, {0i }icpe,))- Note that o and
o, are the only signing attribute components, and the distribution of the signature
is as follows.

o =g" 0" =" tagl := Hy(g}/° - e(c", V)",
o= g1 (g790)" T] H(pa(i) ™" and o, = "5+
i€[ls]
where 0',0", 0, 02, b; are random elements of Z; selected during signing. Hence, all
the components of the signature are random elements from adversary’s point of
view. That is, the signature is independent of the signing key (and hence of the
signing attribute set) being used to generate it. Therefore, the challenge ciphertext

gives no information about ¢ in Game_ "™ to the adversary /. Due to this,

o/ can output just random guess ¢’. In this case, Prob[i’ = i] = 1/2. Hence, ’s
advantage AdvE>ATMY™Y (1%) o Prob[i’ = i] = 1/2. Thus, MediCare provides EO
anonymity. O

Proof of Theorem 9

Proof. If there exists an adversary .« that wins the verifiability game Game"s"?*"
(presented in Section 4.2.2) of MediCare, then an authorized EU % can find a

collision for the hash function Hy or Hj by interacting with 7 as described below.

(1) € computes [KPK, MK] + KGA-Setup(17), [TPK, TSK] + TGA-Setup(KPK),
[CPK,CSK] «+ HCS-Setup(KPK), and sends [PP,CSK] to <7, where
PP = (KPK,CPK, TPK). The secret keys MK and TSK are kept secret by
€.
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(2) o adaptively queries signing key generation oracle Ogig(As), token generation
oracle O%;(Ag4,I';), ciphertext generation oracle Ocg(emr, Iy, I'c, W) and EMR
retrieval oracle Ogr(CT, Ag, I'y). Since € knows the system master secret MK
and TGA’s secret key TSK, it can simulate «’s queries properly. At the end
of this phase, & announces a message emr*, an encryption policy I'}, a signing
policy I'z, a keyword set W*, and sends [emr*, 5, I's, W*] to €.

(3) € selects a signing attribute set A, such that I'!(As) = 1 and obtains the signing
key SKC4, < sKeyGen(PP, MK, A,). Next, it computes
CT* « Signcrypt(PP,SKa,, %, T%, W*, emr*). Then, the ciphertext CT* will
be given to 7. Here CT™ := (A}, A}, A}, tag2”, Ef,n*) and
A7 = (L%, ct*, E* { B}, ES Yicpm))-

(4) Again o/ queries the oracles Osxg, O7¢, Ocg, Ogr and obtains the respective
responses as in step (2). At the end of this phase, & outputs a decryption
attribute set Ay, a keyword policy I'; and a transformed ciphertext
CT v := ()1, Vo, ct, tag2* tag) such that T5(Ay) = 1 AT, (W*) = 1.

Suppose that the tuple [Ag, T';, token, TDK] is in table TabZ, where
TDK := (11, 7). If not, it can be generated by querying the oracle 0%, with the
input (Ag, I';). If o breaks the verifiability of MediCare, € will recover a plaintext
emr < Verify-Retrieve(PP,CT ., TDK), where emr ¢ {emr*, L}, as follows. € (i)
computes A := Y7 - V32,0 := H3z(A), (ii) observes H4(g;/5) = tag, (iil) observes
Hs(0]|ct) = tag2* and (iv) obtains emr = ct & KDF(A).

If A* and ct* are the respective components of A and ct being used in the gen-
eration of CT™*, then there are two possibilities A # A* or A = A*. Note that (iii)
implies that Hs(Hs(A)||ct) = tag2* = Hs(Hs(A*)||ct*).

If A # A*, H3(A)||ct # Hs(A*)||ct* and hence the pair (Hs(A)||ct, H3(A*)||ct)
forms a collision for the hash function Hj.

Suppose A = A*. Then, ct @ KDF(A) = emr # emr* = ct* & KDF(A*) implies
ct # ct*. So, Hz(A)||ct # Hs(A)||ct* and hence the pair (Hz(A)||ct, H3(A)||ct*)
forms a collision for Hj.

In both the cases, € finds a collision for Hs. Since Hj is a collision-resistant
hash function, .2/ cannot win the verifiability game Ga me§rifiability with non-negligible

advantage and hence MediCare is verifiable. n



APPENDIX A. 179

Table A.1: The sequence of 2¢ + 2 games G,..q, Go, Gy, . . ., Gac.

Game The Ay, of the Challenge Ciphertext CT*
Gront We, kr,{Lw;1, Lw;2} je[q»
{EKwi1, Kwi2, Kwiz, Kwia b, {EKw,1, Kwaa, Kz, Kwgalts - {Kw1, Kwea, Kws, Kw.a}
Go We,[rr] {Lw,1, Lw,2}jefq)s

{EKwi1, w2, Kwiz, Kwiab, {Ewa1, Kw,a, Kwys, Kwaalds - {Ew, 1, Kwea, Kws, Kwoa}
Woa 7 {LWJ17 LWJQ}jG[c]a

G

! {| Bwi1 b Kwizs Kwis, Kwiad, { K1, Kz, Kz, Ko, - {Ew, Kz, Kws, Kwa)
c We,[rr ], {Lw;1, Lwy2}jelq)s

2 {{ Bwi1 b w2, Ky Kwia s {| Bt | w2, Kz, Kwsals - {Ew1, Kwe2, Kws, Kwa}
c We.[rr ] {Lw;1, Lw;2} el

S

{| Rwi1 |, Kwi2, Kw 3, Kwia b, {] Rt ’KW227KW237KW24}:~~7{W7 Ko, Kwz, Kwa}
B B 2 e

{| Rwi1 7KW127W7 KW14}7{W7 Ew,ya, Kwy3, Kw,a}, - "{m’ Kw.2, Kw.3, Kw.a}
Wo” {Lw;1, L2 el

G

ot {| Bwi1 | Kwizs| By |, Kwyats {| Rt ‘-, Ko, | Rw,s | Kwpats - | B [ Kwee, Kwes, Kwa
c W [rr ], {Lw;1, Lw;2} el

% { Bwi1 b Kwi2,| Bwis |, Kwiat, {| Bt |, w2, | Rwns | Kwsal, - {| Rt | Kwea,| Rws |, Kwa}

Proof of Lemma 7

Proof. We prove this security notion (modeled as Game'T'\;E;_clKA in Section 4.2.2)
employing a hybrid experiment which consisting of a sequence of games between
a challenger ¥ and a Type-1 adversary /. The individual games differ in how &
constructs the challenge ciphertext given to o7. Let CT* := (A, Ac, Ay, tag2, Eo, )
be the challenge ciphertext given to &/ during IND-CKA game. Let ¢ be the size
of the keyword set used in computation of CT™* such that ¢ < ¢. The sequence of
2¢ + 2 games G,eq, Go, Gy, . .., Goc is defined in Table A.1. In these games, only the
components in A, are modified (precisely, some components are replaced by random
elements) and all other elements of C7T* remain unchanged. For brevity, we omit
the components Ay, A, tag2, Fy,n from CT* and present only the components of
Ay = (W kp, { Kwn, Kwa, Kws, Kwa, Lwi, Lwe bwewe) in Table A.1. Let rp be
the random element of G and Ry, 1, w3, Rw,1, Rwss, - - -, Rw,1, Ry 3 be random
elements of G.

Note that all the components of Ay in the challenge ciphertext computed in Go.
are random elements and hence the challenge ciphertext is independent of the two
keyword sets submitted by /. But, the challenge ciphertext of G,.,; is well formed.

The challenge ciphertext in Gy reveals nothing about its keyword set. To complete
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the proof, we show that the transitions from G,., to G to Gy to ... to Gy, are all

computationally indistinguishable (in Claims 4, 5 and 6).

Claim 4. Under the assumption that q-2 problem is hard, there is no PPT Type-
1 adversary that distinguishes between the games Greq and Go with non-negligible

advantage.

Proof. Assume there is a Type-1 adversary &7 that distinguishes between the games
G,ea and Gy with non-negligible advantage. Then, we construct a challenger € that
solves ¢-2 problem with non-negligible advantage by interacting with o7 as follows.

Given the ¢-2 problem instance <Z, g, g%, g%, g%, g\ 18 [g¥i, ghr9sti ghrds/vi

2 2 2712 Ty a2 a2 2.0 /o
g¢1¢3wz7g¢2/¢i 7 g%/% }ie[q]a {g¢1¢3wz/¢g , g¢2¢z/¢] 7 g¢>1¢2¢3¢1/% 7 g(¢1¢3) %/%}(i,j)e[q,q],i;éja

Z>, the task for € is to determine whether Z = e(g, ¢)?'??%¢ or Z is a random

element of Gr.

(1) & announces two challenge keyword sets Wi = {1 : wi”], ... W, : wl”]}
and W7 = {{W : w§1)], o W wgl)]}. Note that these two sets satisfy the
conditions [Wg| = [Wf| = ¢ and Wg° = W = {Wy,... , W} of Game[j-*.

(2) Firstly, ¢ samples p <— {0,1} and sets Wy := {{W; : wi) W Wi

Then, € selects o, 2, 2; +— Z5i€{1,2,...,7,9,10}, implicitly defines

a = o/ ¢y and sets

gr = e(g,9”)"  h = g, gi == g* for i € {1,2,3,4,5,10},

g6 i= g H g¢2/¢§’g7 = g7 <g¢1¢3/¢j)(g¢2/¢?)—w;w’
JEs] JEls]

gs == g%, gg := g” g™

Next, it selects seven collision-resistant hash functions {H;}_, (as mentioned
in the construction) and sets KPK := (%, g7, 9, h, {g:}1°,, M,KDF, {H;}_,),
where M := {0, 1}** is the plaintext space, and KDF is the key derivation func-
tion with output length £, and keying source Gy. Here MK := (g%2)*. Finally,
€ selects 3,0, @, W, W3, W — Z,,, computes hy := g, hy 1= g2,

hs i= g®3, hy == g% hy = e(g, g10)"° - e(g?', g?2)*0, Y := h¥ and sets

TPK := (hr,hi, ha, hs, hy), TSK := (v := 79 + ¢1¢2, w1, @2, W3, W4),

CPK :=Y,CSK := . Note that v := v + ¢1¢- is implicitly defined. Lastly, &
sends the tuple [PP,CSK] to &7, where PP := (KPK,CPK,TPK).
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(3) & queries signing key generation oracle Ogig(As), token generation oracle
OF5(Aq,Ty) and search oracle Ogearen (CT,I'y). Then € responds as follows.

o Oskg(As) : € chooses 1’ «— 77, sets S := (¢%2)*'h"™, Sy := g,
S, = (Hy(z))",Va € A, and returns SK 4, := (A, S, So, {Se }aea.,).

o O7;(A4, 1) : &/ submits a decryption attribute set A; and a keyword
policy I'y with the condition that I';(Wg) = 0 AT (W) = 0. Hence
Ly(Wr) = 0. Let T'y := (My, p7, {wpe (i) Fiele,)), where My is a matrix of size
¢, x n;. Since Ft(W;) =0, ¥ can compute a vector
€:= (e1,€2,...,6n,) € Zy' such that e = —1 and ]\7[t(i) =0,

Vi € {ilp7 (i) € W;°}. Tt selects &, ..., &, f, [/ <— Z, sets Ty == g,
Ty := h'",0 := Hs(e(T1,Y)”), and implicitly sets
J:=(0,&,...,&,) — 0y + ¢102)E. For each row i € [¢], its share is

O; = MY - § =MD - (0,8,,...,8,) — 01M"” - &— 0o M,

It samples 75, 75, 5,.. ., ¢, A Zy, implicitly defines 73 := 730¢1¢2210/ 2,
T = T Ty = Tha, U= (0,6, .., €n,) — (001¢2210/2)€. In this case, the
share of the row i € [¢;] is

7.?1' = Mt(l) . 1§ — Mt(z) . (078/2, ceey m) (8¢1¢2210/z)

% calculates the transform trapdoor

TDre := (I'y, Ty, T3, {11, Tiz, Tis, Vi1, Viz, Vis, Via }iepe,)) (mentioned in Equa-
tion (5.4)) in the following way. Let vt; := M . (0,&,...,&,,) and
ut; := M" - (0,eh,...,€l).

Case-1: For the row i € [(;] where pf(i) € W°. In this case, MY . z=0
and therefore ¥ = M(i) (0,89,...,8,) =Vt

— ) o &, U *
and ; = (0,65, ..., &) = ut;. Choose 7, 7 +— Z, set
o vt; w1 waf;+wwawar,
T = Gio " 9s )
A ut f’ o A 7(%) W1w27"z+W3’W4'I’
Tip = h*™ - Hy(e(Th, V)T |[T7[[M;7) - g )
Ty = QW1w27*i+W3wu’i ’

and compute Vj1, Vis, Vis, Viy as in Equation (4.1).
Case-2: For the row i € [(;] where pf (i) & W°
(e, wpen # w 'V € [¢]). In this case, ]\/[ g # 0, and € can-
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not compute 8¢1¢2Mt(i) - and (0p1¢2210/ z)Mt(i) - £. However, by properly
defining 7; and 7, € is able to calculate Ty, Tio, Tis, Vi1, Via, Vi, Vis. Choose

ri, 7} «— Z7, implicitly define

Fooi= o+ O¢rz10(M,” - &) B 0616315210 (M," - 8)
i : 200103 ier 2@ (Wee i) — w§u))
A 3¢2210(]\7[t(i) &) a¢1¢3wj210(Mt(i) ' €)
i g 23wy o 23w (Wee (i) — wﬁu))

and compute

*3210(1\7?) )

Tis = gwlwﬂi-&-wswﬂg . (g¢2)3Z10( 1.e) H(g¢1¢3¢j) wp?(i)fwg'm
J€ls]
) *3210(1%(”'5)
. vti—afyo(]\?(l)'e“) w1 waTi+w3war, 2 w0 —wiH)
ﬂl = G0 t - g v . H (g¢1¢3wj) p2 ()Y

JEld]

Tia i= W Ha(e(T, V)T [[TRINY) - T - (g =it et
*3Z10(1\7§i)€)
w0 —w )

2 . W O i —W
X Hje[g] (g¢1¢3'¢'y) Pt (%) J

*(stpio(i)+Z7)DZ1o(1\7It(i)<5)

L W) —7;w1 —
Vi = (96" - 97) -(97) =2
(ZGwpg(i)JrW)@no(Mt(Z)-g)
(u))

. wo(w o WS
x [Tjeg (gProsr) - 2iio™

8210(1\71’51‘)-5)

(@)
l I ¢ ¢ 2 . N\ 2wo(w o "W )
X (jyb)e[Qd (g( ! 3) v /¢J) ht @ !

—3210(Mt(i)‘5>(wp?(i) —wi)

X Ilieq (g72/%7) ik

9210 (1" o) ’wg'“))

¢1¢2¢3¢¢/¢f) 22 (wpo (4 —w i)

X H(M)E[c,q],j;ﬂ (9

The components Vs, V;3, Viy can be computed as V;; since these compo-
nents have the term (g: K g7) in common and 7;, 7, have the same struc-
ture. Now, ¢ generates the transform key TK 4, := (A4, D', Dy, { D, }yea,),

where 7 +— Z;j and

D' =gl YT (PR Dy =g, Dy = (Hi(y))



APPENDIX A. 183

Lastly, ¢ hands over token := (TDre,TKa,) to «7. Note that from Re-
mark 10, it can be seen that it is a properly simulated EMR retrieval

request token for (Ag, I'y).

® Osearen(CT,T;) : & submits a ciphertext CT and a keyword policy T
obeying the condition I'y(Wg) = 0 A T (W7) = 0. First, ¢ performs the
EMR storage phase presented in Figure 4.4, and if its output is L, then
% returns L as the response of Ogeqren oracle. Otherwise, it computes
CT.:= (A, Ay, tag2, Ey,n, E, tag), and carries out the steps: (i) € chooses
a decryption attribute set Ay, (ii) obtains token := (TDre, TKa,) <
O075(Ag,Ty), (iil) returns the output of Search(PP,CT,,token,CSK) to
/. Note that the output of the Search algorithm is independent the choice

of A4 because it uses only 7Dre from token.

When this query phase is over, &7 submits a message emr*, an encryption policy

I'Y and a signing policy I';.

Let 'Y := (M3, pf), where MY is an £5 x n} matrix, and I'} := BfV By V.-V Br.
First € selects a signing attribute set A such that I'f(As) = 1, calculates
a:= (ai,as,...,ap) < Reconstruct(My, pi, A,) satisfying

D icler] @i ° M9 = L,» and a; = 0 for all i € {i|p*(i) ¢ A}, and samples
(b1 b, bes) = {(br,ba, - b)) € 2y |3 b - MW = 0, }. The keyword
set is Wi = {W : wi], . W, s wi]}. Now, the challenge ciphertext CT*

is computed in the following way.

(a) Implicitly define 6 := ¢s,
compute § := Hj (e(g¢3,g¢2)a/), key 1= KDF(e(g¢3,g¢2)""),
kr = Z70 - e(g®, g7) ",
ct := emr* @ key, tag2* := H;(4||ct),
(b) pick &,6", 0y ¢+ 7y,
o' :=¢%, 0" :=h" tagl .= HA‘(g;/(S ce(a’,Y)),
SKa, :=(As, S, S0, {S2}aea.) < Oskg(As),
0 = Sl0(gPs)raite [Licier (SZ*@) - Hy(p3(4))"),
where 0 1= H6(0t|]tangFéHFﬁHWJﬂ,
o; = Sgi/ég"?bi, for each i € [¢7],
The signature components A} := (I'f, o', 0", tagl, o, {0; }ices)) -
(c) pick 6; <— Zy, for each i € [m],
calculate F := (gd’S)HS(e(U/’Y)éH) By = g%,

I
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z 0:
Ei2 = (gd)S) (HyeB; Hl(y)) 5
The encryption components A := (I';, ct, E,{Ei1, Ei2}icpm)) -

(d) choose 1, T2 — Zy, implicitly define tyy, := )}, for each j € [¢], and

compute
Kle = (gwj)WIhl_ﬂ-le,KWj2 = h;Tle,
KWj3 e (g¢j)w3h;ﬂW12,KWj4 — hZWﬂ,
) o (P — () '
Lle — (g%)zaw] +27 HLE[c] (g¢2¢3/%) j . HLE[c],L;ﬁj gd’ld’Sd’]/"/}L,

L2 = Ly, - (9%°) 7,

The keyword components,

Af = (Wi ke { Kw;1, Kwg2, Kw;s, Kwjas L1, L2 Fel)-
(e) pick n <— Zy,

set B3 1= (g%)%=+m24+%5 wwhere € 1= Hy(AX||AX]|Af][tag2¥),

The challenge ciphertext is CT* := (A%, A%, Aj, tag2*, Ef,n).

Then, % hands over the challenge ciphertext to .o7.

(5) In this step, o issues a second series of additional queries as in step (3). Once

this query phase is over, ./ outputs a guess u’ of p.

o/ wins if ;' = p. Therefore, if &/ wins, € will claim that Z = e(g, g)?1?2%3; other-
wise, & claims that Z is a random element of Gr.

If Z = e(g,9)?%2%, then kp := Z*° - e(g?, g*°) = hY and hence &’s view is
identical to the original game G,.,. On the other hand, if Z is a random element
then kr is a random element as well and hence @7’s view is identical to the game Gg.
Therefore, if &7 can distinguish between G,.,; and Go with non-negligible advantage,

% has a non-negligible advantage in solving ¢-2 problem. (of Claim 4)

Claim 5. Under the assumption that DLin problem is hard, there is no PPT Type-1
adversary that can distinguish between the games G; and Gy with non-negligible
advantage, 1 € {0,1,...,¢ —1}.

Proof. Suppose there is a Type-1 adversary 7 that distinguishes between the games
G, and G;;; with non-negligible advantage. Then, we construct a challenger & that
solves DLin problem with non-negligible advantage by interacting with .« as follows.
Given the DLin problem instance (X, g, g1, g%2, %193, g?2%4, Z)), the task for € is to
determine whether Z = g%+ or Z is a random element of G. As in [8], we write
DLin problem as <E,g,g¢1,g¢’2,g¢1¢3,D, gw> for ¢ such that ¢¥ = Z, and consider
the task of deciding whether D = ¢#2(¥=93).
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(1)

(3)

o/ submits two challenge keyword sets Wg := {W = w\”], ..., W, : w”]}
and Wy = {W; : wlM], ..., W, : w!]}. These two sets satisfy the conditions
(Wil = Wi =< and Wi =W ={W,..., W} of Game'T'\;'s;_ClKA.

¢ samples 1 <— {0,1} and sets W) := {{W : W], W s wY. Then, it
selects «, B, 7, ws, W4, 2, % — Zy,i€{1,2,...,10} \ {6}, sets gr := e(g,9)%,
hi= g% g = g% fori € {1,2,...,10} \ {6, 7}, g5 := (¢*)7, g7 := g (g?*) 1",
hy == g%2,hy == g%, hs == g™ hy := ¢, hy := e(g9,910)",Y = h’. Next,
it chooses seven collision-resistant hash functions {H;}!_, as mentioned in the
construction and sets KPK := (2, g7, g, h, {g:}:2,, M, KDF, { H;}1_,),

MK = g% TPK := (hr, hi, ho, hs, hy), TSK := (v, @1 := ¢o, s := ¢1, w3, W4),
CPK =Y, CSK := (. Note that w; := ¢9,ws := ¢ are implicitly defined. €
sends the tuple [PP,CSK] to &7, where PP = (KPK,CPK, TPK).

% simulates .o7’s queries as follows.

e Osig(Ay) : € returns SK 4, + sKeyGen(PP, MK, Ay) since € knows MK.

o O7;(A4, 1) : &/ submits a decryption attribute set A; and a keyword
policy I'y with the condition that I'y(Wg5) = 0 A I'y(W}) = 0. Hence
Ly(Wr) = 0. Let I'y == (My, p7, {wye(i) bier,)), Where M, is a matrix of
size {; x n,. firstly, € calculates
TDre = <F§,T1,T2, {T, T2, Ti3, Vir, Via, Vis, ‘/7;4}1‘6[@t]> as described below.

Choose f, f',T1, 73,74, 75,€2, - -, Enys €9y - - -5 Ep, — Z3,i € [4), implicitly
define
, I ()
5 Ty (Wee iy — W) H o 2717
G621 (wpp ) — w) + 21 w3 (627 (wepiy — wi) + 27)

and set tt := e(T}, V), 0; == MY (v - Hs(tt),ea,...,6y,), and
U; = ]\7[t(i) (13/T1,€h, ..., Eh ),

b Nt
Ty = gf,Tz = hf/,Ti:a = (9¢1)Tigw3w4T£7ﬂ1 = g% T,
Ty = h% - Hy(e(T1, V)T ||| M) - T,

Y

Vi = (g%2) 00070 g = (o)l

Y
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‘/;3 = (gﬁ 240 . g7)—7"¢w3(g¢1>—27ri/1z4’
‘/;;4 = (gﬁ pf (4) . g7> —T; W4 (g¢1)_277"i/w3’

Next, & generates the transform key TK,, := <Ad,D/,D67{D;}yeAd>a
where 7,7y <— Z and D' := g¥/mYTh/™ Df) = g’%,D; = (Hi(y))".
Finally, " sends token := (TDre, TK4,) to o/. Note that from Remark
10, it can be seen that it is a properly simulated EMR retrieval request

token for (Ag, Ty).
® Osearen(CT,T;) : The simulation is similar to that of Claim 4.

When &7 decides that this query phase is completed, it outputs a message emr*,

an encryption policy I'; and a signing policy I';.

(4) To compute the challenge ciphertext CT* of the message emr* for I'y := (M, p}),
where M} is an ¢ x n} matrix, I := Bf V By V ---V By, and the key-
word set W = {[W; : wY‘)], RN VA wé”)]}, ¢ calculates the components
of Ay := (W%, ko, { Kw;1, Kw;2, Kw;s, Kwja; L1, L2 telq)) in the following

manner.

For j € [¢] and j # [, € picks 0, ty,, Tw,1, Ty,2 — Zy, and sets kr := hY.,

—Tw,1 ™W.1 tw, —Tw,2 W2
J o— J — J J — J
s Ko :=hy 7 Kyy,3 1= hy s Kw,a i =hy 77,

P— J
K1 =y :

w;u) w;_u)

L1 = (96" 97)™195%, L, := (g

tw. —0

97)™" g9
For j = [, € implicitly defines tyy, 1= 1, mw,1 1= ¢3, chooses Ty +— Z, and
sets

Kw =D, Ky, = g2, K3 := (gw)w?’h;wﬂ, Ky, = hzwﬂ

)

LWll = (gw)Z7g§97 LW[Q = (gw)27g§9

% computes the other components of CT* as in the construction of MediCare.

o/ receives this challenge ciphertext CT ™.

(5) Again, < issues a second series of additional queries as in step (3). Once this

query phase is over, o/ outputs a guess u’ of p.

o wins if ' = p. Hence, if &7 wins, € will claim that D = ¢?(¥=3); otherwise, €

claims that D is a random element of G.
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If D= ¢g?¥=93) then Ky, =D = gPW=93) = htlwl_”Wﬂ’KWﬂ = gn¥ = h;“Wzl
and hence o7’s view is identical to G;. On the other hand, if D is a random element
of G, then &7’s view is identical to G; ;. Therefore, if &7 can distinguish between G,

and G, with non-negligible advantage, ¢ has a non-negligible advantage in solving
DLin problem. (of Claim 5)

Claim 6. There is no PPT Type-1 adversary that can distinguish between the games
G, and Giq, 1 € {s,s 4+ 1,...,2¢ — 1}, with non-negligible advantage, under the

assumption that DLin problem is hard.

Proof. The proof is almost identically to that of Claim 5, except where the simulation
is done over hs and hy instead of h; and hs. (of Claim 6)
This completes the proof of Lemma 7. n

Proof of Lemma 8

Proof. Assume there is a PPT Type-2 adversary o/ that breaks the IND-CKA se-
curity (modeled as a game Game%','s;_czKA in Section 4.2.2) of our MediCare with
non-negligible advantage. Then we build a challenger % that can solve DBDH
problem with non-negligible advantage, by interacting with <. Given the DBDH
problem instance (X,g,G1,Ga,Gs,Z), where Gy = ¢?',Gy = ¢?2,G5 = g%
(note that ¢1, @9, ¢3 are unknown to €’), the task for € is to determine whether
7Z =e(g,9)?%?? or Z is a random element of G-

(1) € picks a, z +— 7y and sets gr := e(g,9)*, h := g*. Next, it chooses
91,92, - -, 910 +— G, and seven collision-resistant hash functions { #;}7_, (as de-
scribed in the construction). Now, ¢ sets KPK := (2, g7, g, h, {g:}12,, M, KDF,
{H;}7_,), where M := {0, 1}%* is the message space and KDF is the key deriva-
tion function, and MK := ¢®. Next, € selects v, w1, wa, w3, s — L, com-
putes hy = g%, hy := g%, hy 1= ¢¥3, hy := g% hr := e(g,910)",Y := G} and
sets TPK := (hr,hy, ho, h3, hy), TSK := (v, w1, @y, w3, w4), CPK =Y, and
implicitly sets CSK := ¢;. € sends the tuple PP := (KPK,CPK, TPK) to .

(2) In this phase, firstly o/ queries signing key generation oracle Ogsxg(As), token
generation oracle O%4(Aq,Ty), and search oracle O, (CT,I'y). € answers as

described subsequently.

o Osig(As) : € returns SK 4, < sKeyGen(PP, MK, Ay) since € knows MK.
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o O5;(A4,T;) : € generates the trapdoor
TDFt = (Ft,Tsz, {7—%1772/2,7-'1'&‘/;1,‘/;2,‘/;3a‘/;4}i€[&]> as follows.
Here I'y := (M, p7, {wpe s bieje,]). Choose 74,7}, €a, . .., €p, — Zy and com-
pute 71 := Gy, Ty := G, tt .= Z*, 0, := Mt(z) - (vH3(tt), €2, ..., En,),
Too=grg g5 T Ty = Hoet] T || MY) - g =T

7’;_3 - gwlwgﬁ+W3W4f,ﬁ-7 ‘/;'1 = (96 pt<’)g7)*7‘viwl,

Vig i= (gﬁ Pg(z)g'?)fﬁ‘ZDQ, = (96 p?(l)gﬁfﬁwg, Vig = (96 p?(l)gﬁfﬁm;,

Since € knows M, it computes the decryption key

DK 4, < dKeyGen(PP, MK, A,) and sends the tuple [DK 4,, ﬁrt] to .

o O ....(CT,T}): € performs the EMR storage phase (given in Figure 4.4),

search

/
searc

Otherwise, it computes CT,, := (Ae,Ak,tagZEo,n,E, tag). Next, € ob-

tains the trapdoor 7/:73pt as in the simulation of O%; and then computes

and if its output is L, then 4" returns L as the response of O, oracle.

TDre, and finally returns the output of Search algorithm to <.

When this query phase is over, &/ sends to % a message emr*, an encryption
policy I'%, a signing policy I'; and two keyword sets
W= {Wr ], s w®]) and W= (ol el

€ selects p +— {0,1}, and a singing attribute set A, such that '*(A,) = 1.
Next, it obtains CT™* < Signcrypt(PP, SKa,, 5, Tz, Wi, emr*), where

SK 4, < sKeyGen(PP, MK, A,), and sends the challenge ciphertext CT* to <.
This is possible because % has the knowledge of the system master secret MK
and TGA’s secret key TSK.

o/ now issues additional queries like step (2) with the obvious restriction that
@/ cannot query search oracle with the input (C7*,T}) such that I';(W)) = 1.
% responds as in step (2). When this query phase is over, &/ outputs a guess

' of .

o/ wins the game if ' = pu. Hence, if & wins, € will claim that Z = e(g, g)#192%3;

otherwise, % claims that Z is a random element of Gr.

If Z = e(g,g)??2%, the challenge ciphertext CT* is properly simulated. If Z is

randomly chosen from G, then CT™ is independent of p in &7’s view; resulting in

/’s advantage is 0. As a result, if &/ has a non-negligible advantage in winning the

game, % has a non-negligible advantage in solving DBDH problem. O



