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Abstract—Security is an important feature to be
included in the field of wireless communications, where
the transmission and reception need to be unassailable.
Every wireless device needs to adopt a security model
which may be complex or simple to make the com-
munication impregnable. The algorithm to be chosen
for the final implementation depends on the charac-
teristics of the device. Applications requiring higher
security should employ devices having computational
capabilities and good amount of hardware and those
applications that do not need to have tight security
can compromise with the hardware resources and the
ability of the micro-controller/microprocessor. In this
work two security models namely, the RC-4 with the
Toeplitz hash algorithm (RC-4T) and the Wi-Fi pro-
tected Access (WPA) have been compared in terms
of hardware complexity and combinational delay. Both
of these algorithms have been implemented using the
Xilinx Virtex-6qg FPGA device for the comparison based
on resource utilization and delays. Toeplitz hash func-
tion has been used along with RC-4 algorithm for the
generation of the key stream thus making the security
model more robust as compared to the traditional
WEP.

Index Terms—Stream cipher, Hash function, Toeplitz,
WEP, WPA

I. INTRODUCTION

Physical devices require communication links which
may be either wired or wireless. Several attacks such as
eavesdropping, denial of service, unauthorized access may
take place with wireless connectivity. Hence, the wireless
devices have to make use of a cryptographic security model
to secure against such type of attacks. Various devices can
make use of different cryptographic algorithms depending
on the resources such as computational power, memory,
energy source available with the devices and the security
model demanded by the application. Two simple models
are: wired equivalent privacy (WEP) and Wi-Fi protected
access (WPA). The same key, which is static, is used
for encryption and decryption in WEP and it can be
easily broken as the static key that is generated during its
simple operation [1]. WPA has been developed to overcome
the weaknesses of the WEP protocol [2]. WPA uses the
Temporal key integrity protocol (TKIP) along with RC-4,
a stream cipher, which makes it more reliable and superior
[3]. TKIP uses the physical or MAC address of the device
for its operation and make the intermediate key unique,
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even when a duplicate temporal key is inadvertently used.
This work proposes Toeplitz hash function for the gen-
eration of dynamic key to be used along with the RC-
4 stream cipher. The Toeplitz hash function is used to
compute a secret dynamic key using a public key. A key
stream is generated by RC-4. This key stream is used
during the encryption process. Thus the RC-4 with the
Toeplitz hash function makes the model more rigid and
secure than the WEP. The timing delay and hardware
complexity combined together decide the algorithm to be
chosen for an application. The WPA and the proposed
Toeplitz hash based RC-4 have been implemented using
FPGA. A comparison of the characteristics and complex-
ity of both the approaches has been made. The rest of
the paper is organized as follows: Section II provides the
literature survey, section III presents an overview of the
cryptographic algorithm RC-4 used along with the Toeplitz
hash function for the key stream generation and the WPA,
the scheme of experimentation is described in section
IV, simulation and experimental results are presented in
section V and section VI concludes the work.

II. LITERATURE REVIEW

The wired equivalent privacy (WEP) is a simple algo-
rithm with many flaws making the system that uses it
insecure [4]. Also, the secret key is static [5]. A modified
security algorithm, d-WEP is designed to defend against
the attacks on the traditional WEP [6]. Wi-Fi Protected
Access (WPA), successor to WEP, which has been at-
tacked and is still in use today due to the security needs
for applications such as Small Office/Home Office (SOHO)
[7]. WPA extends its security complexity and robustness
over WEP by using Temporal key integrity protocol (TKIP)
along with RC-4 for the data encryption, user authentica-
tion which is absent in WEP, and a new scheme for data
integrity. The detailed operation of the WPA is explained
in [8]. The TKIP in WPA uses two phases to construct per-
packet key, whereas WEP simply acquires it by concate-
nating the initialization vector (IV)and the base-key [3].
WPA-2 has been designed in response to the limitations of
WPA. Tt uses counter mode CBC-MAC protocol (CCMP),
in place of TKIP and advanced encryption standard (AES)
for ciphering the data, instead of RC-4 which proves it
to be a more secure algorithm [9]. AES is one of the
symmetric key cryptographic algorithms designed for high
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performance systems, which is complex and rigid to a great
extent when compared to WPA and WEP.

On the other hand, in WEP the static key may be
made dynamic by using various hash functions thereby
making the model more secure compared to the classical
algorithm. Hash functions are simple to be implemented
in hardware and may also be used for the data integrity in
the same algorithm. Toeplitz is one of the hash functions
which generates dynamic key using the linear feedback
shift register (LFSR) approach and the property of the
Toeplitz matrix.

A Toeplitz hash based stream cipher algorithm has been
designed and implemented on hardware which is presented
n [10]. Such model has a complexity of O(2"%"), where
the number of bits in the message is m+n. The security of
the described model has been tested with a known plain-
text attack, which proved it to be insecure [11]. In this
work, the same Toeplitz function uses a public key to
generate a hash value, which serves as the secret key for
the RC4 stream cipher. A key stream that is generated by
the RC-4 with the help of the dynamic secret key which
makes the security model very rigid. The key stream is
X-OR’ed with the plain text to generate the cipher text.

Field Programmable Gate Arrays (FPGAs) are elec-
tronic devices that have large amount of RAM blocks and
logic gates. These devices are programmed by the user to
implement complex applications that require high compu-
tations. By the implementation of different cryptographic
algorithms on the FPGAs, the timing delays and also the
complexity in terms of hardware utilization [12] can be
computed. The implementation cost, power consumption
and the area resources can also be found from the Xilinz
ISE design tool after synthesis. The implementation of
AES and WEP on FPGA, given in [13] resulted in the
statistics related to the area resources and throughput of
323 CLBs, 177 Mbps for the AES and 750 CLBs, 2.22
Mbps for the WEP respectively.

IIT. DESCRIPTION OF THE RC-4 WITH THE Toeplitz
HASH FUNCTION (RC-4T) AND THE WPA

A. Stream cipher cryptographic RC-4T algorithm

Wired Equivalent Privacy (WEP) is a cryptographic
algorithm developed to provide a secure communication
in a wireless LAN (WLAN). Due to the weaknesses of this
algorithm, modifications have been made to the WEP to
make it more secure. RC-4 with the Toeplitz hash function
(RC-4T) is one of the modifications to the WEP, using
which a secret key is generated dynamically. Instead of
using static key, a set of public-keys that are stored in
the memory are used during dynamic key generation. The
proposed algorithm uses the same major components as in
WEP: secret key, an encryption algorithm, initialization
vector (IV) and integrity check value (ICV).

In the proposed algorithm, the size of the secret key is
32- bits and this can be altered during the implementation.
IV is a fixed length variable data used in the encryption

process. It is sent along with the message packet during
the key exchange. When a random value is chosen as IV,
there may be a probability of collision which should be
taken into consideration.

In the proposed model Toeplitz hash function is used to
generate the secret key. The hash value is calculated with
the help of a matrix derived from the public key and a
Boolean matrix. An n'* degree irreducible polynomial is
chosen over GF(2).

An initial binary seed of length n is chosen randomly
and is processed through linear feedback shift register
(LFSR), which uses the polynomial coefficients to obtain
an expanded binary vector. This vector is formed into a
Toeplitz matrix and multiplied with the public key matrix
to obtain the hash value, which is the secret key to the
next stage. This key and the IV are concatenated. The
IV and the key are used to permute the s-box in the
initialization process of the RC-4 encryption stage. Later,
the key stream generated from the RC-4 stage is XORed
with the plain-text along with the data integrity value. The
CRC-32 algorithm is used for the ICV computation. The
block diagram for the RC-4T encryption scheme is given
in Figure 1. The WEP has many practical disadvantages
such as:

1) Forgery of data packets can not be prevented.

2) Replay attacks can not be avoided.

3) Improper use of RC-4 algorithm and the weakness of
the keys make it to experience brute-force attacks.

4) Various cryptanalytic methods have been developed
to decrypt the data without knowing the key stream.

5) Message modification without the help of encryption
keys cannot be resisted.

The WPA has been designed to overcome all of these
disadvantages by making use of complex methods. The
proposed algorithm, RC-4T, cannot avoid the forgery and
replay attacks but the cryptanalytic method of decryption
and brute-force attacks can be resisted.

B. Wi-Fi Protected Access

The modified components in WPA are: the TKIP
protocol- which is used along with RC-4 in the encryp-
tion/decryption processes, the size of secret key- 128- bits,
Initialization vector (IV) length - twice the size of that
of WEP, and additional MIC computation to avoid the
data forgery. The same data integrity algorithm, CRC-32
is used. The extended length of IV reduces the probability
of duplications.

1) TKIP: In Temporal Key Integrity Protocol (TKIP),
a per-packet key is generated by using two key-mixing
phases to make it difficult for an attacker to correlate the
key. During the first phase, the temporal key is XORed
with the MAC address, which is unique to produce an
exclusive intermediate key. During the second phase, this
key is used to encrypt the packet sequence number that
is derived from the fragmentation of the plain-text into
message protocol data units (MPDUs). The encryption
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Fig. 1: RC-4T encryption block diagram

stage generates a 128-bit key. This key called the per-
packet key and is similar to the key in WEP, where the
first 3 bytes correspond to the IV and the next 13 bytes
denote the base key.

2) MIC algorithm: The CRC-32 algorithm used in
WEP is very weak and is more prone to forgery attempts.
Hence Michael algorithm, which generates a distinctive
message integrity code (MIC), is designed and included
with ICV generated by CRC-32 in WPA. The uniqueness
of the MIC is achieved by using the MAC address of
the system in the computation. The Michael algorithm
to compute the MIC value is given in Algorithm 1.

3) Encryption/ Decryption stage: The per-packet en-
cryption key generated from the TKIP protocol is used
as one of the inputs to the RC-4 stage, which generates
the key stream. On the other hand, MIC is calculated

from the michael key, the source address (SA), destination
address (DA), and data using Michael algorithm and
ICV is calculated using CRC-32 algorithm. The derived
key stream is X-ORed with the data, MIC and ICV
concatenated together to obtain the encrypted data. The
data decryption is done in a similar manner. The block
diagram of the WPA encryption is given in Figure 2.

Table I provides a comparison of the characteristics of
both the algorithms.

IV. SCHEME OF EXPERIMENTATION

Hardware implementation of any algorithm on an FPGA
provides the amount of hardware resources it requires, in
terms of the number of Look Up Tables (LUTSs) and the
speed in terms of the combinational delay. In this work,
both the approaches have been implemented using Xilinz
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Fig. 2: WPA encryption block diagram

Algorithm 1 Michael algorithm TABLE I: Comparison of the RC-4T and the WPA algo-
INPUT : Michael key K of length 8-bytes and message rithms
M of length m-bytes. Criteria RC-4T WPA
OUTPUT: MIC (L, R) of 4-bytes each.
1.K is separated into two 4-byte values kg, k1 Secret key size 32- bits 128- bits
Initialize: L, R Encryption algorithm | Toeplitz, RC-4 TKIP, RC-4
L ko and R I IV length 24-bi 48-bi
2. Pad the message M with 1-byte Ox5a and with 0’s engt bits bits
until the length becomes a 4 multiple. Data integrity Message Integrity
3. Algorithm CRC-32 Code (MIC)
fori=0ton—1do
L« L zor m@) Replay Attacks No protection IV sequence
R <+ R xor (L << 17) Forgery No protection MIC

L« (L + R) mod 2%
R + R zor swap(L)
swap is defined as swap(zyzc) < yxcz where x,y,z,c  FPQA. Also, the resources are compared for the aforemen-

are bytes 2 tioned algorithms in terms of hardware complexity and
L+ (L + R) mod 2 performance.

)
R+ R zor (L << 3)
L+ (L+ R) mod 232 A. FPGA implementation of WPA and RC-4T algorithms
(
)

R R zor (L >d> 23>2 A VHDL model for WPA has been developed and the
L < (L + R) mod 2 same has been prototyped using Xilinz Virtex-6g FPGA
end for device. The encryption and decryption stages are pooled
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together into a single module.

The FPGA prototyping of the proposed RC-4T model
has also been carried out using Xilinz Virtez-6q device and
ISE Design Suite-14.7. A VHDL model of Algorithm 2 for
the RC-4T has been developed. Another VHDL model for
RC-4T has also been developed and synthesized excluding
the Toeplitz stage, which transforms into WEP in order to
analyse the hardware complexities.

Algorithm 2 RC-4T encryption algorithm

INPUT : Message M of length m bytes.
OUTPUT: Cipher C of length m + 4 bytes.
1. Choose an IV of length 3 bytes randomly.

IV + random()
2. Let S is the secret key generated from Toeplitz hash
function.

S < Toeplitz()
3. Concatenate the IV with the secret key S.

S S&IV
4. S is used in RC-4 algorithm to generate the key
stream.
5. Key Scheduling Algorithm (step-1 in RC-4).
Let L and S-box SB be vectors of length 256 bytes.
for i = 0 to 255 do

L(i) + S(i%k) {k is length of S after concatenation}
end for
Initializing the S-box: SB(0 : 255) «+ 0, 1,2, .....255 and
j«0
for i = 0 to 255 do

Jj (G+ L)+ SB()) % 256

SB(i) +» SB(j)
end for
6. Pseudo Random Generation Algorithm (Step-2 in
RC-4)
1< 0and j<« 0
while true do

i< (i+1) % 256

j<« (J4+SB(i)) % 256

SB(i) <> SB(j)

t < (SB(i) + SB(j)) % 256

K «+ SB(t)
end while
7. Compute the value of ICV and concatenate with
message.

ICV < CRC(M) {ICV length is 4 bytes}

M~ M&ICV
8. Obtain the encrypted message by XORing the mes-
sage with key stream from RC-4.

C <+ M zor K {K is continuosly generated}

Algorithm 3 presents the Toeplitz hash function used in
the RC-4T encryption.
V. RESULTS AND SIMULATION

Both the algorithms WPA and RC-4T have been syn-
thesized using Xilinx ISE Design Suite-14.7. The simu-

Algorithm 3 Toeplitz Hash Generation Algorithm

INPUT : Public Key P of length 4 bytes.
OUTPUT: Hash H of length 4 bytes.
1. Initialize the seed value
seed < random() {4 byte value}
2. Let V is the coefficient vector derived from the
irreducible polynomial.
3. State vector T is generated using LFSR approach
T(94:63) «+ seed; T(62:0)«0
for : =62 to 0 do

for j =31 to 0 do

T(i) « (V(j) and T(i + j+ 1)) xor T'(3);

end for
end for
4. Hash computation
Initialize: H < 0
for i =31 to 0 do

for j =63 to 0 do

H(i) « (T'(31+j —4) and P(j)) xor H(i);

end for

end for

TABLE II: Comparison of Synthesis Results of the RC-4T
and WPA algorithms in VHDL

Device Utilisation Summary RC-4T WPA
Number of Slice LUTs 65435 81246
Number of fully used LUT-FF pairs 0 0
Number of bonded I0Bs 160 96
Macro Statistics

Adders/Subtractors 69 101
Multiplexers 8112 8112
XORs 68 105
Timing Summary

Maximum Combinational path delay | 5.624 ns | 0.837ns

lation results of the RC-4T algorithm considering pair
of arbitrary values of inputs and public-keys is given in
Figure 3. RC-4T model has also been synthesized without
considering the Toeplitz hash function. The model uses
69,858 slice LUTs without Toeplitz, which proves that
the implementation of Toeplitz hash function does not
consume much hardware when compared to the entire
model. Hence the WEP may be replaced with the dynamic
model RC-4T using the same hardware.

The WPA algorithm has also been synthesized and
simulated in the same way as in RC-4T. Figure 4 provides
the simulation results for the WPA. Table II provides a
comparison of the synthesis results of both the algorithms.
Theoretically, TKIP algorithm involves more arithmetic
operations compared to the Toeplitz hash generation al-
gorithm. WPA includes the computation of MIC to avoid
forgery, which is absent in RC-4T. The aforementioned
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Fig. 4: Simulation Result of WPA algorithm on FPGA

incentives theoretically prove that WPA consumes more
hardware. The slice LUTSs consumed by WPA is 81,246,
whereas 65,435 LUTs have been consumed by RC-4T,
which justifies the analysis. The combinational delay of
WPA is 0.837 ns which is very less compared to that of
RC-4T which is 5.624 ns.

VI. CONCLUSION

In this work the implementations of the proposed algo-
rithm, RC-4T and the WPA algorithm have been carried
out using Xilinz Virtex-6gFPGA device. The synthesis
results of both the implementations indicate that WEP
can be replaced by the proposed dynamic stream cipher
RC-4T using the same hardware. The proposed algorithm
avoids the cryptanalytic methods to decrypt the data by
using the dynamic key that is obtained from the variable
public key. Based on the comparison of the synthesis
results of both RC-4T and WPA, it may be concluded
that RC-4T is better than WPA for resource constrained
applications such as wireless sensor networks. In case the
application requires a faster execution, the WPA may be
chosen. WPA has an advantage of the least number of
attacks.
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