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Abstract
A proxy signature scheme allows one user to delegate

his/her signing capability to another user called a proxy
signer in such a way that the latter can sign messages
on behalf of the the former. After verification the ver-
ifier is convinced of the original signer’s agreement on
the signed message. We have come up with a scheme to
control delegation of financial power to a proxy signer.
The scheme satisfies the basic requirements of a secure
proxy signature scheme. Using our scheme the proxy
signer will be able to submit an e-cheque for only the
amount he is entitled to by the original signer. Any
cheating by the original signer or the proxy signer is
identified by the verifier i.e. the bank. We have con-
sidered Forgery by the original signer, Impersonating
and framing attack to prove the security of our scheme.
Any discrete log based signature scheme can be used to
sign the messages. Here we use the Digital Signature
Algorithm(DSA).

Keywords : Digital Signature, Proxy Signature, Se-
curity, DSA.

1 Introduction
A proxy signature [9, 10] allows one user Alice, called

the original signer, to delegate her signing capability to
another user Bob, called the proxy signer. After that,
the proxy signer Bob can sign messages on behalf of the
original signer Alice. Upon receiving a proxy signature
on some message, a verifier can validate its correctness
by the given verification procedure. By this the veri-
fier is convinced of the original signer’s agreement on
the signed message. Proxy signatures can be used in a
number of applications like e-cash, electronic commerce,
distributed shared object systems etc.

The basic working of most proxy signature schemes
is as follows. The original signer Alice sends a spe-
cific message with its signature to the proxy signer Bob,
who then uses this information to construct a proxy pri-
vate key. With the proxy private key, Bob can gener-

ate proxy signatures by employing a specified standard
signature scheme. When a proxy signature is given, a
verifier first computes the proxy public key and then
checks its validity according to the corresponding stan-
dard signature verification procedure.

Mambo, Usuda and Okamoto introduced the concept
of proxy signatures and proposed several constructions
in [9]. Based on the delegation type, they classified
proxy signatures as full delegation, partial delegation
and delegation by warrant schemes. In full delegation,
Alice’s private key is given to Bob so that Bob has the
same signing capability as Alice. But such schemes are
obviously impractical and insecure. In a partial delega-
tion scheme, a proxy signer has a new key called proxy
private key, which is different from Alice’s private key.
So, proxy signatures generated by using proxy private
key are different from Alice’e standard signatures. How-
ever the proxy signer can sign any message of his choice
i.e there is no limit on the range of messages he can sign.
This limitation is eliminated in delegation by warrant
schemes by adding a warrant that specifies what kind of
messages are delegated and may contain the identities
of Alice and Bob, the delegation period, etc.

According to whether the original signer knows the
proxy private key, proxy signatures can be classified into
proxy-unprotected and proxy-protected schemes. That
is, in a proxy-protected scheme only the proxy signer
can generate proxy signatures, while in proxy unpro-
tected scheme either the proxy signer or the original
signer can generate proxy signatures since both of them
know the proxy private key. In many practical appli-
cations proxy-protected schemes are required to avoid
potential disputes between the original signer and the
proxy signer.

Any secure proxy signature scheme should satisfy the
following five requirements :

1. Verifiability : From the proxy signature, a verifier
can be convinced of the original signer’s agreement
on the signed message.
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2. Strong unforgeability : Only the designated proxy
signer can create a valid proxy signature on behalf
of the original signer.

3. Strong Identifiability : Anyone can determine the
identity of the corresponding proxy signer from the
proxy signature.

4. Strong undeniability : Once a proxy signer cre-
ates a valid proxy signature on behalf of an original
signer, he cannot repudiate the signature creation
against anyone else.

5. Proxy signer’s deviation : A proxy signer cannot
create a valid proxy signature not detected as a
proxy signature.

Followed by the first constructions given in [9, 10],
a number of new schemes and improvements have been
proposed [4, 14, 15, 8, 3, 11, 5, 6, 12, 7, 13, 2]; however,
most of them do not fully meet the above listed security
requirements. In [4], Kim, Park and Won introduced
the concept of partial delegation by warrant, and pro-
posed a threshold proxy signature, in which the original
signing power is shared among a delegated group of n
proxy signers such that only t or more of them can gen-
erate proxy signatures cooperatively. In [8], Lee et al.
pointed out some weaknesses in Zhangs threshold proxy
signatures [14, 15]. Later, some different opinions on
their attacks are commented in [3]. In [5], Lee, Kim and
Kim proposed non-designated proxy signature in which
a warrant does not designate the identity of a proxy
signer so any possible proxy signer can respond this
delegation and become a proxy signer. Furthermore,
their scheme is used to design secure mobile agents in
electronic commerce setting [6]. One-time proxy signa-
tures are studied in [1, 13]. In [7], Lee, Cheon, and Kim
investigated whether a secure channel for delivery of a
signed warrant is necessary in existing schemes. Their
results show that if the secure channel is not provided,
the MUO scheme [9] and the LKK scheme [5, 6] all are
insecure. To remove the requirement of a secure chan-
nel and overcome some other weaknesses, they revised
the MUO and LKK schemes. In contrast to the above
mentioned schemes, which all are based on discrete log-
arithm cryptosystems, several RSA-based proxy signa-
ture schemes are proposed in [11, 6]. In particular, the
OTO scheme [11] and the LKK RSA-based scheme [6]
are proved as secure as RSA signatures in the sense of
polynomial-time reducibility.

In section 2 for sake of completeness we describe the
DSA algorithm. In section 3 we describe our proxy sig-
nature scheme. In section 4 we give the implementation

model to control delegation of financial power in a Con-
ference organising system. In section 5 we discuss the
security of our system and in section 6 we conclude.

2 Digital Signature Algorithm

The Digital Signature Algorithm (DSA) is a United
States Federal Government standard or FIPS (Federal
Information Processing Standard) for digital signatures.
It was proposed by the National Institute of Standards
and Technology (NIST) in August 1991 for use in their
Digital Signature Standard (DSS), specified in FIPS.
This scheme is a digital signature scheme which is based
on the difficulty of computing discrete logarithms

2.1 Key Generation:
• Choose a 160 bit prime q.

• Choose a L-bit prime p, such that p = qz + 1 for
some integer z.

• Choose h, where 1 < h < p − 1 such that g =
hz mod p > 1.

• Choose x where 0 < x < q.

• Calculate y = gx mod p.

• Public key is (p, q, g, y). Private key is x.

2.2 Signature Generation:
• Generate a random per message value k where 0 <

k < q

• Calculate r = (gk mod p) mod q

• Calculate s = (k−1(SHA − 1(m) + x ∗ r)) mod q
where SHA-1(m) is the SHA-1 hash function ap-
plied to the message m

• The signature is (r, s)

2.3 Signature Verification:
• Calculate w = s−1 mod q.

• Calculate u1 = (SHA− 1(m) ∗ w) mod q

• Calculate u2 = r ∗ w mod q

• Calculate v = ((gu1 ∗ yu2) mod p) mod q

• The signature is valid if v = r
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3 Our Scheme
3.1 Proxy key generation:

Let p, q be two large primes such that q/(p− 1) and
Gq =< g > is a q-order multiplicative subgroup of Z∗

p

generated by an element gεZ∗
p .

The original signer is Alice with a certified key pair
(xA, yA) where yA = gxA mod p and Bob is a proxy
signer with a certified key pair (xB , yB) where yB =
gxB mod p.

Alice chooses a random number kAεZ∗
q , computes

K = gkA mod p (1)

SA = kA.yB + xA.h(ma) (2)

where h is a collision resistant hash function and ma is
the message. As both the secret key, xA, of the orig-
inal signer(Alice) and the public key, yB , of the proxy
signer(Bob) is used to calculate SA, Alice cannot deny
that Bob is the proxy signer.

Then the tuple (ma,K, SA) is sent to the proxy
signer Bob, who checks its validity by

gSA ≡ y
h(ma)
A .KyB mod p. (3)

Notice that since

RHS = y
h(ma)
A .KyB mod p

= gxA.h(ma).gkA.yB mod p

= gxA.h(ma)+kA.yB mod p

= gSA

= LHS

the tuple (ma,K, SA) sent by an honest signer will be
accepted.

If the above verification is correct, Bob sets his proxy
key pair (xp, yp) as follows :

xp = SA + xB .yA mod p (4)

yp = gxp mod p (5)

3.2 Proxy signature generation:
With the proxy key pair (xp, yp), Bob can use any

DLP based signature scheme to generate proxy signa-
ture on any message m. The resulting proxy signature
is the tuple (sign(m,xp),K,m, yA, yB).

This signature also helps to identify the original
signer and the proxy signer. Once the verification of
this signature for a given message passes with the com-
putation of proxy public key given by equation (6), the
identity of the original signer and the proxy signer is

confirmed. Thus the third requirement, Strong identi-
fiability, of a secure proxy signature is satisfied.

We observe in equation(4) that the proxy private key
xp used to generate the signature is computed using the
private key of the proxy signer and the public key of the
original signer. Thus the proxy signer is creating a valid
proxy signature on behalf of the original signer. He
therefore cannot repudiate the signature against anyone
else. Thus the fourth requirement, Strong undeniabil-
ity, of a secure proxy signature is satisfied.
3.3 Proxy signature verification:

The verifier computes the proxy public key yp as
follows :

yp = y
h(m)
A .KyB .yyA

B mod p (6)

We observe that the above computation also corre-
sponds to the same public key computed by the proxy
signer i.e.

LHS = gxp mod p

= gSA+xB .yA mod p

= gxA.h(ma)+kA.yB+xB .yA mod p

= gxA.h(ma).gkA.yB .gxB .yA mod p

= y
h(ma)
A .KyB .yyA

B mod p

= RHS.

Finally, the verifier checks whether (sign(m,xp)) is
a valid signature of message m with respect to the
proxy public key yp (given by equation(6)) in the corre-
sponding DLP (Discrete Log Problem) based signature
scheme. If this check passes, the verifier is convinced of
the original signer’s agreement on the signed message as
the public key used to verify the signature is calculated
using the public key and the security parameter K of
original signer. Thus the first requirement, Verifiability,
of a secure proxy signature is satisfied.

Also, the proxy signature is identified as a proxy sig-
nature and not as an ordinary signature as it is verified
only by the proxy public key (yp) and not by the public
key of the proxy signer (yB). Thus the fifth require-
ment, that a proxy signer cannot create a valid proxy
signature not detected as a proxy signature, of a secure
proxy signature is satisfied.

4 Implementation Details
We have considered the scenario of organising a con-

ference. The chairman is given the financial power to
distribute the funds to various committees. Generally
the following methods are used:
On the requisition (based on budget) of the committee
members
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1. The chairman gives cheques in the name of the
committee member for a specified amount.

2. The chairman transfers the amount to the account
of committee member.

We have come up with a scheme in which the chair-
man can delegate his signing capability to the com-
mittee members who use proxy signatures to sign e-
cheques. Here chairman has a controlled delegation i.e.
the chairman decides for what amount each member
is entitled to spend. The member can only draw the
amount for which he is entitled to. The model is shown
in figure (1).

The chairman requests the bank to open an account
in the name of the conference and puts all the funds
in that account. The chairman sends the signed secu-
rity parameter Ki and the amount that each member
is entitled to spend mi to the bank. He also sends the
signed triplet (SAi,Ki,mi) to each of the ith member.
Ki and SAi are computed as follows :

Ki = gkAi mod p (7)

SAi = kAi.yi + xA.h(mi) (8)

where kAiεZ
∗
q . yA is the public key and xA is the

private key of the of the chairman(original signer) . yi

is the public key and xi is the private key of the ith

member.
Each member checks the validity of the information

received from the chairman using the following equation

gSAi ≡ y
h(mi)
A .Kyi

i mod p. (9)

Each member creates a proxy key pair using the fol-
lowing equations:

xpi = SAi + xi.yA mod p (10)

ypi = gxpi (11)

and signs the e-cheque for the amount mi using the
proxy secret key xpi. The signature scheme can be
any discrete log based scheme. We have chosen the
widely used DSA scheme. The proxy signature is
(sign(mi, xpi),mi,Ki, yA, yB). sign(mi, xpi) is gener-
ated as discussed in section 2.2. The remaining param-
eters specified in the signature help the verifier(bank)
to compute the proxy public key ypi. In other words
each of the ith member requests the verifier to verify
the signature using the proxy public key ypi and not
his public key yi.

On receiving the proxy signature the bank computes
the proxy public key using the following equation :

ypi = y
h(mi)
A .Kyi

i .yyA

i mod p (12)

The signature is verified using the proxy public key
computed with the help of the verification equation (see
section 2.3) of DSA scheme.

If there is change in mi i.e. the amount for which the
proxy signer is entitled to, or in any other parameters,
the proxy public key computed by proxy signer will be
different from that computed by the verifier. By this
the verification equation of the DSA scheme will not
hold good and the cheating is identified.

Figure 1: Model for e-cheque processing with proxy
signers
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5 Security of our scheme
1. Forgery by the Original Signer: The original signer

can generate the proxy public key using equation
(6). But he cannot generate the proxy private key
as it is a discrete log based problem given by equa-
tion (5). Thus the original signer is unable to sign
like the proxy signer. Therefore forgery by original
signer is computationally not possible.

2. Impersonating attack: Let us assume that Bob is
not designated as a proxy signer by the original
signer Alice. Though Bob can generate a proxy
key pair (x′p, y

′
p) with K ′ and m′ satisfying equa-

tion (6) and sign a message on behalf of Alice, the
verifier who also computes the proxy public key yp

using (K, m) sent by original signer will be able to
identify that the proxy public key yp is not equal
to y′p. By this the verification equation of the DLP
based signature scheme fails. Thus Bob cannot be-
come the proxy signer unless he is designated by
the original signer Alice.

3. Framing attack: In this attack, a third party Char-
lie forges a proxy private key and then generates
valid proxy signatures such that the verifier be-
lieves that these proxy signatures were signed by
the proxy signer Bob on behalf of the original signer
Alice. When such a proxy signature is presented,
Alice cannot deny that she is the original signer of
the proxy signer Bob. The result is that Alice and
Bob will be framed.

To accomplish this attack, Charlie needs to gener-
ate Bob’s proxy key pair (xp, yp) with K and m sat-
isfying equation (6). yp is not publicly announced
by the proxy signer, Bob, but instead computed
by the verifier just before verification. Even if this
key is made available, Charlie cannot generate the
proxy private key as it is a discrete log based prob-
lem given by equation (5).

Thus our scheme withstands the above attacks. By
this we can say that only the designated proxy
signer can create a valid proxy signature on be-
half of the original signer. In other words, the
original signer and other third parties who are not
designated as proxy signer cannot create a valid
signature. Thus the second requirement, Strong
unforgeability, of a secure proxy signature is satis-
fied.

6 Conclusion
We have come up with a scheme to control delegation

of financial power to a proxy signer. The scheme satis-
fies the basic requirements of a secure proxy signature

scheme. We have considered Forgery by the original
signer, Impersonating and framing attack to prove the
security of our scheme. This concept of proxy signa-
tures can be used in any discrete log based signature
scheme. Here we have applied it for Digital Signature
Algorithm(DSA).
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