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Abstract. Three-party authenticated key exchange protocol is an important cryp-
tographic technique in the secure communication areas, by which two clients, 
each shares a human-memorable password with a trusted server, can agree a se-
cure session key. Recently, Lu and Cao proposed a simple three party password-
based key exchange protocol (STPKE protocol). They claimed that their protocol 
is secure, efficient and practical. Unlike their claims, Kim & Choi proved that the 
STPKE protocol is vulnerable to Undetectable on-line password guessing at-
tacks, and suggested an enhanced protocol (STPKE’ protocol). In this paper, an 
Unknown key share attack on STPKE’ protocol is demonstrated. The attack is 
implemented using a comprehensive set of experiments and reported. Addition-
ally, the countermeasures to resist the above attack are discussed. 
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1   Introduction 

To communicate securely over an insecure public network, it is essential that secret 
session keys be securely exchanged. The shared session key may be subsequently used 
to achieve some cryptographic goals such as confidentiality or data integrity. Pass-
word-authenticated key exchange (PAKE) protocols [1,2] allow two or more specified 
parties to share a secret session key using only a human-memorable password. Pass-
word-based authenticated key exchange protocols, however, are vulnerable to pass-
word guessing attacks [3] since users usually choose easy-to-remember passwords. The 
goal of the attacker, is to obtain a legitimate communication party’s password, can be 
achieved within a reasonable time. Thus, the password guessing attacks on password-
based authenticated key exchange protocols should be considered realistic. 

In general, the password guessing attacks can be divided into three classes [3]. 
Recently, Lu and Cao [4] proposed a simple three-party key exchange (STPKE) 

protocol based on the chosen-basis computational Diffie-Hellman (CCDH) assump-
tion. They claimed that their protocol can resist various attacks and is superior to 
similar protocols with respect to efficiency. Kim and Choi [5] found that the STPKE 
protocol is vulnerable to undetectable on-line password guessing attacks by using 
formal description and proposed an alternative protocol (STPKE’ protocol).  
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A                                B                    C       S 
    
 
x,a ε Zp 

X←(gx ⊕  ga).MpwA  
ID’A←IDA.ga        ID’A||X  
            y,b ε Zp 

                                  Y← (gy ⊕ gb).NpwB
         

          ID’B←IDB.gb     ID’A||X ||ID’B||Y  
                                            

                                                 ( C intercepts this message i.e it gets 
                                           ID’A,ID’B which will be used in later steps)  

   w,c ε Zp 

                            W← (gw ⊕ gc).Npwc
         

                                    ID’c←IDc.g
c        ID’A||X ||ID’c||W 

  
                                                                                             ga←ID’A/IDA,gc← ID’c/IDc 

                                                                                            (As ‘S’ believes that ‘A’ &                                           
‘C’ wants to establish a           
session key it divides ID’A, 
ID’C with IDA & IDc ) 

    gx ⊕ ga←X/ MpwA
, 

                                                                                                                 gx← (gx ⊕ ga) ⊕ ga 
                                                                                                                             gxz←(gx)z 

         gw ⊕ gc←W/ Npwc
, 

                                  g
w←( gw ⊕ gc) ⊕ gc 

                   g
wz←(gw)z 

 

                                                                                           X’←gwz.H(ID’A,ID’B,IDS,gx)PWA 
                                                                                         W’←gxz.H(ID’B, ID’A ,IDS,gw)PWC 

                                                                                                                 X’|| W’ 
                                                                     
                                                                gxz←W’/ H(ID’B,ID’A,IDS,gw)PWC  
                                                                 α←H(ID’A,ID’B,gxwz) 
     X’||α                  gxwz←(gxz)w 
  
gwz←X’/ H(ID’A,ID’B,IDS,gx)PWA  
verify α 
β← H(ID’A,ID’B,gxwz) 
SKA← H’(ID’A,ID’B,gxwz) 
                                    β 
       

                                            Verify β 
                                                               SKB← H’(ID’A,ID’B,gxwz) 
 

Fig. 1. Unknown key share attack on STPKE’ protocol 


